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GenAI4ED is here to empower students, teachers, parents, and guardians with 
the knowledge and skills to navigate the world of generative AI in education. We 
want to foster a digital-literate society that can make smart, informed decisions 
about the role of AI in education. 
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Executive Summary 
This deliverable presents the Technical, Operational and Interoperability Specification and 
Reference Architecture Design of the GenAI4ED platform. It provides a consolidated and 
detailed view of the platform’s architectural foundations, core functional components, data and 
model management strategies, and cross-cutting security, privacy, and compliance 
mechanisms that collectively enable the responsible use of Generative AI in secondary 
education. 
 
The document defines a modular, service-oriented platform architecture that integrates real-
time conversational GenAI capabilities, evaluation and recommendation services, public 
feedback and rating mechanisms, analytics dashboards, community interaction spaces, and a 
publicly accessible training and resource hub. Each component is designed to operate 
independently through well-defined interfaces, while contributing to a coherent and 
interoperable ecosystem that supports diverse educational use cases and stakeholder needs. 
 
A strong emphasis is placed on privacy-by-design, security-by-design, and ethics-by-design 
principles. GDPR-aligned data flows, role-based access control, anonymisation and 
pseudonymisation strategies, and LLM-based automated compliance checks are embedded 
directly into the platform architecture. These safeguards ensure that GenAI functionalities are 
deployed in a transparent, trustworthy, and legally compliant manner, particularly in contexts 
involving minors and sensitive educational data. 
 
The deliverable also documents the reference architecture, early integration activities, and 
preliminary validation outcomes, alongside identified gaps, technical constraints, and potential 
risks. These findings establish a realistic baseline for subsequent development phases and 
inform planned mitigation and evolution strategies. Overall, this document provides a robust 
technical and operational foundation for GenAI4ED, supporting scalable deployment, 
continuous improvement, and long-term sustainability of the platform. 
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1. Introduction 
This document presents the Technical, Operational and Interoperability Specification and 
Reference Architecture Design of the GenAI4ED platform. It provides a comprehensive 
description of the technical foundations, architectural principles, and operational 
considerations that underpin the design and implementation of the platform across the project 
lifecycle. 

 
The GenAI4ED platform is conceived as a modular, GenAI-enabled educational environment 
that supports safe, transparent, and pedagogically appropriate use of Generative AI 
technologies in secondary education. This document establishes a shared technical 
understanding among project partners and serves as a guiding reference for development, 
integration, validation, and future evolution of the platform. 

 
In addition to defining architectural structures and integration mechanisms, the document 
addresses cross-cutting concerns such as scalability, interoperability, security, data protection, 
and regulatory compliance. By doing so, it ensures that technical innovation is aligned with 
ethical, legal, and operational requirements relevant to educational contexts. 
 
1.1. Purpose and Scope of the Document 

The purpose of this document is to formally define the technical architecture, operational 
requirements, and interoperability framework of the GenAI4ED platform. It translates project 
objectives, user needs, and functional requirements into concrete technical specifications that 
guide system design, development, and integration activities. 
 
Within its scope, the document: 

• Specifies platform-level and module-specific requirements for all core components, 
including the real-time dialogue interface, recommendation engine, community space, 
public feedback and rating system, analytics dashboard, and training and resource hub. 

• Describes the reference architecture of the platform, detailing frontend and backend 
components, data and model layers, and cross-cutting security and privacy services. 

• Defines interoperability principles, including API-based integration patterns, shared 
data schemas, and versioning strategies that enable modularity and extensibility. 

• Documents security, privacy, and compliance mechanisms, with particular emphasis 
on GDPR-aligned data handling, role-based access control, and LLM-based automated 
compliance checks. 

• Presents findings from early integration and validation activities, including identified 
gaps, architectural constraints, technical limitations, and associated risk mitigation 
strategies. 

 
The document focuses on the technical and operational aspects of the platform. Pedagogical 
frameworks, user engagement strategies, and educational impact assessments are addressed in 
complementary project deliverables. The specifications presented herein establish a baseline 
architecture that is expected to evolve iteratively as the platform progresses from prototype 
development to pilot deployment and wider adoption. 
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1.2. Methodology 

The preparation of this document follows an iterative, architecture-driven methodology that 
combines requirements engineering, modular system design, and early technical validation. 
This approach ensures that architectural decisions are grounded in real use cases, stakeholder 
needs, and practical implementation constraints. 
 
Platform requirements are initially derived from project objectives, stakeholder analysis, and 
user scenarios defined across relevant work packages. These inputs are consolidated into 
platform-level and module-specific requirements, ensuring consistency and traceability 
between functional needs and technical design choices. 
 
The reference architecture is developed using a layered and service-oriented design approach, 
separating user interfaces, backend services, data and model management, and security and 
compliance mechanisms. This separation of concerns supports scalability, maintainability, and 
independent evolution of platform components, while enabling parallel development activities 
among project partners. 
 
Interoperability considerations are addressed through the systematic adoption of standardised 
RESTful APIs, shared data models, and versioned interfaces. This ensures reliable 
communication between internal modules and facilitates future integration with external 
educational platforms, GenAI tools, and third-party services. 
 
Security, privacy, and ethical considerations are embedded throughout the design process, 
following security-by-design, privacy-by-design, and ethics-by-design principles. GDPR 
requirements, risk analysis, and automated compliance mechanisms are incorporated alongside 
technical implementation decisions, ensuring regulatory alignment from the outset. 
 
Finally, early integration efforts and preliminary testing activities provide practical feedback 
on architectural assumptions. Identified constraints, gaps, and risks are documented and used 
to refine the architecture and prioritise mitigation actions, ensuring that the platform design 
remains robust, realistic, and aligned with both pilot and long-term deployment objectives. 
 

2. GenAI4ED Ecosystem Overview 
2.1. Platform Vision and Core Capabilities  

2.1.1. Modular GenAI-enabled educational environment 
The GenAI4ED platform is designed as a modular, GenAI-enabled educational environment 
that supports flexible learning, guidance, and evaluation across diverse educational contexts. 
The platform adopts a modular architecture to enable the independent development, 
deployment, and evolution of its functional components, while maintaining coherent user 
experiences and consistent governance. 
 
At its core, the environment integrates GenAI capabilities to support real-time dialogue, 
personalised recommendations, access to curated educational resources, and continuous 
feedback collection. These capabilities are exposed through interoperable services that interact 
via well-defined interfaces, allowing each module to operate autonomously while contributing 
to a unified educational ecosystem. 
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The modular design enables the platform to accommodate different user roles—students, 
educators, parents or guardians, and administrators—each interacting with the system through 
role-aware interfaces and tailored functionality. GenAI services adapt their behaviour 
according to user role, context, and learning objectives, supporting age-appropriate interaction, 
pedagogical relevance, and institutional requirements. 
 
Interoperability between modules is achieved through standardised APIs and shared data 
models, ensuring that components such as the real-time dialogue interface, recommendation 
engine, training and resource hub, analytics dashboard, and public feedback system can 
exchange information seamlessly. This approach supports the reuse of services across multiple 
user journeys and facilitates integration with external educational systems and GenAI tools. 
 
The environment is designed to support both real-time and asynchronous interactions. 
Conversational GenAI services provide immediate guidance and support, while background 
processes handle analytics, evaluation, and content management without impacting user 
experience. This separation ensures responsiveness, scalability, and robustness under varying 
usage conditions. 
 
Finally, the modular GenAI-enabled environment is developed in alignment with security-by-
design, privacy-by-design, and ethics-by-design principles. Data protection, transparency, and 
user trust are embedded at platform level, ensuring that GenAI functionalities are deployed 
responsibly and in compliance with applicable regulatory and ethical frameworks. 
 

2.1.2. Role of LLMs across interaction, recommendation compliance 
Within the GenAI4ED ecosystem, Large Language Models (LLMs) serve as the central 
intelligence layer supporting user interaction, platform navigation, and personalised 
recommendations. A unified chatbot widget will be available across the entire platform, 
operating through a custom sequential pipeline in the backend. The LLM will be able to 
respond to user queries using its internal knowledge base and by retrieving information from 
platform resources, including uploaded documents in the Training Hub and other structured 
content. Beyond standard conversational capabilities, the chatbot will assist users by 
recommending appropriate GenAI tools, guiding them through platform functionality, and 
offering navigation support. It will also be designed to leverage previous conversations and 
limited user-provided information (user profile) to improve relevance and coherence. Overall, 
the LLM-powered chatbot serves as an integrated support component that enhances usability 
and engagement across the platform. 
 
2.2. Architecture Perspective: Platform Components  

2.2.1. UI/UX Layer 

The UI/UX layer serves as the primary point of interaction between users and the GenAI4ED 
platform. It is responsible for presenting data provided by backend services in a clear, 
accessible, and user-friendly manner, while capturing user input and user preferences across 
all supported roles. 

The frontend is implemented as a modern web application, following a component-based 
architecture that enables modularity, reusability, and maintainability. It consumes backend 
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functionality exclusively through RESTful APIs and does not embed business logic or data 
processing responsibilities. 

The UI adapts dynamically based on user roles, ensuring that users are presented only with 
functionality and information relevant to their permissions. 

Accessibility and usability are treated as first-class concerns. The frontend follows 
accessibility-by-design principles aligned with WCAG 2.1 AA guidelines, supporting keyboard 
navigation, screen readers, semantic markup, and sufficient colour contrast. These 
considerations ensure inclusive access for all users and support regulatory compliance. 

Responsive design principles are applied to ensure that the platform remains usable and 
accessible across a wide range of devices, including desktops, laptops, and mobile devices, 
supporting diverse usage contexts and learning environments. 

2.2.2. Backen and Service Layer 

The Backend Layer acts as the central orchestration hub for all the modules and processes of 
the platform. It is designed to support a modular GenAI-enabled educational environment, 
employing a service-based architecture to facilitate secure data flow, chatbot integration, and 
recommendation logic. 

The backend is implemented using Django and the Django REST Framework (DRF), utilizing 
Docker for containerization to ensure consistent deployment. The service layer is responsible 
for the following core functions: 
 

• Orchestration: The backend manages the data flow between the UI/UX layer and the 
Data/Model layers. It organizes the project into distinct Django apps including 
authentication, tools catalogue, training resource hub, evaluation, analytics and the 
chatbot service. It ensures all modules work seamlessly together. 

• Service Integration: The backend integrates key services to ensure consistent delivery. 
This includes the Real-Time dialogue interface, and the Evaluation and 
Recommendation Engine, along with the Chatbot Service. 

• Interoperability: The platform adheres and enforces strict API standards using the 
REST architecture. It utilizes API Gateway technologies to integrate the external GenAI 
tools and supports RAG systems for educational content. 

• Security Enforcement: The backend utilizes modern authentication and authorization 
techniques, with a Single Sign On implementation, to ensure consistent user access to 
all services and modules. In addition, OAuth 2.0 and JWT is also implemented to secure 
all data flows and to ensure alignment with GDPR requirements. 

 
2.2.3. Data and Model Layer 

The Data and Model Layer constitutes the foundational storage and data management layer of 
the GenAI4ED platform. It serves as the central organisational unit for the persistence, 
structuring, and retrieval of platform data, supporting both operational functionality and 
analytical processes. Efficient and reliable data storage and retrieval within this layer are 
essential to ensuring platform performance, a consistent user experience, and robust data 
security. 
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Data persistence within this layer is implemented through a set of interconnected databases, 
designed to support the platform’s modular architecture and diverse functional requirements. 
The platform relies on a relational database approach to maintain data integrity, enforce 
relationships between core entities, and support structured querying across services. 
 
At the core of this layer, the platform uses PostgreSQL as the primary database management 
system. PostgreSQL is deployed within the Docker-based infrastructure and forms part of the 
internal platform network, enabling secure and reliable access by backend services. All 
interactions with the database are mediated through backend APIs, which are responsible for 
data validation, retrieval, and persistence, ensuring a clear separation between business logic 
and data storage. 
 
The Data and Model Layer is structured around a set of well-defined data models and schemas, 
each aligned with specific functional domains of the platform: 

• The User model is implemented as a custom user schema that supports all required 
attributes for different user roles, including students, educators, and parents or 
guardians. This model enables role-based access control, profile management, and 
personalised interactions across the platform. 

• The Tool Catalogue model stores comprehensive metadata related to GenAI tools, 
including descriptive attributes, categorisation tags (such as subject area, task type, and 
age band), and evaluation metrics derived from user feedback and usage patterns. This 
model supports tool discovery, evaluation, and recommendation processes. 

• The Educational Resources model, managed through the Training and Resource Hub, 
handles structured educational content such as tutorials, documents, and video 
materials. These resources are linked to user progress records, enabling the platform to 
track completion, engagement, and learning pathways. 

• The Analytics model captures usage analytics and performance metrics, storing 
engagement data generated across platform interactions. These datasets support 
monitoring, reporting, and personalisation workflows, and are utilised by the 
recommendation engine to refine and adapt recommendations over time. 

 
2.2.4. Workflow Automation Layer 

This layer handles asynchronous processing, data pipelines and operations to ensure platform 
responsiveness and maintainability.  
 

• Asynchronous task processing: Heavy computational tasks, such as generating 
analytics reports, processing bulk imports, integrating tools or sending notifications are 
offloaded to asynchronous task processing units like celery. 

• Data Pipelines: The modular architecture and deployment requires data pipelines to 
ensure consistent and secure data flow from the modules to the backend orchestration 
system. 

• CI/CD Pipelines: development workflows are automated using GitLab CI/CD. This 
includes automated testing, code quality checks, and deployment routines to ensure 
rapid and reliable updates. 

 
2.2.5. Security and Privacy Layer 

The Security and Privacy layer embeds compliance and protection mechanisms directly into 
the architecture, ensuring adherence to GDPR and providing a safe environment for students. 
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• Authentication & Access Control:  
o The main authentication and authorization system is Keycloak SSO, with the 

parallel use of OAuth 2.0 and JWT to ensure that the platform has completely secure 
communications and sessions. 

o The authentication takes place with a role based access control mechanism to ensure 
that students, educators, parents and administrators have access to appropriate 
endpoints and data. 

• Data Protection and GDPR:  
o Encryption: Sensitive data like passwords, and personal data are encrypted during 

the storage process. 
o Consent Management: Dedicated models manage user consent and privacy policies 

during the onboarding process 

2.3. GenAI4ED Modules as Integrated Functional Components  

2.3.1. Real-time dialogue interface 
The Real-Time Dialogue Interface is the primary point of interaction between users and the 
GenAI4ED platform’s conversational AI services. It provides an always-available chatbot 
widget embedded across all major modules, enabling smooth and context-aware 
communication throughout the user journey. The interface supports natural language 
interaction in real time, allowing users to ask questions, request guidance, or navigate the 
platform more efficiently. It acts as an orchestration layer that connects the frontend with 
backend services, ensuring that responses are generated in a coherent, safe, and personalized 
manner. 
 
Key functional characteristics include: 
• Document-Aware Responses: It can draw on educational resources stored within the 

platform, such as training hub material to provide grounded, domain-appropriate 
answers. 

• Tool and Resource Recommendations: When appropriate, the interface can initiate 
recommendation workflows, helping users identify suitable GenAI tools based on their 
expressed needs. 

• Adaptive Navigation Support: Users may request help navigating the platform, and the 
interface provides step-by-step guidance or directs them to the appropriate module. 

• Safety-Aligned Interaction: The dialogue interface integrates with the platform’s 
moderation and safety mechanisms, ensuring compliant and age-appropriate 
communication. 

 
2.3.2. Public feedback and rating system 

The Public Feedback and Rating System provides a structured mechanism for users to share 
their experiences, evaluate GenAI tools, and contribute suggestions for improvement across 
the platform. Integrated throughout the GenAI4ED environment, it enables students, teachers, 
and parents/guardians to submit feedback on tools, learning activities, and platform 
functionalities in a transparent and user-friendly manner. 
This component includes: 
• Tool-Level Ratings: Users can score tools based on usefulness, clarity, relevance, and 

overall experience, supporting the identification of high-performing and 
underperforming functionalities. 
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• Qualitative Feedback and Comments: In addition to numeric ratings, users can provide 

short textual feedback to highlight strengths, limitations, or contextual issues 
encountered during use. 

 
• Context-Aware Feedback Collection: Feedback prompts are presented at appropriate 

interaction points (e.g. after tool usage, chatbot responses, or training resource 
completion) to ensure relevance and meaningful input. 

 
• Anonymised User Attribution: Feedback is associated with anonymised user identifiers 

and roles, enabling role-specific analysis while preserving privacy and GDPR 
compliance. 

 
• Moderation and Quality Control: Basic moderation mechanisms support the 

identification and handling of inappropriate, duplicate, or low-quality submissions to 
ensure reliability of collected feedback. 

 
• Continuous Improvement Loop: Collected feedback is aggregated and made available 

to project partners and platform administrators through analytics and reporting tools, 
informing iterative refinement of tools, recommendations, and platform functionalities. 

 
• Integration with Evaluation and Analytics: Aggregated feedback data feeds into the 

evaluation and recommendation engine and the analytics dashboard, supporting 
evidence-based decision-making, trend analysis, and impact assessment. 

 
2.3.3. Data analytics dashboard  

The Data Analytics Dashboard provides users with a consolidated and intuitive overview of 
platform-related insights through visual summaries and structured content blocks. The 
interface presents aggregated indicators, trends, and highlighted resources supplied by backend 
analytics services, supporting quick comprehension and informed navigation. 
 
The dashboard organises information into clearly delineated sections, such as recently accessed 
tools, recommended or new resources, and high-level visual summaries, allowing users to 
orient themselves within the platform at a glance. Content visibility and presentation adapt 
dynamically based on user roles, ensuring relevance and appropriate access. 
 
The frontend focuses on clarity, responsiveness, and accessibility of analytics-related 
information, while all data aggregation, computation, and personalisation logic remain the 
responsibility of backend services. 
 

2.3.4. Evaluation and Recommendation Engine  
The Evaluation and Recommendation Engine serves as a core intelligence component within 
the GenAI4ED platform, supporting personalised guidance for students, teachers, and parents. 
It operates by analysing user inputs, interaction history, contextual metadata, and predefined 
pedagogical rules to suggest the most relevant GenAI tools, resources, and learning pathways. 
The evaluation will rely on the evaluation framework defined through the project through a co-
design approach, as described in Deliverable D2.3: The GenAI4ED evaluation framework. 
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Key functionalities include: 
• Context-Aware Recommendations: The engine processes structured information 

extracted from chatbot interactions (via a shared JSON schema) to understand user 
needs, goals, and constraints, ensuring recommendations remain aligned with the 
educational context. 

• Integration with User Profiles: Where permitted, the engine incorporates user 
preferences, past tool usage, and conversation history to provide more relevant and 
personalised suggestions. 

• Dynamic Clarification Queries: When necessary, the engine can prompt the chatbot to 
request additional information from the user, ensuring recommendations are accurate 
and well-scoped. 

• Pedagogically Grounded Decision Logic: Recommendations are generated based on 
validated educational criteria, such as task type, age suitability, cognitive load, and 
curriculum alignment. 

Properties that reflect the ability of the user to operate said tool (compatibility, operating 
system, accessibility parameters) will have strict priority over all other criteria. 

 
2.3.5. Training resource hub  

The Training Resource Hub serves as a centralised access point for structured learning 
materials, including interactive modules, guides, videos, and downloadable resources provided 
by backend services. The UI enables users to discover and navigate content through search, 
filtering mechanisms, and clearly defined content categories. 
Training resources are presented using consistent visual cards and sections that communicate 
key information such as module scope, estimated duration, and progression status, supporting 
user orientation and learning flow. User interactions, such as resource selection and navigation 
between learning formats, are handled at the UI level, while content management and progress 
tracking are managed by backend systems. 
The frontend ensures that the Training Resource Hub remains accessible, responsive, and 
usable across devices, supporting diverse learning contexts and user needs. 
 

3. Technical, Operational and Interoperability 
Requirements  

3.1. Functional Requirements 

3.1.1. Platform-level requirements 
The GenAI4ED platform is conceived as a unified, modular, and secure digital infrastructure 
that supports the delivery of GenAI-enabled educational services across diverse user roles and 
interaction contexts. At platform level, the architecture establishes a common foundation that 
ensures consistent behaviour, interoperability, and compliance across all functional modules. 
 
The platform supports multiple user roles, including students, educators, parents or guardians, 
and administrators, through centrally managed authentication and authorisation mechanisms. 
Role-based access control is enforced consistently across all services and interfaces, ensuring 
that users interact only with functionalities and data appropriate to their role. 
 
Interoperability is a core platform requirement. All platform capabilities are exposed through 
well-defined RESTful APIs using standardised data formats, enabling reliable communication 
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between internal components and providing a clear integration layer for future external 
systems. This approach allows individual services to evolve independently while maintaining 
coherent platform operation. 
 
The platform supports both real-time and asynchronous interaction patterns. Real-time 
capabilities enable conversational GenAI interactions and responsive user experiences, while 
asynchronous processing underpins analytics, feedback aggregation, and background 
operations. This separation ensures that computationally intensive tasks do not compromise the 
responsiveness of user-facing components. 
 
Scalability and extensibility are fundamental design requirements. The platform is designed to 
scale horizontally, supporting increased user loads and expanded functionality without 
architectural restructuring. Modular service design and container-based deployment enable 
independent updates, controlled rollout of new features, and long-term maintainability. 
 
Operational reliability is addressed through fault-tolerant design principles. The platform 
incorporates mechanisms for service isolation and graceful degradation, allowing core 
functionalities to remain available even when individual components or external dependencies 
experience disruptions. 
 
Security and privacy are embedded as cross-cutting platform requirements. The platform 
implements secure authentication, encrypted data transmission and storage, audit logging, and 
protection against unauthorised access or misuse. Privacy-by-design principles guide data 
handling across the platform, ensuring that personal data is processed lawfully, transparently, 
and proportionately. 
 
Compliance with GDPR and relevant data protection regulations is ensured through platform-
level mechanisms for consent management, data minimisation, anonymisation or 
pseudonymisation for analytics, and enforcement of retention and deletion policies. These 
controls apply consistently across all modules, supporting regulatory compliance and user trust. 
 
Finally, the platform is designed to remain provider-agnostic with respect to GenAI 
technologies. Standardised integration interfaces enable the use of multiple external or locally 
deployed GenAI models and support future substitution or extension without disrupting 
platform functionality. This flexibility supports long-term sustainability, regulatory 
adaptability, and cost-effective operation. 
 

3.1.2. Module-specific requirements 
Real-Time Dialogue Interface requirements (Chatbot) 
Message Handling & Conversation Management 

• Ability to send, receive, and display user messages in real time. 
• Maintain conversation history per user/session. 
• Support role-based prompts depending on user type (student/teacher/parent). 

o Intent Classification & Routing 
• Automatically detect whether a user request is informational, or recommendation-

related. 
• Route classified requests to the appropriate backend component (RAG, 

recommendation engine, etc.). 
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o Context Retrieval using Retrieval Augmented Generation (RAG) 
• Retrieve relevant documents, guidelines, or resources from the platform’s vector 

database. 
• Integrate contextual snippets into LLM response generation. 

o Generation of AI Responses 
• Produce safe, accurate, and context-aware responses. 
• Stream responses to the UI to improve user experience. 

o Personalisation Capabilities 
• Use available profile data, previous interactions, and learning preferences to tailor 

responses. 
 

Community Space requirements 
The Community Space allows users to interact and communicate through a user-friendly 
multilingual environment. 
Role-Based Access Management 

• Support restricted channels, private groups, and moderated discussion spaces 
depending on user type. 

• Integration with Platform Identity System 
• Enable SSO and consistent user access across the GenAI4ED platform. 
• Safety & Moderation Tools 
• Provide mechanisms for reporting, moderation workflows, and channel-level 

permissions. 
• Content Organisation 
• Maintain a clear channel structure aligned with platform modules (teaching resources, 

tool discussions, support, etc.). 
 

Recommendation Engine requirements 
Schema-Based Data Exchange 

• Support a predefined shared JSON schema for transmitting user needs, task 
descriptions, and relevant metadata. 

• Clarification Loop 
• Detect missing information and trigger clarifying questions through the chatbot 

interface when necessary. 
• Recommendation Retrieval 
• Query the recommendation engine API and receive suggested tools, resources, or 

pathways. 
• Deliver structured recommendation results back to the chatbot for contextualisation. 
• Compliance Filtering 
• Ensure that recommendations respect age restrictions, licensing rules, and institutional 

constraints before being presented. 
 
Public Feedback and Rating system 
Feedback Capture 

• Allow users to evaluate AI responses, tools, and recommendations. 
• Aggregation & Analysis 
• Store and aggregate feedback for later analysis by educators, administrators, and system 

developers. 



 

 

18 

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not 
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). 
Neither the European Union nor EACEA can be held responsible for them. 
 

 
Data Analytics Dashboard requirements 
Metrics Visualisation 

• Present aggregated usage, engagement, feedback, and performance metrics in an 
intuitive dashboard interface. 

• Support visualisations such as charts, summaries, and indicators based on backend-
provided data. 

Backend-Driven Analytics 
• Rely exclusively on backend services for metric calculation and aggregation. 
• Consume only validated, pre-processed datasets through secure APIs. 

 
Filtering and Exploration 

• Support filtering, sorting, and navigation across time periods, user roles, tools, and 
resources. 

• Enable efficient exploration of analytics results without impacting system performance. 
 
Role-Based Access 

• Restrict visibility of analytics views and datasets based on user role (e.g. educator, 
administrator). 

• Ensure compliance with data minimisation and privacy requirements. 
 
Training and Resource Hub requirements 
Content Access and Organisation 

• Provide public access to educational resources without requiring user authentication. 
• Organise content into clear categories and modules to support discoverability and reuse. 

 
Metadata and Search 

• Associate each resource with structured metadata (topic, target audience, language, 
educational level, licence). 

• Support search and filtering based on metadata attributes. 
 
Redirect-Based Integration 

• Enable seamless redirection to external resources or embedded environments where 
applicable. 

• Clearly inform users when transitioning to third-party platforms. 
 
Ethical and Legal Considerations 

• Ensure transparency regarding content provenance, licensing, and intended educational 
use. 

• Limit tracking to aggregated, non-identifying usage metrics. 
 
3.2. Technical Requirements 

The platform requires scalable computational resources to handle users, processes like data 
analytics, AI model operations and the large number of concurrent API communications 
between modules. 
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• CPU resources: Multi-core processors (minimum 8 cores) for handling Django 
application servers, database operations, and general backend processing. Horizontal 
scaling capability to accommodate increasing user loads. 

• Memory: Minimum 16GB RAM per application instance, with scalability to 32GB+ 
for production environments handling multiple concurrent sessions and data processing 
tasks. 

 
Compute (CPU/GPU) 
The GenAI4ED platform must support both pilot-scale operation and during-/post-project 
public usage, ensuring reliability, scalability, and acceptable performance under varying 
workloads. The following technical requirements are derived from expected pilot usage and 
the architectural design of the platform modules, with particular focus on the real-time dialogue 
interface.  
 
Expected Usage and Load 

• Pilot phase: Approximately 600–700 registered users over a period of three months. 
• Concurrency assumption: User activity is not expected to be fully concurrent; a 

conservative estimate assumes 5–10% peak concurrency, corresponding to 40–75 
concurrent users. 

• Post-launch phase: The platform should be scalable to accommodate a growing number 
of users with unpredictable access patterns. 
 

The GenAI4ED platform backend is designed to operate efficiently under moderate concurrent 
load during the pilot phase and to scale for post-project usage. 
 
CPU: 

• 4–8 vCPUs are sufficient for pilot-scale deployment. 
• CPU resources support API orchestration, authentication, request routing, conversation 

management, vector retrieval, and communication with external AI services. 
 
GPU: 

• Not required for pilot or production deployment when LLM inference and embeddings 
are provided via external APIs (e.g., OpenAI). 

• GPU resources were used during prototyping for local inference (via Ollama) but are 
not mandatory in the reference architecture. 

• Optional GPU support may be considered for future hybrid or on-premises 
deployments. 
 

Storage 
The platform requires persistent and scalable storage to support conversational data, user 
interactions, feedback, and training resources. 
Structured storage: 
Relational or lightweight databases (e.g., SQLite during prototyping, scalable Relational 
Database in production) for chat histories, user metadata, feedback and ratings. 
 
Vector storage: 
A vector database (e.g., ChromaDB) for storing embeddings of Training Hub documents, 
Platform metadata, Contextual knowledge for RAG-based chatbot responses. 



 

 

20 

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not 
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). 
Neither the European Union nor EACEA can be held responsible for them. 
 

 
Estimated capacity: 

• Storage requirements scale linearly with the number of users and uploaded resources. 
• Pilot-scale storage needs are modest and can be accommodated by standard cloud 

volumes. 
 
Primary Database Storage: 
PostgreSQL database requiring minimum 100GB storage, expandable based on user growth 
and data retention policies. SSD-based storage recommended for optimal query performance. 
 
File Storage:  
Dedicated storage for educational resources, user uploads, and media content. Minimum 
500GB with expansion capability. Implementation through cloud object storage (e.g., AWS S3, 
Azure Blob Storage) or network-attached storage. 
 
Backup Storage:  
Automated backup system requiring storage equivalent to 150% of primary database size, with 
retention policies aligned with GDPR requirements. 
 
Cache Layer:  
Redis or similar in-memory data store with 4-8GB allocation for session management, API 
response caching, and real-time data operations. 
 
Networking and bandwidth 
Reliable and low-latency networking is required to support real-time interaction and integration 
with external services. 
Outbound connectivity is required for communication with: 

• External LLM and embedding APIs 
Bandwidth considerations: 

• Chatbot interactions are primarily text-based and have low bandwidth requirements, 
especially when compressed (e.g. in HTTP messages). 

• RAG operations involve local vector retrieval, minimising external data transfer. 
• Streaming responses from LLM APIs require stable but moderate bandwidth. 

Latency sensitivity: 
• Low-latency connections improve perceived responsiveness of the chatbot and 

recommendation workflows. 
• No hard real-time constraints are imposed. 

 
Internal Network:  
High-speed internal networking between Docker containers and services. Minimum 1Gbps for 
inter-service communication. 
External Bandwidth:  
Minimum 100Mbps symmetric connection for production deployment. Bandwidth scaling 
based on concurrent user estimates (approximately 1-2Mbps per 100 concurrent users). 
 
CDN Integration:  
Content Delivery Network implementation for static assets, educational resources, and media 
content to reduce latency and bandwidth consumption on origin servers. 
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API Rate Limiting:  
Network-level traffic management to prevent abuse and ensure fair resource allocation across 
users. 
 

3.2.1. Model serving (LLM/local/hybrid) 
The GenAI4ED platform follows a flexible model-serving strategy to balance performance, 
cost, and compliance. 
 
External model serving (primary approach): 

• LLM inference and embedding generation are performed via trusted external providers. 
• This reduces infrastructure complexity and allows rapid scaling. 
•  

 
Local model serving (prototype / optional): 

• Local inference (e.g., via Ollama) has been validated during development. 
• Enables testing, experimentation, and potential offline or privacy-preserving 

deployments. 
 
Hybrid deployment readiness: 

• The chatbot pipeline is modular and provider-agnostic. 
• Supports switching between external APIs and local models without architectural 

changes. 
• Allows future compliance-driven or cost-optimised deployment strategies. 

 
3.3. Operational Requirements 

3.3.1. Deployment environment 
The GenAI4ED platform backend is designed to operate within a lightweight, container-based 
deployment environment. A single virtual machine or container host is sufficient for pilot-scale 
deployment. 
 
The deployment environment hosts the following services: 

• A FastAPI-based chatbot service handling user interactions and orchestration of the 
chatbot pipeline. 

• A relational database (SQLite during prototyping; PostgreSQL or equivalent 
recommended for production). 

• A vector database (ChromaDB) using a persistent local volume for embedding storage. 
• Optional local embedding service (e.g., via Ollama) for experimentation or hybrid 

deployments. 
• Containerization: Docker-based deployment architecture ensuring consistency across 

development, staging, and production environments. 
• Orchestration: Docker Compose for development and testing environments. 

Kubernetes or Docker Swarm recommended for production deployment to enable 
automated scaling and service management. 

• Environment Configuration: Separate configuration profiles for development, staging, 
and production environments with environment-specific variables for database 
connections, API keys, and service endpoints. 
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External LLM APIs (e.g., OpenAI) are used for large language model inference, reducing local 
compute requirements. 

 
3.3.2. CI/CD pipelines 

Continuous Integration and Continuous Deployment (CI/CD) pipelines are essential for 
ensuring reliability, traceability, and rapid iteration. 
 
Recommended tooling: 

• GitHub Actions (or equivalent CI/CD platform). 
 
Core pipeline stages include: 

• Code linting and automated testing. 
• Container image build and versioning. 
• Unit (e.g. module, function) testing. 
• Automated deployment to the target environment. 

Additional automated checks include contract (integration) tests for API compatibility 
between: 

• Frontend and chatbot services. 
• Chatbot and recommendation engine (JSON schema validation). 

 
Version Control:  

• GitLab-based repository management with protected branches for production code. 
 
Automated Testing:  

• Integration of unit tests, integration tests, and end-to-end tests in the CI pipeline. 
Minimum 80% code coverage requirement for backend services. 

 
Build Automation:  

• Automated Docker image building and tagging for each commit to main branches. 
 
Deployment Automation:  

• Automated deployment to staging environments upon successful test completion 
• Manual approval gate for production deployments. 

 
3.3.3. Logging and monitoring 

Operational monitoring is required to ensure performance, reliability, and cost control. 
 
Application-level logging: 

• Request latency per chatbot pipeline stage (classification, schema filling, retrieval, final 
response). 

• Error tracking for external API calls, including retry counts and rate-limit events. 
• Conversation throughput (requests per minute). 
• Centralized logging system collecting logs from all Django applications and services. 
• Structured logging format (JSON) for efficient parsing and analysis. 

 
Data and retrieval monitoring: 
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• Vector database query latency. 
• Retrieval success rates. 

 
Cost and usage monitoring: 

• Tracking usage of external LLM APIs via provider usage endpoints. 
 
Monitoring tools: 

• Metrics can be exposed to external monitoring systems (e.g., Grafana) for visualization 
and alerting. 

 
Performance Monitoring:  

• Application Performance Monitoring (APM) tools tracking response times, database 
query performance, and resource utilization. 

 
Health Endpoints:  

• Specialized endpoints for docker containers health check 
These logging and monitoring systems will be centralized in an admin page. 
 

3.3.4. Maintenance and update cycles 
The platform supports ongoing maintenance and evolution throughout and beyond the project 
lifecycle. 
 
Model lifecycle management: 

• Ability to switch or upgrade model providers based on performance, cost, or regulatory 
considerations. 

• Regular evaluation of model outputs for quality and compliance. 
 
System updates: 

• Updates to chatbot pipelines, system prompts, and orchestration logic. 
• Schema updates for APIs and inter-service communication. 
• Feature extensions driven by pilot feedback. 

 
Knowledge base maintenance: 

• Embedding refresh procedures triggered by changes in the Training Resource Hub. 
• Support for incremental updates when new documents or resources are added. 

 
Regular Updates:  

• Regular maintenance windows for applying security patches, dependency updates, and 
minor feature releases. 

 
Database Maintenance:  

• Regular automated database optimization including index rebuilding, statistics updates, 
and cleanup operations. 

 
Backup Verification:  

• Regular restoration tests to verify backup integrity and recovery procedures. 
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This operational approach ensures the GenAI4ED platform remains adaptable, compliant, and 
sustainable over time. 

3.4. Interoperability Requirements 

3.4.1. API standards (REST/JSON, xAPI, metadata schemas)  
The GenAI4ED platform adopts widely used, interoperable API standards to ensure seamless 
communication across platform components and compatibility with external systems. 
 
All services follow RESTful architecture principles, using resource-based URLs and standard 
HTTP methods (GET, POST, PUT, DELETE, PATCH), together with appropriate HTTP 
status codes. JSON is used as the primary data exchange format for all API requests and 
responses, supported by strict schema validation to ensure data consistency and robustness. 
To support platform evolution and long-term maintainability, API versioning is applied 
through versioned endpoints (e.g., /api/v1/), ensuring backward compatibility as new 
functionalities are introduced. 
 
Standardised JSON schemas are defined for core data exchanges, including: 

• User profiles and onboarding data 
• Communication between the chatbot, recommendation engine, and feedback 

components 
 
Where relevant, metadata structures are aligned with established educational metadata 
practices (e.g., topic, target audience, educational level, language), enabling consistent content 
description and improved interoperability. 
The architecture is also designed to be compatible with Experience API (xAPI) standards, 
enabling future integration with learning analytics tools and external Learning Record Stores 
(LRS) for activity tracking and learning experience monitoring, if required. 
 

3.4.2. Internal interoperability between modules 
Internal interoperability is a core design principle of the GenAI4ED platform, ensuring 
coherent operation across functional components while allowing each module to evolve 
independently. 
 
All platform modules communicate through well-defined, service-based REST APIs, with 
documented endpoints, data contracts, and consistent use of JSON schemas. This enables 
reliable and transparent interaction between core components, including the Real-time 
Dialogue Interface (chatbot), Recommendation Engine, Feedback System, Training Resource 
Hub, and Analytics Dashboard. 
 
The platform supports an event-driven architecture for asynchronous communication where 
appropriate, enabling non-blocking operations and loosely coupled integration between 
services (e.g., triggering analytics updates or feedback processing without interrupting user 
interactions). 
 
To ensure data consistency, the platform adopts shared data models and schemas for core 
entities (e.g., User, Tool, Resource), while maintaining modular boundaries that allow 
individual services to be extended or replaced with minimal impact on the overall system. 
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The chatbot acts as a lightweight orchestration layer, coordinating interactions with: 
• The Training Resource Hub for contextual content retrieval 
• The Recommendation Engine for personalised learning suggestions 

 
Internal service communication is managed via a centralised API Gateway, which handles 
routing, authentication, access control, and rate limiting, contributing to platform security, 
scalability, and maintainability. 
 

3.4.3. External interoperability (training hub/community space redirect, LMS 
integration potential) 

 
The GenAI4ED platform is designed to interoperate seamlessly with external systems, 
educational environments, and third-party tools, supporting flexible deployment within 
existing digital learning ecosystems. 
 
Training Hub and Community Space integration: 
The platform supports redirect-based and embedded integration with external training 
platforms and community spaces through standardised deep-linking mechanisms. Where 
applicable, single sign-on (SSO) is supported to streamline user access. Navigation and 
redirection mechanisms are designed to preserve user context and session continuity, ensuring 
a coherent learning experience across environments. 
Learning Management System (LMS) integration potential: 
The architecture supports future integration with major LMS platforms (e.g., Moodle, Canvas, 
Blackboard), leveraging established Learning Tools Interoperability (LTI) standards.  
 
Indicative use cases include: 

• Single sign-on (SSO) between systems 
• Activity and learning experience tracking 
• Embedding GenAI4ED training modules within existing educational workflows 

 
External GenAI and third-party tools: 
The platform follows a tool-agnostic integration approach, enabling the inclusion of multiple 
external GenAI and third-party tools via standardised API connectors. Authentication and 
authorisation mechanisms (e.g., OAuth 2.0) are used where required, while respecting each 
tool’s specific APIs, usage policies, and licensing constraints. 
 
Data export and portability: 
To support data portability, transparency, and GDPR compliance, the platform provides 
standardised data export capabilities in commonly used formats (e.g., CSV, JSON, XML), 
enabling authorised stakeholders to extract user-related and activity data for analysis or transfer 
to external systems. 

 
3.5. Security, Privacy, and Compliance Requirements 

3.5.1. Threat model baseline 
The security design of the GenAI4ED platform is grounded in a structured threat-model 
baseline that identifies and mitigates the most relevant risks associated with web-based, API-
driven, and data-intensive educational platforms. The threat model focuses on protecting user 



 

 

26 

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not 
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). 
Neither the European Union nor EACEA can be held responsible for them. 
 

data, safeguarding platform services, and ensuring reliable system operation under both normal 
and adverse conditions. 
 
A primary threat category addressed is unauthorised access. The platform is designed to 
prevent unauthorised entry to user accounts, administrative interfaces, and sensitive system 
components through a combination of layered authentication and authorisation mechanisms. 
Access privileges are defined according to user roles, ensuring that users and administrators 
can only access functionalities and data necessary for their responsibilities. 
 
The platform also addresses risks related to data breaches and data exfiltration. Protective 
measures are implemented to safeguard personal and operational data throughout its lifecycle, 
including encryption of data in transit and at rest, strict access control policies, and secure 
network configurations. These measures reduce the likelihood of unauthorised data disclosure 
and limit the potential impact of security incidents. 
 
Injection-based attacks, such as SQL injection and cross-site scripting (XSS), are mitigated 
through systematic input validation, sanitisation of user-supplied data, and the use of 
parameterised queries and secure coding practices. These controls aim to prevent malicious 
code execution and preserve the integrity of platform databases and services. 
 
Finally, the threat model considers risks related to API abuse and service disruption, including 
denial-of-service attacks and resource exhaustion. The platform incorporates request 
validation, rate limiting, and monitoring mechanisms to detect and mitigate abnormal usage 
patterns, ensuring service availability and protecting shared computational resources. 
 

3.5.2. Authentication and authorisation 
The GenAI4ED platform implements a coherent security and privacy framework that spans 
both backend infrastructure and frontend user interfaces, ensuring consistent enforcement of 
access control, data protection, and GDPR-aligned user rights throughout the system. 
 
From a backend perspective, authentication is centrally managed through Keycloak Single 
Sign-On (SSO), providing unified identity management across all platform modules. Secure 
authorisation and access delegation are supported via the OAuth 2.0 framework, enabling 
token-based authentication for internal services and third-party integrations without exposing 
user credentials. User sessions and service-to-service communication rely on JSON Web 
Tokens (JWTs), allowing stateless authentication with configurable expiration times and 
refresh mechanisms that balance security with usability. 
 
Access to platform functionalities is governed by Role-Based Access Control (RBAC), 
defining granular permissions for distinct user roles such as Students, Educators, Parents, and 
Administrators. This ensures that users can only access data and actions appropriate to their 
role, in line with the principle of least privilege. For high-risk scenarios, the platform supports 
multi-factor authentication (MFA) for administrative accounts and sensitive operations, 
providing an additional layer of protection against credential compromise. 
 
From a frontend perspective, these security and privacy requirements are reflected through 
role-aware navigation and conditional rendering of interface elements. The user interface 
dynamically adapts based on authenticated roles and permissions received from the backend, 
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preventing unauthorised access not only at the API level but also at the presentation layer. 
Authentication states are securely managed using tokens issued by the backend authentication 
infrastructure, without exposing sensitive credentials on the client side. 
 
The frontend is designed to ensure minimal data exposure, displaying only the information 
necessary for each user interaction and avoiding persistent storage of sensitive personal data 
within the client environment. Where temporary client-side state is required to support usability 
(e.g., active sessions or short-lived interaction context), data is intended to be stored using 
ephemeral mechanisms (such as session-based storage) and cleared automatically after short 
periods of inactivity. 
 
User consent, privacy notices, and transparency mechanisms are integrated into onboarding 
and account management interfaces, enabling users to review, grant, or withdraw consent in 
accordance with GDPR requirements. These interfaces support informed user decision-making 
regarding data processing activities and provide visibility into how personal data is handled 
within the platform. 
 
Cookie usage and consent management are foreseen as part of the platform’s GDPR 
compliance strategy and will be implemented in alignment with applicable regulatory 
requirements. The design approach aims to ensure that any client-side data storage is 
proportionate, purpose-limited, and easily revocable by the user. 
Together, these backend and frontend measures establish an end-to-end security and privacy 
posture, embedding data protection, access control, and user rights directly into both the 
technical architecture and the user experience of the GenAI4ED platform. 
 

3.5.3. GDPR-aligned data flows 
The GenAI4ED platform is designed in accordance with GDPR principles, embedding data 
protection and user rights management directly into its technical and organisational processes. 
In line with the principle of data minimisation, the platform limits the collection of personal 
data to what is strictly necessary for the delivery of its educational services. Each data element 
is associated with a clearly defined processing purpose, ensuring that personal data is not 
collected or processed beyond its intended and justified use. 
 
User consent is treated as a core component of lawful data processing. The platform 
incorporates explicit consent mechanisms during onboarding and within account management 
interfaces, allowing users to make informed choices regarding the collection and processing of 
their personal data. Consent options are designed to be granular, enabling users to selectively 
grant or withdraw consent for specific processing activities at any time, without negatively 
affecting access to core platform functionalities where consent is not legally required. 
 
To uphold the right of access, the platform provides automated data export functionality, 
allowing users to retrieve their personal data in a structured, commonly used, and machine-
readable format. This functionality enhances transparency and supports user awareness of how 
their data is processed within the system. 
 
The right to erasure (“right to be forgotten”) is supported through automated data deletion 
workflows. When erasure is requested and legally permissible, personal data is systematically 
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removed across all relevant platform modules, including cascading deletions where data is 
replicated or referenced, ensuring that no residual personal data remains unnecessarily stored. 
The platform also enforces data retention policies aligned with GDPR requirements and 
applicable educational data regulations. Retention periods are defined according to the purpose 
of processing and legal obligations, with automated mechanisms triggering data anonymisation 
or deletion once retention thresholds are reached. 
 
Finally, the platform’s technical architecture supports the implementation of data processing 
agreements (DPAs), clearly reflecting data controller and data processor roles. These 
arrangements ensure that personal data processing responsibilities are transparently defined 
and technically enforced across all involved parties and systems. 
 

3.5.4. LLM-based automated compliance checks 
The GenAI4ED platform incorporates LLM-based automated compliance checks as a 
supporting mechanism to enhance governance, safety, and regulatory alignment across GenAI-
enabled interactions and recommendations. These checks operate as assistive control layers 
within the backend pipelines and are designed to complement, rather than replace, deterministic 
rules, human oversight, and formal compliance procedures. 
 
LLM-based compliance checks are integrated primarily within the real-time dialogue interface, 
recommendation workflows, and content interaction pipelines. Their role is to analyse 
generated outputs, user interactions, and contextual metadata against predefined compliance 
dimensions, including age appropriateness, educational suitability, ethical safeguards, and data 
protection constraints. 
 
At runtime, LLM-generated responses and recommendation outputs are evaluated against 
structured compliance prompts and classification templates. These prompts are designed to 
identify potential risks such as inappropriate language, unsafe guidance, bias, or misalignment 
with pedagogical objectives. Where risks are detected, the system can trigger mitigation 
actions, including response re-generation with stricter constraints, content filtering, or 
escalation to moderation workflows. 
 
Automated checks also support GDPR-aligned safeguards by monitoring conversational 
outputs for the unintended inclusion of personal or sensitive data. The system is designed to 
detect patterns that may indicate privacy risks, such as the disclosure of identifiable information 
or requests that exceed the intended scope of data processing. When such cases are identified, 
responses are constrained, anonymised, or redirected to safer alternatives. 
 
In recommendation workflows, LLM-based compliance checks are applied to ensure that 
suggested tools and resources respect age restrictions, licensing conditions, accessibility 
requirements, and institutional constraints. These checks operate in conjunction with rule-
based validation implemented within the Recommendation Engine, providing an additional 
semantic layer capable of detecting contextual mismatches that static rules alone may not 
capture. 
 
The outputs of automated compliance checks are logged and made available to analytics and 
monitoring services. This supports traceability, auditability, and continuous improvement of 
compliance mechanisms over time. Aggregated insights from these checks can inform updates 
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to prompts, evaluation criteria, moderation rules, and governance policies, ensuring adaptive 
alignment with evolving regulatory and ethical expectations. 
 
Importantly, LLM-based compliance checks are explicitly designed as decision-support 
mechanisms. Final enforcement actions—such as content removal, tool exclusion, or user-level 
restrictions—remain governed by deterministic backend logic and, where appropriate, human 
review by authorised platform administrators. This hybrid approach reinforces trust, 
accountability, and transparency in the deployment of GenAI within educational contexts, 
while maintaining flexibility and scalability across the platform   
 

3.5.5. Privacy-by-design constraints on architecture 
 
The GenAI4ED platform incorporates technical and organisational measures to ensure the 
confidentiality, integrity, and protection of personal and sensitive data throughout its lifecycle. 
Sensitive data, including user credentials, personal information, and user communications, are 
protected through encryption at rest using industry-standard cryptographic mechanisms. 
Encryption ensures that stored data remains unreadable to unauthorised parties, even in the 
event of infrastructure compromise, and complements access control and authentication 
safeguards implemented at the application level. 
 
For analytics, monitoring, and research purposes, the platform applies data anonymisation and 
pseudonymisation techniques to minimise the processing of directly identifiable personal data. 
Where full anonymisation is not feasible due to functional requirements, personal identifiers 
are replaced with pseudonymous references, reducing re-identification risks while preserving 
analytical value. 
 
In addition, the platform enforces the principle of minimal data exposure across all service 
interfaces. API responses are designed to return only the data elements required for a specific 
operation or user interaction, avoiding unnecessary disclosure of personal information. This 
approach reduces attack surfaces and limits the potential impact of unauthorised access or 
misuse. 
 

4. Functional Components and Prototype Elements 
Integrated into the GenAI4ED Platform 

4.1. Real-time Dialogue Interface  

Prototype features 
A functional prototype of the real-time dialogue interface has been developed, centred on an 
AI-enhanced chatbot that supports interactive and contextual user engagement. Key features 
include: 

• Persistent conversation management, allowing users to create, revisit, and continue past 
conversations. 

• Context-aware responses supported by retrieval of relevant information from platform-
related documents (via a vector-based retrieval mechanism). 

• Intelligent request handling, distinguishing between general user queries and 
recommendation-related requests. 
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• Support for structured interaction with the Recommendation Engine through predefined 
data schemas. 

• Streaming responses to ensure a smooth, real-time conversational experience. 
• Exposure of all chatbot functionality through a dedicated backend service, designed for 

seamless integration with the GenAI4ED frontend. 
• Demonstration of the interaction flow using a prototype user interface. 

 
Integration dependencies 
The real-time dialogue interface depends on close integration with other platform components, 
including: 

• The GenAI4ED frontend, which must provide validated user and conversation data. 
• The Recommendation Engine, with agreed API contracts and data schemas for 

bidirectional communication. 
• The Training Resource Hub, which supplies content for contextual retrieval. 
• Deployment and hosting decisions affecting where services, databases, and vector 

stores are operated. 
Final integration will require schema finalization, endpoint alignment, and joint testing across 
components. 

 
Data flows 
At a high level, data flows follow this sequence: 

• Users authenticate on the platform and interact with the chatbot interface. 
• User messages trigger backend processing, updating conversation history and invoking 

the chatbot pipeline. 
• Relevant contextual information is retrieved to support response generation. 
• When applicable, structured data is exchanged with the Recommendation Engine to 

generate personalized suggestions. 
• Responses are streamed back to the user and stored for future reference. 

 

 
Figure 1 Frontend Interaction Flow for the Real-time Dialogue Interface 
This figure illustrates the frontend-level interaction flow between the user and the real-time dialogue 
interface. Users authenticate on the GenAI4ED platform and receive a unique user identifier. Upon 
accessing the chatbot widget, the frontend retrieves existing conversation summaries associated with the 
user. When a user selects a previous conversation, the corresponding conversation history is fetched 
using a conversation identifier. For new interactions, a new conversation record is created. Each user 
message is then sent to the backend chatbot service together with the user and conversation identifiers 
and relevant profile information, triggering the chatbot processing pipeline. 
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Figure 2 Backend Chatbot Pipeline and Data Processing Flow 
This figure presents the backend processing pipeline executed after a user message is submitted. The 
incoming message updates the corresponding conversation record in persistent storage. Using the 
conversation history and user profile context, an LLM-based classifier determines whether the query is 
a general information request or a recommendation-related request. For general queries, relevant 
contextual information is retrieved via a retrieval-augmented generation (RAG) mechanism using 
embedded documents stored in a vector database. This context, together with the conversation history, is 
passed to a response-generation LLM, which streams the reply to the user and stores the final response. 
For recommendation-related queries, a predefined recommendation schema is initialized or updated and 
populated using an LLM-based schema-filling component. The structured request is forwarded to the 
Recommendation Engine, which returns tool suggestions and, when needed, clarifying questions. These 
outputs are combined with retrieved context and conversation history to generate a streamed response to 
the user, which is subsequently stored for future reference. 
 

Performance expectations 
The interface is designed to provide: 

• Responsive user interaction with acceptable latency for conversational use, 
acknowledging that response times may vary depending on system load, model 
inference, and external service availability. 

• Smooth conversational experience with streamed responses. 
• Effective guidance for platform navigation, resource discovery, and tool 

recommendations. 
 
Performance optimisation will be further addressed during deployment and scaling phases. 

 
Current prototype limitations 
The current prototype represents a proof of concept and has the following limitations: 

• Backend components are currently hosted locally and will require migration to 
production-ready environments. 

• Latency optimisation and scalability have not yet been fully addressed. 
• Integration with the final frontend and the live Recommendation Engine is pending. 
• Training materials for contextual retrieval are still under finalisation. 
• Navigation guidance and recommendation explanations are not yet fully implemented. 
• Ethical safeguards (e.g., anonymisation, moderation, hallucination mitigation) require 

further implementation and validation. 
• Multilingual behaviour requires systematic testing and evaluation. 
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These limitations are expected at this stage and are planned to be addressed in subsequent 
development iterations. 

 
4.2. Public Feedback and Rating System  

Feedback capture mechanisms 
Feedback will be captured through: 

• Structured rating forms embedded in the platform, focusing on predefined evaluation 
dimensions such as effectiveness, usability, and educational relevance. 

• Context-aware feedback prompts, triggered after tool usage or interactions supported 
by the platform. 
 

Data models 
Feedback data will be represented using standardized and extensible data models, including: 

• Tool identifiers and metadata (e.g., tool category, version). 
• Anonymized user identifiers and role information (e.g., teacher, student). 
• Quantitative ratings aligned with agreed evaluation criteria. 

 
Required backend services 
The feedback and rating system relies on the following backend services to ensure secure 
capture, processing, and integration of feedback data: 

• A Feedback Management Service responsible for receiving, validating, and storing 
structured ratings and contextual feedback submissions from the platform interfaces. 

• A User Anonymisation and Identity Mapping Service to associate feedback entries with 
anonymised user identifiers and roles, ensuring privacy while preserving analytical 
value. 

• A Tool Metadata Service providing authoritative information on tool identifiers, 
versions, and categories to ensure consistent feedback attribution across modules. 

• ▫ A Feedback Aggregation and Processing Service that computes aggregated metrics 
(e.g., averages, distributions, trends) from raw feedback data for downstream analytics 
use. 

• A Secure API Layer exposing feedback and aggregated metrics to authorised platform 
components, including the analytics services, with appropriate access control and rate 
limiting. 

 
Interoperability with analytics 
The feedback and rating system is tightly coupled with the platform’s analytics components. 
In particular: 

• Aggregated feedback data will be made available to the Data Analytics Dashboard to 
support usage monitoring and impact assessment. 

• Feedback metrics will inform trend analysis, comparative tool evaluation, and 
longitudinal insights. 
 

4.3. Data Analytics Dashboard  

The platform includes a dedicated Data Analytics Dashboard designed to present insights 
generated by backend analytics services in a clear, intuitive, and accessible manner. The 
dashboard provides visibility into a defined set of metrics, including platform usage indicators, 
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user engagement statistics, feedback and rating aggregates, and longitudinal trends related to 
tool adoption and educational impact. These metrics are selected to support monitoring, 
evaluation, and evidence-based decision-making by authorised stakeholders. 
 
All analytical data displayed in the dashboard is supplied through a structured data ingestion 
pipeline. Raw events, interaction logs, and feedback inputs generated by platform modules are 
collected and processed by backend services, where validation, aggregation, and 
transformation are performed. This pipeline ensures that analytics outputs are consistent, 
traceable, and aligned with agreed data models, while maintaining separation between data 
processing and data presentation layers. 
 
Processed analytics data is stored using appropriate storage mechanisms that support efficient 
querying, aggregation, and historical analysis. Storage solutions are selected to accommodate 
both near-real-time metrics and longitudinal data, enabling trend analysis and comparative 
evaluation over time, while respecting data retention and privacy requirements. 
 
The dashboard focuses exclusively on visualisation and exploration, rendering charts, 
summaries, and key indicators based on backend-provided datasets. All metric computation 
and aggregation logic is handled server-side, ensuring a single source of truth and consistent 
analytical results across the platform. 
 
The user interface supports interactive exploration through filtering, sorting, and contextual 
navigation, allowing users to tailor analytics views according to their role and information 
needs. The dashboard is designed to be responsive and accessible across devices, ensuring 
consistent usability for all user roles and supporting an inclusive, user-centred analytics 
experience. 
 

4.4. Recommendation Schema normalisation, scoring, and ranking 

As described in Section 4.1 (see Figure 2), when the LLM-based classifier identifies a user 
query as recommendation-related, the system either initialises or updates a predefined 
Recommendation Schema. For new recommendation requests, a new schema instance is 
created; for ongoing recommendation dialogues, the existing schema is updated. The 
Recommendation Schema is subsequently forwarded to the Recommendation Engine using a 
structured JSON representation. 
 
The Recommendation Schema includes user profile parameters and a set of specification 
parameters reflecting the user’s needs as expressed through the chat interaction. Indicative 
parameters include:  

• Grade  
• Subjects (i.e. Physics, History etc.) 
• agent_types (i.e. tutor, quiz generator) 
• platforms (i.e. web, Android etc.) 
• device_profile (i.e. 1-1  device to student, 1 device per class, etc.) 
• connectivity_requirements 
• price_category 
• licensing_model (i.e. individual, classroom etc.) 
• languages_supported 
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• learning_goals 
• time_budget 
• privacy_sensitivity_level  
• instructional_approach (i.e. inquiry, drill/pracice etc.) 
• accessibility_features 

 
Where relevant, additional parameters such as age suitability and curriculum alignment are 
included to ensure pedagogically appropriate and role-aware recommendations. In addition, 
the evaluation and recommendation engine incorporates the evaluation criteria already defined 
for different user groups (e.g. students, educators, parents/guardians). These criteria influence 
the ranking and filtering of recommended tools, ensuring that recommendations reflect role-
specific priorities such as pedagogical effectiveness, classroom applicability, ease of 
supervision, or learner autonomy, as defined in the platform’s evaluation framework. 
 
Upon receipt by the Recommendation Engine, the values of the Recommendation Schema are 
normalised into a set of intrinsic representations suitable for algorithmic processing. This 
normalisation step may be supported by an LLM-based mapping mechanism that translates 
user-expressed requirements into controlled parameter values, allowing users to express needs 
naturally without requiring predefined terminology or full technical explicitness. Normalised 
inputs are subsequently validated against predefined schemas and processed by deterministic 
recommendation logic. 
 
The recommendation process applies strict constraint-based filtering as an initial step, ensuring 
compliance with technical compatibility, accessibility requirements, age restrictions, licensing 
conditions, and institutional constraints. Only tools and resources that satisfy all mandatory 
constraints are considered eligible. Eligible items are then evaluated using a rule-based scoring 
mechanism to produce a ranked list of recommendations. 
 
The highest-ranked results are subsequently contextualised through a large language model 
(LLM) to generate a user-facing recommendation message expressed in natural language. 
Where recommendation confidence is insufficient, or where available information does not 
allow reliable ranking, the system issues a follow-up request for additional clarification, 
thereby supporting an iterative recommendation process mediated through the chatbot 
interface. 
 
In parallel, a centralised tool database is maintained to store metadata and performance-related 
attributes for each tool. This database includes satisfaction parameters that are continuously 
updated based on aggregated public feedback and, where permitted, user interaction history. 
Satisfaction parameters are categorised into public indicators, derived from the Public 
Feedback and Rating System, and private indicators, derived from prior user interactions with 
the platform. These indicators contribute to the scoring and ranking process over time, enabling 
adaptive improvement of recommendation quality while respecting privacy-by-design 
principles through data minimisation and pseudonymisation mechanisms. 
 
4.5. Training Resource Hub  

The Training Resource Hub serves as a publicly accessible entry point for educational and 
training materials provided by the GenAI4ED platform. The hub is designed to be accessible 
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without requiring user authentication, enabling open access to learning resources and 
supporting broad dissemination and reuse in line with open education principles. 
 
Content within the hub is organised into clearly defined categories and modules, allowing users 
to browse, search, and access resources efficiently. These categories may include structured 
training materials, guidance documents, methodological resources, and examples of best 
practice relevant to the platform’s objectives. Content is presented using consistent structures 
and navigation patterns to support discoverability and ease of use across different resource 
types. 
 
In addition to hosting project-developed materials, the Training Resource Hub provides the 
primary technical interface for the dissemination and reuse of training outputs developed under 
Task 6.3. Training frameworks, educational modules, guidance documents, and supporting 
materials produced through GenAI4ED clustering activities, workshops, and teacher training 
programmes are made available through the hub in a structured and openly accessible manner. 
This linkage ensures that capacity-building activities carried out in T6.3 are supported by a 
sustainable digital infrastructure, enabling long-term access, reuse, and adaptation of training 
resources beyond the lifetime of individual events or national implementations. 
 
The hub supports the inclusion and handling of Open Educational Resources (OERs) alongside 
project-developed materials. OERs are clearly identified and accompanied by transparent 
licensing information, enabling users to understand reuse rights, attribution requirements, and 
any applicable limitations. Licensing conditions are enforced at the backend level, while 
licensing metadata and usage notes are clearly communicated to users. 
 
All resources are described using structured metadata, supporting indexing, filtering, and 
search functionalities across the hub. Metadata fields may include title, topic, educational level, 
target audience, language, content type, and licence type. This metadata-driven approach 
enhances resource discoverability and supports interoperability with other platform 
components, such as recommendation and analytics services. 
 
Where learning materials are hosted on external platforms, the Training Resource Hub supports 
redirect-based integration through seamless and transparent navigation flows. Users are clearly 
informed when transitioning to third-party environments, ensuring awareness of context 
changes while maintaining continuity in the learning experience. 
 
Although the Training Resource Hub is publicly accessible, security and ethical considerations 
are embedded in its design. No personal data is required to access content, and tracking is 
limited to aggregated, non-identifying usage metrics where applicable. Clear user messaging 
and transparency indicators are used to inform users about external links, content provenance, 
and licensing terms. Backend services ensure compliance with licensing conditions, 
responsible content management, and alignment with data protection and ethical requirements. 
 

5. Initial Reference Architecture Design 
5.1. Architecture Design Principles 

Modularity 
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The GenAI4ED platform follows a modular architecture, where each functional component 
(e.g., real-time dialogue interface, feedback system, analytics dashboard, recommendation 
engine, training resource hub) is developed as an independent, loosely coupled module. 
Each module exposes well-defined APIs and data contracts, allowing components to be 
developed, tested, updated, or replaced independently without affecting the overall system. 
This modularity supports parallel development across work packages (notably WP3 and WP4) 
and facilitates future extensibility. 
 
Scalability  
LLM-based functionalities are designed to support flexible deployment strategies (local, cloud-
based, or hybrid), allowing computational resources to scale according to demand. Stateless 
service design, asynchronous processing where appropriate, and externalized model serving 
enable efficient handling of peak usage scenarios. 
 
Interoperability  
Interoperability is a core design principle of the GenAI4ED reference architecture. Internal 
interoperability is ensured through standardized RESTful APIs, shared data schemas, and 
consistent metadata models across modules. 
External interoperability is supported by adopting open standards and widely used formats 
(e.g., JSON, metadata schemas aligned with educational standards), enabling integration with 
external GenAI tools, learning management systems (LMS), and third-party educational 
resources. This approach ensures portability, reuse, and long-term sustainability. 
 
Privacy and security by design  
Key measures include data minimization, role-based access control, encrypted data storage and 
communication, and separation of personal data from analytical and model-processing 
workflows. 
The architecture supports GDPR compliance, including consent management, anonymization 
or pseudonymization of interaction data, and controlled data retention policies. Security 
considerations are applied consistently across all modules and interfaces. 
 
LLM-augmented architecture 
LLMs are integrated as orchestrated services within controlled pipelines, combining structured 
data, retrieved educational content, and predefined evaluation criteria. This design enables 
transparency, explainability, and human oversight, while allowing flexibility in selecting and 
updating model providers. 
 
The architecture supports multiple LLM deployment modes (local, cloud-based, or hybrid), 
ensuring adaptability to evolving technical, regulatory, and cost constraints. 
 
5.2. High-level System Architecture 

5.2.1. Project Architecture 
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Figure 3 Project Architecture 

Description of main layers and components 
The GenAI4ED platform is structured around a layered reference architecture designed to 
ensure modularity, scalability, security, and clear separation of concerns. The architecture 
consists of four primary layers, each serving a distinct functional role while remaining tightly 
integrated with the others. The following sections describe each layer and its key components, 
as illustrated in the reference architecture diagram. 
Layer 1: User Interface Layer 
The User Interface Layer represents the primary interaction point between end-users and the 
GenAI4ED platform. It encompasses all user-facing components as well as the API Gateway 
that mediates communication with backend services. This layer is responsible for delivering a 
consistent, accessible, and role-aware user experience across devices. 
 
Role-specific interfaces: 
To accommodate the diverse needs of platform stakeholders, GenAI4ED provides four role-
specific interfaces, each tailored to the permissions, responsibilities, and usage patterns of its 
intended users. 
 
The Student Interface focuses on personalised learning support and exploration. It provides a 
personalised dashboard with recommended GenAI tools and learning resources, an interactive 
chatbot for real-time guidance, progress tracking and learning analytics visualisations, 
feedback and evaluation submission features, and access to training and educational content. 
The Educator Interface is designed to support teaching, oversight, and evaluation activities. It 
includes a comprehensive catalogue of GenAI tools with advanced filtering and search 
capabilities, classroom management features for monitoring learner progress, analytics 
dashboards showing engagement and performance metrics, tools for content creation and 
curation, and configurable evaluation and assessment criteria. 
 
The Administrator Interface enables system-wide governance and oversight. It provides 
functionality for platform configuration, user and role management, analytics and reporting, 
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content moderation and quality assurance, and system monitoring, including health status and 
operational indicators. 
 
The Parent Interface supports transparency and engagement in a learner’s educational journey. 
It offers an overview of the child’s learning activities and tool usage, progress and achievement 
tracking, access to educational guidance materials, communication features for interaction with 
educators, and privacy and consent management controls. 
 
API Gateway: 
Positioned within the User Interface Layer, the API Gateway acts as the single entry point for 
all client-to-server communication. It plays a critical role in enforcing security and ensuring 
efficient request handling by routing incoming requests to the appropriate backend services, 
validating authentication tokens (JWTs), and enforcing rate limiting policies to prevent abuse. 
In addition, the API Gateway supports response aggregation for complex client requests that 
require data from multiple services, handles protocol and data format standardisation, and 
distributes incoming traffic across backend service instances to ensure optimal performance 
and scalability. 
 
Layer characteristics: 
This layer is implemented using the React framework, enabling dynamic and responsive user 
experiences. It follows component-based design principles to support maintainability and 
reuse, implements responsive design to ensure usability across desktop, tablet, and mobile 
devices, and adheres to WCAG 2.1 AA accessibility standards. All communication with 
backend services is performed exclusively via RESTful APIs using JSON. 
 
Layer 2: Backend Service Layer 
The Backend Service Layer forms the functional core of the GenAI4ED platform. It 
encapsulates all business logic, data processing, and orchestration mechanisms and is 
implemented as a collection of specialised microservices, each responsible for a well-defined 
functional domain. 
 
Evaluation and Recommendation Engine: 
The Evaluation and Recommendation Engine combines two tightly coupled capabilities. The 
evaluation component processes GenAI tool assessments based on predefined criteria, 
aggregates ratings and feedback from multiple user roles, computes composite scores across 
multiple dimensions, and validates tool compliance with safety and appropriateness 
requirements. 
The recommendation component builds on these evaluations by analysing user profiles, 
learning histories, preferences, and goals to generate personalised tool and resource 
recommendations. It incorporates collaborative filtering techniques based on community usage 
patterns and continuously refines recommendations using feedback and engagement signals. 
 
Authentication Service: 
The Authentication Service implements all authentication and authorisation mechanisms. It 
integrates with Keycloak to provide Single Sign-On (SSO), manages user credentials and JWT 
tokens, supports OAuth 2.0 flows for third-party integrations, enforces role-based access 
control (RBAC), manages sessions and token refresh workflows, and provides optional multi-
factor authentication for sensitive accounts. 
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Chatbot Service: 
The Chatbot Service delivers real-time conversational capabilities by interfacing with external 
large language model (LLM) APIs. It manages dialogue context and conversation history, 
applies content filtering and safety checks, provides fallback mechanisms when LLM services 
are unavailable, caches frequent queries to optimise performance and cost, and tracks 
conversation quality metrics to support continuous improvement. 
 
Evaluation Service: 
The Evaluation Service manages the evaluation framework and assessment workflows across 
the platform. It defines and maintains evaluation criteria, orchestrates multi-stage evaluation 
processes, collects and validates assessment data from different user groups, enforces integrity 
rules, generates evaluation reports and insights, and supports experimentation such as A/B 
testing of evaluation methodologies. 
 
Analytics Service: 
The Analytics Service provides comprehensive data analytics and reporting functionality. It 
collects usage telemetry from all platform components, processes and aggregates engagement 
metrics, generates real-time and historical dashboards, supports predictive analytics for usage 
forecasting, and exposes custom query interfaces to support research and evaluation activities. 
 
Training Resource Hub: 
The Training Resource Hub service manages all educational content and learning materials. It 
supports storage and organisation of tutorials, guides, videos, and other resources, metadata 
management and categorisation, content discovery and search, content versioning and updates, 
and tracking of learner interaction with resources where applicable. 
 
GenAI Tool Catalogue Service: 
This service maintains the authoritative catalogue of GenAI tools available on the platform. It 
stores detailed tool metadata, supports hierarchical categorisation, enables advanced filtering 
and search, manages tool lifecycle states, tracks usage and popularity metrics, and facilitates 
intelligent discovery of tools. 
 
Service integration characteristics: 
All backend services expose RESTful APIs documented via OpenAPI/Swagger, communicate 
synchronously for time-critical operations, and use asynchronous messaging for non-blocking 
workflows. Services are independently scalable, employ circuit-breaker patterns to prevent 
cascading failures, and maintain their own data schemas within shared infrastructure. 
 
Layer 3: Data and Model Layer 
The Data and Model Layer provides the persistence, caching, and AI model-serving 
infrastructure required by backend services. It ensures efficient data storage, retrieval, and 
processing across the platform. 
 
A PostgreSQL database cluster serves as the primary persistent storage, with logical separation 
across user, tool, content, feedback, analytics, and recommendation datasets. The database 
infrastructure supports ACID compliance, replication for high availability, automated backups, 
full-text search, and flexible JSON-based schemas. 
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An LLM API Gateway manages all interactions with external LLM providers, handling 
provider abstraction, request queuing, retry logic, usage and cost tracking, response caching, 
streaming support, and quality and latency monitoring. 
 
The Model Serving Service hosts locally deployed machine learning models, supports multiple 
frameworks, enables A/B testing of model versions, manages inference pipelines, monitors 
performance, and supports rollback in case of degraded behaviour. 
 
A Redis-based cache layer provides high-performance in-memory caching for session 
management, frequently accessed data, real-time counters, pub-sub messaging, and distributed 
locking. 
 
All components in this layer are containerised using Docker, isolated at the network level, use 
encrypted connections, and are monitored for health, performance, and scalability. 
 
Layer 4: Security and Privacy Layer 
The Security and Privacy Layer is a cross-cutting layer that enforces security controls and 
privacy protections across all architectural layers. It ensures GDPR compliance, data 
protection, and secure access throughout the platform lifecycle. 
 
Centralised authentication is provided via a Single Sign-On (SSO) service built on Keycloak, 
supporting multiple authentication methods, identity federation, institutional SSO, social 
logins, and comprehensive security features such as brute-force protection and audit logging. 
 
A Data Encryption Service manages encryption at rest and in transit, including AES-256 
encryption, TLS 1.3, mutual TLS for internal services, and centralised key management with 
rotation policies. 
 
The Data Anonymisation Service implements privacy-preserving techniques such as masking, 
pseudonymisation, k-anonymity, and differential privacy, while enforcing data minimisation 
and retention rules. 
 
A dedicated GDPR Compliance Service supports consent management, data subject rights 
(access, erasure, rectification, restriction), compliance monitoring, breach detection, and 
regulatory documentation. 
 
Finally, Security Operations provide continuous monitoring, RBAC enforcement, audit 
logging, threat detection, and incident response, following a zero-trust and defence-in-depth 
approach. 
 

5.2.2. Deployment Diagram 
The diagram below presents the main components of the GenAI4ED platform and their 
interactions. The architecture illustrates a real-time conversational AI platform that enables 
secure, authenticated user interactions with large language models, while integrating 
knowledge retrieval, recommendations, and collaborative community features. Users access 
the system either through a web-based frontend client (dashboard) or via a collaborative chat 
environment, represented by the Zulip chat application.  
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All incoming user requests are first handled by the platform’s backend services, which are 
responsible for coordinating access and enforcing security policies. Authentication and identity 
management are delegated to a dedicated identity service integrated with the dashboard 
backend that verifies user credentials and issues JSON Web Tokens (JWTs). These tokens are 
then used to authenticate subsequent service-to-service communication, ensuring that only 
authorized requests reach the conversational system. By separating identity management from 
conversational logic, the platform achieves a clean separation of concerns and improved 
security.  
  
At the core of the system lies the real-time dialogue subsystem, which orchestrates all 
conversational interactions. The ChatBot API server acts as the central integration point, 
receiving authenticated requests from the platform backend and managing the flow of data 
between the large language model (LLM), persistent storage, and auxiliary services. The large 
language model is responsible for generating natural-language responses in real time, while 
the ChatBot API ensures that requests are enriched with context, user identity, and relevant 
user profile information before responses are returned to the user.  
  
To support conversational continuity and personalization, the system maintains a dedicated 
conversation database. This database stores dialogue history, session metadata, and contextual 
signals that allow the chatbot to maintain coherent multi-turn interactions across time. The 
persistent storage of conversational data also enables future analysis, auditing, and 
performance monitoring of the dialogue system.  
  
In addition to pure language generation, the platform incorporates a retrieval-augmented 
generation (RAG) mechanism to ground responses in domain-specific knowledge. A document 
embeddings store contains vector representations of curated documents, enabling semantic 
search and retrieval during conversations. The curated documents are maintained through the 
“training hub” and a document ingestion pipeline is responsible for ingesting documents, 
preprocessing content, and updating the vector index. During a dialogue, the ChatBot API can 
query this embeddings store to retrieve relevant information, which is then provided to the 
language model to produce more accurate and context-aware responses.  
  
The architecture further integrates a recommendation engine that operates alongside the 
conversational workflow. This component analyzes conversational context and user signals to 
generate personalized or context-specific recommendations about the available AI tools, which 
are fed back into the ChatBot API and then back to the user frontend. By combining generative 
responses with explicit recommendations, the system enhances user engagement and supports 
decision-making scenarios.  
  
Finally, the platform extends beyond one-to-one interactions by supporting a community-
oriented collaboration layer. Through integration with the Zulip chat application, users 
can participate in persistent channels and discussions where multiple bots and human 
participants coexist. Automated bots can join these channels to moderate discussions, or trigger 
chatbot interactions, creating a hybrid environment that blends conversational AI with 
collaborative communication.  
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Overall, the architecture is designed to be modular, secure, and extensible. The clear separation 
between identity management, conversational orchestration, knowledge retrieval, and 
community interaction allows individual components to evolve independently while 
supporting real-time, trustworthy, and context-aware conversational experiences.  

  
  
  

 
Figure 4 Deployment Diagram 

5.3. Component-level Architecture 

5.3.1. Frontend framework  
The frontend of the GenAI4ED platform is implemented using a modern React-based 
framework designed to support modular development, scalability, and long-term 
maintainability. The framework enables the decomposition of the user interface into reusable, 
self-contained components, facilitating parallel development, easier testing, and iterative 
enhancement of the platform’s functionality. The architecture primarily relies on client-side 
rendering (CSR) to deliver highly responsive and interactive user experiences, particularly for 
real-time features such as conversational interfaces, dynamic dashboards, and interactive 
exploration of content and analytics. This approach supports efficient state management on the 
client side and allows the platform to respond quickly to user interactions without excessive 
server round-trips. 
 
At the same time, the selected framework retains the flexibility to support server-side rendering 
(SSR) or static site generation (SSG) should future project requirements demand it, for example 
to improve initial load performance, search engine discoverability, or public content 
dissemination. By not hard-coding the platform into a single rendering strategy, the architecture 
remains adaptable to evolving technical, operational, or dissemination needs. 
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Overall, this frontend design balances performance, extensibility, and architectural simplicity. 
It provides a robust foundation for current platform requirements while preserving the ability 
to evolve without imposing unnecessary constraints or premature optimisation decisions at this 
stage of the project lifecycle. 
 

5.3.2. Backend microservices 
The GenAI4ED platform backend is implemented as a set of specialised application services, 
each responsible for a clearly defined functional domain and collectively supporting the 
platform’s core capabilities. 
 
The Authentication Service is implemented as a Keycloak-based component that provides 
centralised user authentication, secure session management, and Single Sign-On (SSO) 
functionality across all platform modules. This service ensures consistent identity handling and 
enforces authentication policies at platform level. 
 
User-related data and operations are managed by the User Management Service, implemented 
as a Django application. This service is responsible for maintaining user profiles, managing 
role assignments and permissions, and supporting all user-related create, read, update, and 
delete (CRUD) operations in accordance with role-based access control policies. 
 
The Tool Catalogue Service, also implemented using Django, manages the metadata of GenAI 
tools available on the platform. It supports categorisation, indexing, and advanced search 
functionality, enabling efficient discovery and lifecycle management of tools across different 
educational contexts. 
 
Educational content and learning materials are handled by the Training Resource Hub Service, 
a Django-based service responsible for managing content metadata, organising resources, and 
enforcing access and licensing rules where applicable. This service supports consistent 
presentation and retrieval of training materials across the platform. 
 
The Evaluation Service implements the platform’s evaluation framework and assessment 
workflows. It manages evaluation criteria, orchestrates assessment processes, validates 
submitted evaluation data, and stores and exposes evaluation results for analytics and reporting 
purposes. 
 
Usage monitoring and performance insights are provided by the Analytics Service, 
implemented as a Django application that collects telemetry data, processes and aggregates 
usage metrics, and serves analytics outputs to dashboards and reporting components. 
 
Conversational functionality is delivered through a dedicated Chatbot Service, which integrates 
with external Large Language Model (LLM) APIs to provide real-time dialogue capabilities. 
This service manages conversation context, applies safety controls, and ensures reliable 
interaction with third-party AI providers. 
 
Personalisation and discovery are supported by the Recommendation Service, a Django-based 
component that implements recommendation algorithms based on user profiles, engagement 
data, and evaluation outcomes, enabling tailored tool and resource suggestions. 
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Finally, the Notification Service operates as an asynchronous backend service responsible for 
managing system-generated communications. It supports the delivery of email, in-app, and 
system notifications, ensuring timely and reliable dissemination of platform events and user 
alerts. 
 

5.3.3. Orchestration engine 
Given the number of services involved and the need to support asynchronous and background 
operations, the GenAI4ED platform incorporates dedicated orchestration and messaging 
components to ensure reliable operation, scalability, and a consistent user experience. 
 
A central API Gateway, implemented using the Django REST Framework, acts as the unified 
entry point for all client and service requests. The gateway is responsible for routing incoming 
requests to the appropriate backend microservices, enforcing authentication and authorisation 
checks, and applying rate-limiting policies to protect the platform from misuse and ensure fair 
resource allocation. 
 
To support high availability and performance under variable load, a Load Balancer is employed 
to distribute incoming requests across multiple instances of backend services. This approach 
improves fault tolerance and enables horizontal scaling of services as platform usage grows. 
 
Asynchronous and long-running operations are handled through a task queue mechanism based 
on Celery. This component supports the execution of background jobs, scheduled tasks, and 
computationally intensive processes without blocking user-facing interactions, thereby 
improving responsiveness and overall system stability. 
 
Underlying asynchronous communication between services is facilitated by a message broker, 
such as RabbitMQ or Redis. The message broker enables reliable message delivery, decouples 
services, and supports event-driven workflows across the platform, ensuring that services can 
communicate efficiently without tight coupling or synchronous dependencies. 
 
Together, these orchestration components provide the operational backbone required to 
manage complex service interactions, support scalability, and deliver a smooth and reliable 
user experience. 
 

5.3.4. Databases (user data, feedback, analytics, profile engine)  
 
The GenAI4ED platform relies on a set of logically separated yet interoperable databases to 
support persistence, performance, and data governance across its core functional domains. All 
databases are implemented using PostgreSQL, ensuring robustness, transactional integrity, and 
support for both structured and semi-structured data. 
 
The User Database stores all user-related information, including user accounts, profile details, 
authentication data, and role assignments. Sensitive fields within this database are protected 
through encryption mechanisms, ensuring confidentiality of personal and security-critical 
information. This database underpins identity management, role-based access control, and 
consent handling across the platform. 
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The Feedback Database manages data related to user feedback and evaluation activities, 
including ratings, reviews, and public commentary submitted through the platform. It supports 
moderation workflows through the use of status indicators and flags, enabling responsible 
handling of user-generated content and ensuring the integrity of evaluation processes. 
 
The Analytics Database is dedicated to the storage of usage telemetry, performance indicators, 
and engagement statistics generated by platform interactions. It supports both near-real-time 
monitoring and historical analysis by storing aggregated analytics data that can be efficiently 
queried by analytics and reporting services. 
 
Personalisation and recommendation functionalities are supported by the Profile Engine 
Database, which maintains user preference profiles, learning histories, and derived features 
used as input for recommendation and profiling algorithms. This separation allows 
personalisation logic to evolve independently while respecting data minimisation and purpose 
limitation principles. 
 
Finally, the Content Database manages educational resources, GenAI tool metadata, and 
associated descriptive information. It supports advanced discovery and retrieval through full-
text search capabilities, enabling efficient indexing and querying of content across the Training 
Resource Hub and tool catalogue services. 
 

5.3.5. Model-serving infrastructure 
The GenAI4ED platform incorporates a dedicated model access and inference infrastructure to 
support both external and locally hosted AI models in a controlled, scalable, and cost-aware 
manner.  
 
The LLM API Gateway operates as a proxy service managing all interactions with external 
Large Language Model (LLM) providers, such as OpenAI and Anthropic. It abstracts provider-
specific APIs behind a unified interface and is responsible for request queuing, retry logic, and 
failure handling, ensuring resilience in the presence of transient provider errors or rate limits. 
In addition, the gateway tracks usage and associated costs per provider and request type, 
supporting monitoring, budgeting, and informed decision-making regarding model usage. 
 
Complementing external model access, the platform supports a Local Model Server, developed 
and operated by FORTH, for hosting and serving locally deployed machine learning models. 
This component enables the execution of specialised or project-specific models where local 
inference is preferred, for example due to performance, data protection, or experimental 
requirements. The Local Model Server allows the platform to reduce dependency on external 
providers and supports controlled experimentation with alternative model architectures. 
 
A central Model Registry maintains authoritative records of all available models, including 
versioning information, deployment configurations, and performance indicators. The registry 
enables traceability across model lifecycles, supports controlled rollout of new model versions, 
and facilitates rollback in case of degraded performance or unexpected behaviour. 
 
Model execution is standardised through a shared Inference Pipeline, which defines consistent 
steps for input preprocessing, inference execution, and output postprocessing. This pipeline 
ensures that data is transformed, validated, and interpreted in a uniform manner regardless of 
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the underlying model or provider, improving reliability, comparability of outputs, and ease of 
integration with downstream services such as the chatbot, recommendation engine, and 
analytics components. 
 
5.4. Deployment Architecture 

5.4.1. Cloud environment 
The GenAI4ED platform is designed to operate within a flexible cloud environment that 
supports scalability, resilience, and compliance with European data protection requirements. 
Deployment can be hosted on a major cloud provider, such as Hetzner, or on equivalent on-
premises infrastructure offering comparable capabilities in terms of compute, storage, 
networking, and security controls. This approach ensures deployment flexibility while 
avoiding dependency on a single infrastructure model. 
 
The architecture supports multi-region deployment, enabling geographic redundancy and 
improved service availability. By distributing workloads across multiple regions, the platform 
can reduce latency for European users and maintain continuity of service in the event of 
regional outages or infrastructure failures. 
 
Platform resources are provisioned through dedicated compute instances for core components, 
including application servers, database servers, and cache layers. This separation supports 
predictable performance and allows each component to scale independently. Auto-scaling 
mechanisms are employed where appropriate to dynamically adjust resource allocation based 
on demand, ensuring efficient use of infrastructure while maintaining responsiveness during 
peak usage periods. 
 
To reduce operational complexity and maintenance overhead, the platform leverages cloud-
managed services where suitable. Managed databases, load balancers, and storage services are 
utilised to provide built-in high availability, automated backups, monitoring, and maintenance, 
allowing the project team to focus on application-level functionality rather than low-level 
infrastructure management. 
 

5.4.2. Containerisation (Docker)  
The GenAI4ED platform adopts a container-based deployment approach to ensure consistency, 
portability, and efficient management of its microservice architecture. Each backend 
component is packaged as a separate Docker image, allowing services to be built, deployed, 
and scaled independently. Docker images are optimised for minimal size and efficient layer 
caching, improving build times and reducing resource consumption across environments. 
 
To ensure consistency and security, services are built on standardised base images, primarily 
using Python and Node.js runtimes. These base images are hardened according to security best 
practices and are regularly updated to incorporate security patches and dependency updates, 
reducing exposure to known vulnerabilities. 
 
Multi-stage Docker builds are used to clearly separate build-time and runtime dependencies. 
This approach minimises the final image size by excluding unnecessary tooling from runtime 
containers, resulting in faster deployments, lower attack surfaces, and more efficient resource 
utilisation. 
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All container images are stored and versioned in a private container registry, which serves as 
the authoritative source for deployment artefacts. The registry supports image versioning, 
access control, and automated vulnerability scanning, enabling early detection of security 
issues before deployment to production environments. 
 
For development and testing purposes, Docker Compose is used to orchestrate local multi-
container environments. This enables developers to replicate the full platform stack on local 
machines, supporting consistent testing, debugging, and integration validation across services 
prior to deployment. 
 

5.4.3. Networking 
The networking architecture of the GenAI4ED platform is designed to support secure, reliable, 
and scalable communication between services, while clearly separating external access from 
internal service interactions. 
 
Internal communication between platform components is enabled through DNS-based service 
discovery, allowing services to dynamically locate and communicate with one another without 
hard-coded network configurations. This approach supports flexible scaling, service 
redeployment, and resilience in a distributed microservice environment. 
 
Network traffic is tightly controlled using network security groups and firewall rules, which 
restrict communication to only the ports, protocols, and service pairs that are strictly required. 
This principle-of-least-access approach reduces the platform’s attack surface and limits the 
potential impact of compromised components. 
 
All external access to the platform is mediated through a single API Gateway, which serves as 
the external-facing entry point. The gateway handles TLS termination, ensuring encrypted 
communication with clients, and performs request routing to the appropriate backend services. 
This design centralises security enforcement, simplifies exposure of services, and supports 
consistent access control and monitoring. 
 
Within the private network, internal load balancers are used to distribute traffic across multiple 
instances of backend services. This enables horizontal scaling, improves fault tolerance, and 
ensures stable performance under varying load conditions, while keeping internal service 
endpoints isolated from direct external access. 
 

5.4.4. Load balancing and scaling 
The GenAI4ED platform incorporates load balancing and scaling mechanisms designed to 
ensure high availability, performance stability, and efficient resource utilisation under varying 
usage conditions. 
 
At the application layer, an Application Load Balancer provides Layer 7 traffic management, 
enabling intelligent request routing based on application-level information. The load balancer 
performs continuous health checks on service instances, supports session affinity where 
required, and distributes incoming traffic across available instances to maintain responsiveness 
and fault tolerance. 
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The platform supports horizontal scaling of application services through automated scaling 
policies. These policies dynamically adjust the number of service instances based on monitored 
metrics such as CPU utilisation, memory consumption, and request rates. Configurable 
thresholds allow scaling behaviour to be tuned according to service-specific characteristics and 
operational requirements. 
 
To support scalable data access, the database layer implements primary–replica replication, 
with read replicas used to distribute read-heavy workloads and improve query performance. 
This approach enhances scalability while preserving data consistency and reliability for write 
operations. 
 
Caching infrastructure is also designed for scalability through a Redis cluster configuration, 
enabling distributed caching and shared session management across multiple nodes. This 
configuration improves performance for frequently accessed data and supports horizontal 
scaling of application services without loss of session continuity. 
 
Finally, the platform employs well-defined scaling policies that combine reactive and proactive 
approaches. In addition to real-time scaling based on current load, predictive scaling strategies 
are informed by historical usage patterns, while scheduled scaling can be applied for 
anticipated peak periods (e.g., pilot activities or training campaigns). Together, these 
mechanisms ensure that the platform remains responsive, resilient, and cost-efficient as 
demand evolves. 
 
5.5. Data Architecture 

5.5.1. Data models 
The data architecture of the GenAI4ED platform is based on a set of well-defined and 
interoperable data models that support core platform functionalities, including user 
management, tool discovery, learning delivery, evaluation, analytics, and personalisation. Each 
data model is designed to balance functional richness with data minimisation principles, 
ensuring consistency, extensibility, and compliance with data protection requirements. 
 
The User Data Model represents all information related to platform users and underpins 
identity, access control, and personalisation. It includes authentication credentials, profile 
attributes, role assignments, user preferences, and consent records. This model enables role-
based access, tailored user experiences, and lawful processing of personal data in line with 
GDPR requirements. 
 
The Tool Data Model captures structured metadata for GenAI tools available on the platform. 
It includes descriptive attributes such as title, description, URL, category tags, age band, and 
subject area, as well as dynamic attributes such as evaluation scores and usage statistics. This 
model supports tool discovery, evaluation, comparison, and recommendation workflows across 
the platform. 
 
Educational content is represented through the Resource Data Model, which defines the 
structure of learning and training materials. It includes information on content type and format, 
descriptive metadata, associations with relevant GenAI tools, difficulty level, and completion 
or interaction tracking where applicable. This model supports consistent organisation, retrieval, 
and reuse of educational resources within the Training Resource Hub. 
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User-generated evaluations and comments are captured through the Feedback Data Model. 
This model includes quantitative ratings, qualitative reviews, timestamps, anonymised user 
references, links to associated tools or resources, and moderation status indicators. It enables 
structured evaluation processes while supporting moderation, transparency, and responsible 
handling of public feedback. 
 
The Analytics Data Model supports monitoring and evaluation by representing usage and 
engagement metrics generated across the platform. It includes session-level data, feature 
interaction events, time spent, completion rates, and aggregated statistics used for dashboards, 
reporting, and impact assessment. This model is optimised for aggregation and trend analysis 
rather than individual profiling. 
 
Finally, personalisation and discovery functionalities are supported by the Recommendation 
Data Model. This model maintains user preference profiles, recommendation histories, 
interaction feedback, and algorithm-specific parameters. It enables continuous refinement of 
recommendation logic while maintaining separation from core user identity data. 
 

5.5.2. Data ingestion flows 
The GenAI4ED platform implements structured and reliable data ingestion mechanisms to 
support real-time interaction handling, analytics generation, content updates, and continuous 
improvement of AI-driven services. 
 
User input ingestion is handled through RESTful APIs implemented using the Django REST 
Framework. User interactions, form submissions, and feedback are captured in real time, with 
all incoming data subject to validation and sanitisation to ensure data quality, consistency, and 
protection against malformed or malicious inputs. This ingestion flow supports core platform 
functionalities such as evaluations, feedback collection, and user-driven configuration actions. 
 
In parallel, the platform supports analytics event ingestion for monitoring usage and 
performance. Interaction events, telemetry data, and performance indicators are collected 
asynchronously, either through event-streaming mechanisms or batch-based processing 
pipelines. This approach decouples analytics collection from user-facing operations, ensuring 
that monitoring and measurement activities do not impact platform responsiveness. 
 
The platform also incorporates external data ingestion pipelines to support periodic updates of 
educational resources and GenAI tool metadata. These pipelines follow extract–transform–
load (ETL) patterns, enabling controlled import of third-party content, validation of incoming 
datasets, and alignment with internal data models before integration into the Training Resource 
Hub or tool catalogue. 
 
Finally, LLM response ingestion captures interactions with large language model services, 
including prompts, generated responses, and associated metadata such as timestamps, model 
identifiers, and usage context. This data is stored in a structured manner to support analytics, 
quality monitoring, and iterative improvement of AI-driven features, while respecting data 
protection and anonymisation requirements. 
 

5.5.3. Data storage tiers 



 

 

50 

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not 
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). 
Neither the European Union nor EACEA can be held responsible for them. 
 

The GenAI4ED platform adopts a tiered data storage strategy to balance performance, 
scalability, cost efficiency, and compliance requirements across different types of data and 
access patterns. Each storage tier is aligned with the expected frequency of access and the 
operational importance of the data it hosts. 
 
Hot storage is implemented using the primary PostgreSQL database and is dedicated to actively 
accessed, operational data required for real-time platform functionality. This includes user 
interactions, current evaluations, active tool metadata, and other latency-sensitive information. 
Hot storage relies on SSD-backed infrastructure to ensure low-latency access and consistent 
performance for user-facing services. 
 
Warm storage is used for historical data that remains relevant for analysis but is accessed less 
frequently. This tier may be implemented using archival tables within PostgreSQL or dedicated 
time-series databases optimised for analytical workloads. Warm storage supports longitudinal 
analytics, trend analysis, and reporting use cases, with data retained in a structured form and 
accessed periodically rather than continuously. 
 
Cold storage provides long-term archival for data that is rarely accessed but must be retained 
for compliance, auditing, or recovery purposes. This includes compliance records, historical 
backups, and long-term logs. Cold storage is implemented using cloud-based object storage 
solutions, prioritising durability and cost efficiency over access speed. 
 
To complement persistent storage tiers, a cache layer based on Redis provides high-
performance, in-memory storage for frequently accessed data, session information, and real-
time operational needs. The cache layer reduces load on primary databases, improves response 
times, and supports scalable session management across distributed services. 
 

5.5.4. GDPR-aligned data handling 
The GenAI4ED platform implements GDPR-aligned data handling practices through a 
combination of technical controls, automated processes, and governance mechanisms that 
ensure lawful, transparent, and accountable processing of personal data throughout its lifecycle. 
 
All data managed by the platform is subject to systematic data classification, whereby each 
data element is tagged as personal data, sensitive personal data, or non-personal data. These 
classifications determine how data is stored, accessed, processed, and retained, and are used to 
enforce appropriate handling rules, security measures, and access restrictions across services. 
 
To support accountability and traceability, the platform maintains comprehensive access 
logging for personal data. All access events are logged with relevant contextual information, 
including the accessing user or service identity, timestamp, purpose of access, and the 
categories of data involved. These logs support auditing, incident investigation, and 
compliance reporting requirements. 
 
The platform supports data portability and the right of access through automated export 
mechanisms that allow users to retrieve their personal data in structured, commonly used, and 
machine-readable formats. This functionality enhances transparency and empowers users to 
understand and control how their data is processed. 
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For analytics, monitoring, and research purposes, the platform applies automated 
anonymisation and pseudonymisation processes. Where feasible, personal identifiers are 
removed entirely; where full anonymisation is not compatible with functional requirements, 
pseudonymisation techniques are applied to minimise re-identification risks while preserving 
analytical value. 
 
Data retention management is enforced through automated lifecycle controls. Retention 
periods are defined based on processing purpose, legal obligations, and user consent status. 
Once retention thresholds are reached, data is automatically deleted or anonymised, ensuring 
that personal data is not retained longer than necessary. 
 
Finally, the platform incorporates technical controls for cross-border data transfers, ensuring 
compliance with data residency requirements and applicable safeguards for international data 
flows. These controls support lawful transfers within and outside the European Economic Area, 
where applicable, through appropriate technical and organisational measures. 
 
5.6. API Architecture 

5.6.1. Internal module APIs 
Internal communication within the GenAI4ED platform is enabled through a structured set of 
service-to-service APIs that support reliable, scalable, and maintainable interaction between 
backend microservices. These APIs are implemented following RESTful design principles, 
using consistent endpoint patterns, standard HTTP methods, and JSON-based data formats to 
ensure interoperability and ease of integration across services. 
 
The platform distinguishes between synchronous and asynchronous API interactions based on 
operational requirements. Synchronous REST APIs are used for real-time operations that 
require immediate responses, such as user authentication, retrieval of core data entities, 
submission of evaluations, and execution of user-initiated updates. These interactions are 
designed to be deterministic and performant, supporting responsive user-facing functionality. 
 
For operations that do not require immediate feedback, the platform employs asynchronous, 
message-based APIs. These are used for background processing tasks such as analytics 
updates, notification dispatch, logging, and other non-blocking workflows. Asynchronous 
communication decouples services, improves resilience, and ensures that long-running or 
resource-intensive operations do not negatively impact user experience. 
 
All internal APIs are governed by formal API contracts, documented using OpenAPI/Swagger 
specifications. These contracts define endpoints, request and response schemas, validation 
rules, and expected behaviours, providing a shared reference for development, testing, and 
maintenance. This contract-first approach reduces integration errors and supports independent 
evolution of services. 
 
Interaction between the UI/UX layer and backend services is also based exclusively on 
RESTful JSON APIs. The frontend remains stateless with respect to core business logic and 
delegates responsibilities such as authentication, data access, evaluation processing, and 
analytics retrieval to backend services, ensuring a clear separation of concerns. 
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To support robustness and usability, the frontend is designed to handle asynchronous data flows 
in a consistent manner. Standardised handling of loading states, error conditions, and empty 
results ensures predictable behaviour and a stable user experience, even in the presence of 
network delays or partial service unavailability. 
 

5.6.2. External APIs 
The GenAI4ED platform exposes and consumes a set of external APIs designed to support 
secure interoperability with third-party systems, AI service providers, and external tools, while 
maintaining control over access, performance, and reliability. 
 
A Public API Gateway provides a controlled set of external-facing REST API endpoints that 
enable authorised third-party integrations. These endpoints are documented and governed 
through clear access policies, incorporating authentication requirements, rate limiting, and 
request validation to ensure secure and predictable usage. The Public API Gateway acts as the 
single integration point for external consumers, simplifying governance and monitoring while 
protecting internal services from direct exposure. 
 
Integration with external large language model providers is managed through LLM Provider 
APIs, accessed via a standardised adapter pattern. This abstraction layer enables seamless 
interaction with providers such as OpenAI and Anthropic, while decoupling the platform from 
provider-specific implementations. The adapter approach supports flexibility, allowing 
providers to be switched or combined based on availability, performance, cost, or compliance 
considerations without impacting upstream services. 
 
The platform also supports integration with third-party GenAI tools through a connector 
framework that interfaces with external tool APIs. These integrations are secured using OAuth 
2.0 authentication, enabling delegated access without sharing user credentials. The connector 
framework ensures consistent handling of authentication, authorisation scopes, and error 
management across different external tools, supporting a tool-agnostic and extensible 
integration strategy. 
 
To enable event-driven interoperability, the platform provides webhook support for receiving 
notifications and data updates from external systems. Webhook endpoints allow external 
services to push events (e.g., content updates, processing completion signals, or status changes) 
to the platform in near real time, enabling timely synchronisation and reactive workflows 
without reliance on continuous polling. 
 

5.6.3. Authentication tokens 
The GenAI4ED platform uses JSON Web Tokens (JWTs) as the primary mechanism for 
representing authentication state and authorisation context across services. JWTs provide a 
compact, self-contained format for securely conveying user identity and access rights between 
the authentication service, backend APIs, and authorised clients. 
 
Each JWT contains a structured set of claims that include the authenticated user’s identity, 
assigned roles and permissions, and token expiration information. Tokens are 
cryptographically signed to ensure integrity and authenticity, preventing tampering or forgery 
during transmission or storage. 
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The platform implements a well-defined token lifecycle management strategy that 
distinguishes between short-lived access tokens and longer-lived refresh tokens. Access tokens 
are issued with limited validity periods (typically 15–30 minutes) to reduce exposure in case 
of compromise, while refresh tokens are used to obtain new access tokens without requiring 
repeated user authentication. Secure rotation mechanisms are applied to refresh tokens to 
further mitigate replay and misuse risks. 
 
All protected backend endpoints enforce token validation through middleware-based checks. 
These checks verify the token’s cryptographic signature, expiration time, and required claims 
(such as role or permission scopes) before granting access to requested resources. This ensures 
consistent enforcement of authentication and authorisation policies across services. 
 
To support rapid response to security incidents and user-initiated logout, the platform includes 
a token revocation mechanism. Revoked tokens are tracked via a token blacklisting approach, 
enabling immediate invalidation of active tokens when required (e.g. credential compromise, 
role changes, or session termination), even before their natural expiration. 
 

5.6.4. Error handling and rate limiting 
The GenAI4ED platform incorporates consistent error handling and resilience mechanisms to 
ensure predictable API behaviour, protect system stability, and provide clear feedback to both 
internal and external API consumers. 
 
All APIs return standardised error responses following a common structure that includes the 
appropriate HTTP status code, a platform-defined error code, a human-readable message, and 
optional diagnostic details where relevant. This consistent format simplifies client-side 
handling of error conditions and supports effective debugging and monitoring without 
exposing sensitive implementation details. 
 
Errors are categorised into well-defined error classes, such as validation errors, authentication 
failures, authorisation violations, resource-not-found conditions, and internal server errors. 
Each category is mapped to the appropriate HTTP status codes, ensuring that error semantics 
are clear and aligned with RESTful best practices. 
 
To protect services from abuse and excessive load, the platform applies rate limiting policies 
using a token-bucket approach. Limits are enforced per user or API key and can be configured 
differently across endpoint categories, allowing fine-grained control over resource 
consumption while supporting legitimate usage patterns. 
 
When rate limits are exceeded, APIs return standard 429 Too Many Requests responses. These 
responses include Retry-After headers that indicate when clients may resume requests, 
enabling well-behaved clients to implement backoff strategies and reducing unnecessary retry 
traffic. 
 
In addition, the platform employs circuit breaker patterns to protect against cascading failures, 
particularly when interacting with external services such as LLM providers or third-party tools. 
Circuit breakers monitor failure rates and latency, temporarily halting calls to unstable services 
and activating fallback mechanisms where available. This approach improves overall system 
resilience and ensures that localized failures do not propagate across the platform. 
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6. Early Integration and Prototype Assembly 
6.1. Integration Readiness Assessment 

Technical compatibility  
The GenAI4ED platform components are designed to be technically compatible through a 
service-oriented architecture based on RESTful APIs and containerized deployments. Core 
modules—including the real-time dialogue interface, recommendation engine, analytics 
services, and training hub—are implemented using widely adopted technologies, ensuring 
interoperability across heterogeneous environments. 
 
The chatbot backend has been developed to operate independently of the frontend and external 
services, enabling flexible deployment and straightforward integration with platform 
components as they become available. Early prototype testing confirms compatibility at the 
API and data exchange levels, with performance and scalability considerations incorporated 
into the backend design. 

 
Interface definitions 
Initial interface definitions between modules have been established using structured JSON 
schemas and versioned API endpoints. These interfaces cover key interaction flows such as: 

• User–chatbot communication and conversation management, 
• Chatbot–recommendation engine exchanges for tool and resource suggestions, 
• Feedback and interaction data forwarded to analytics services. 

 
While the core interfaces are already operational in the prototype, some schemas—particularly 
those related to recommendation outputs, role-based access, and community interactions—
remain subject to refinement. Interface validation and contract testing are planned to ensure 
robustness as integration progresses. 

 
Module maturity mapping 
The maturity of GenAI4ED modules varies across components, reflecting their different 
development timelines: 

• Real-time Dialogue Interface (Chatbot): 
Advanced prototype stage, with a complete interaction pipeline implemented and 
validated in isolation. Integration with frontend and recommendation services is 
partially simulated and ready for real-world testing. 

• Recommendation Engine: 
Functional prototype available, with interface-level integration ongoing and schema 
alignment in progress. 

• Training Hub and Knowledge Resources: 
Structurally available, with ongoing curation of educational content and documentation 
to support LLM grounding and recommendations. 

• Analytics and Feedback Components: 
Early to mid-stage development, with data models and collection mechanisms defined 
and integration planned for subsequent prototype iterations. 
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Overall, the platform demonstrates a sufficient level of readiness to support early integration, 
while maintaining flexibility to incorporate refinements identified during pilot deployments 
and EAB-driven reviews. 
 
6.2. GenAI4ED Module Integration Mapping 

Real-time dialogue interface – Platform engine 
The real-time dialogue interface is integrated with the platform engine through a dedicated 
backend service that manages user interactions, conversation history, and request routing. The 
platform engine provides user authentication and contextual information (e.g., role, session 
identifiers), which are used by the dialogue interface to personalize responses and enforce 
access controls. 
 
Communication occurs via RESTful APIs, enabling the chatbot to operate as a modular 
component that can be embedded across the platform. This integration supports seamless user 
interaction while maintaining clear separation between user interface logic and AI-driven 
processing. 

 
Public feedback & rating system – Feedback Database 
The public feedback and rating system is integrated with the GenAI4ED platform through a 
dedicated feedback management workflow that interfaces directly with the Feedback Database. 
Frontend components embedded within the tool catalogue, training resources, and chatbot 
interaction flows allow users to submit structured ratings and qualitative feedback related to 
GenAI tools, AI responses, and educational resources. Feedback submissions are transmitted 
via RESTful APIs to the backend feedback service, where validation, anonymisation, and 
moderation rules are applied before persistence. The Feedback Database stores ratings, 
reviews, timestamps, anonymised user references, and associated tool or resource identifiers, 
ensuring consistency and traceability across platform modules. Aggregated feedback metrics 
are exposed through controlled API endpoints to downstream components, notably the 
evaluation and recommendation engine and the analytics pipeline. This integration supports a 
continuous feedback loop, enabling community-driven quality assessment, evidence-based 
refinement of recommendations, and transparent presentation of evaluation outcomes without 
coupling feedback capture logic to user-facing components. 

 
Data analytics dashboard – Analytics pipeline 
The data analytics dashboard is integrated with the platform through a structured analytics 
pipeline that collects, processes, and aggregates data generated by all core modules, including 
the real-time dialogue interface, feedback system, tool catalogue, and training resource hub. 
User interactions and system events are captured via asynchronous ingestion mechanisms and 
transmitted to the analytics service without impacting real-time user experience. Backend 
analytics services perform validation, aggregation, and transformation of raw events into 
higher-level metrics, which are stored in the Analytics Database and exposed to the dashboard 
via RESTful APIs. The dashboard consumes only pre-processed and aggregated datasets, 
ensuring that all computation and analytical logic remain server-side and that the dashboard 
acts purely as a visualisation and exploration layer. Role-based filtering and access control are 
applied to analytics endpoints, allowing different user groups (e.g. educators, administrators) 
to access appropriate insights while respecting data minimisation and privacy constraints. This 
integration enables near-real-time monitoring, longitudinal trend analysis, and evidence 
generation in support of platform evaluation and impact assessment.   
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Evaluation and recommendation engine – Recommendation endpoints 
The evaluation and recommendation engine interfaces with other platform components via 
well-defined recommendation endpoints. These endpoints allow the real-time dialogue 
interface and other modules to submit structured requests and receive personalized 
recommendations or clarifying prompts. 
 
This integration ensures that recommendation logic remains decoupled from user interaction 
components, allowing independent evolution of algorithms, evaluation criteria, and decision 
logic without disrupting the overall platform flow. 

 
Training and resource hub – Resource hub interface 
The training and resource hub is integrated with the GenAI4ED platform through a dedicated 
resource hub interface that exposes educational content and metadata via RESTful APIs. The 
hub operates as a publicly accessible component, requiring no user authentication, and serves 
as an open entry point for structured learning materials, guidance documents, and Open 
Educational Resources (OERs). 

Frontend components interact with the resource hub interface to retrieve content listings, 
metadata, and search results, while backend services manage content storage, metadata 
indexing, licensing enforcement, and versioning. Structured metadata associated with each 
resource enables interoperability with other modules, including contextual retrieval by the real-
time dialogue interface and aggregated usage reporting within the analytics pipeline.  

Where resources are hosted externally, redirect-based integration is supported through clearly 
signposted navigation flows that inform users when transitioning to third-party platforms. 
Although the hub is publicly accessible, ethical and security considerations are enforced 
through backend controls, including licence compliance, provenance transparency, and 
restriction of tracking to aggregated, non-identifying usage metrics. This integration ensures 
broad accessibility while maintaining consistency, accountability, and alignment with open 
education principles.  

6.3. Preliminary Integration Testing 

The preliminary integration testing phase focuses on validating the technical readiness of 
individual platform components and their ability to operate cohesively as an integrated system. 
This phase is conducted during the early prototype assembly stage and aims to identify 
interface mismatches, configuration issues, and dependency-related failures before progressing 
to full-scale deployment and advanced testing activities. 
 

6.3.1. API connectivity tests 
API connectivity tests verify that all platform components can successfully communicate 
through their defined interfaces, in accordance with the reference architecture and API 
specifications. These tests cover authentication flows, internal service interactions, and 
external API integrations. 
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Authentication API tests 
Authentication-related tests validate the correct functioning of identity, access management, 
and security enforcement mechanisms across the platform. In particular, testing focuses on 
verifying that the Single Sign-On (SSO) infrastructure and token-based authentication flows 
operate consistently across services. 
 
These tests include verification that the authentication service correctly generates valid JWT 
tokens following successful user authentication, and that the API Gateway reliably validates 
tokens, rejecting invalid, expired, or malformed credentials. End-to-end OAuth 2.0 
authorisation flows are tested to ensure secure third-party integrations, including correct 
handling of access scopes and token exchanges. Session management is also validated by 
testing session creation, renewal, and termination across platform services. Where applicable, 
multi-factor authentication (MFA) flows are tested to confirm successful integration with the 
SSO service and correct enforcement for protected operations. 
 
Service-to-service API tests 
Service-to-service connectivity tests ensure that backend components can interact reliably 
using their defined REST APIs and data contracts. These tests validate that internal 
dependencies are correctly configured and that services respond as expected under normal 
operating conditions. 
 
Key scenarios include verifying that backend services can successfully query the 
Recommendation Engine and receive valid recommendation responses, and that telemetry data 
is correctly transmitted to the Analytics Service for processing and aggregation. Connectivity 
between the real-time dialogue interface and the LLM API Gateway is tested to confirm that 
chatbot requests are correctly routed and responses are returned. Additional tests validate 
search and retrieval operations against the Tool Catalogue Service, as well as content access 
and metadata queries from the Training Resource Hub. 
 
External API tests 
External API integration tests focus on validating connectivity, resilience, and error handling 
when interacting with third-party services. This includes verifying successful connections to 
external LLM providers such as OpenAI and Anthropic using test queries, ensuring correct 
request formatting, authentication, and response handling. 
 
Fallback and resilience mechanisms are tested by simulating provider unavailability or 
degraded performance, confirming that automatic failover mechanisms are triggered as 
expected. Rate limiting behaviour is also validated to ensure that outbound API calls comply 
with external provider constraints. Finally, error handling scenarios are tested to confirm 
graceful degradation when external services return errors, timeouts, or unexpected responses. 
 

6.3.2. Data flow checks 
Data flow checks validate that information moves correctly and consistently through the 
GenAI4ED platform, from initial input through processing and storage to subsequent retrieval 
and use. These checks focus on ensuring data integrity, correct sequencing of operations, and 
proper interaction between services across the full data lifecycle. 
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User registration and authentication flow 
Data flow validation begins with the user registration and authentication process. User-
provided registration data is first validated at the API Gateway level to ensure correctness and 
completeness before any persistence operations are performed. Passwords are securely 
encrypted prior to storage in the User Database, ensuring that sensitive credentials are never 
stored in plaintext. 
 
Following successful validation, user profile records are created across all relevant database 
tables, establishing the necessary links between authentication data, profile attributes, and role 
assignments. Default roles (e.g. student or educator) are assigned automatically during 
registration, in accordance with platform configuration rules. In parallel, GDPR consent 
records are created and associated with the user account, ensuring that consent status is 
consistently tracked from the point of registration. 
 
Tool evaluation and recommendation flow 
Data flow checks also cover the evaluation and recommendation pipeline, validating the end-
to-end handling of user-submitted assessments. Evaluations submitted through the user 
interface are transmitted via the API Gateway to the Evaluation Service, where they are 
validated and processed. 
 
The Evaluation Service aggregates individual ratings and computes composite scores based on 
predefined criteria. Processed evaluation data is then persisted in the Feedback Database with 
the appropriate user and tool associations. The submission of new evaluation data triggers 
recalculation processes within the Recommendation Engine, ensuring that updated evaluations 
are reflected in personalised recommendations. As part of this process, user preference profiles 
are updated to capture evolving interests and behaviour patterns. 
 
Analytics and reporting flow 
Analytics-related data flows are validated to ensure reliable monitoring and reporting across 
the platform. Usage events generated by frontend interactions and backend operations are 
captured consistently and transmitted to the Analytics Service. These events are processed 
asynchronously through the Celery task queue, ensuring that analytics processing does not 
block user-facing operations. 
 
Raw events are aggregated into meaningful metrics by the Analytics Service and stored in the 
Analytics Database. Data flow checks verify that dashboard queries return up-to-date 
aggregated results within acceptable latency thresholds (e.g. under two seconds). Historical 
and time-series data is also validated to ensure correct partitioning and accessibility for 
longitudinal analysis and reporting. 
 
Content management flow 
Finally, data flow checks cover the management of educational content within the Training 
Resource Hub. Content uploads are validated to ensure that resources and associated metadata 
are correctly ingested. Larger files are processed asynchronously, with progress tracking 
mechanisms ensuring visibility into long-running operations. 
 
Once content processing is complete, metadata is indexed to update full-text search 
capabilities. Role-based access rules are validated to confirm that content visibility is enforced 
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correctly according to platform configuration. For learner-facing resources, progress tracking 
data is recorded as users interact with content and is verified to be retrievable for analytics, 
reporting, and user feedback purposes. 
 

6.3.3. Module interoperability tests 
Module interoperability tests assess whether individual platform modules interact seamlessly, 
exchange data correctly, and collectively support end-to-end workflows as defined in the 
system architecture. These tests focus on validating cross-module dependencies, data 
propagation, and functional coherence under realistic usage conditions. 
 
Real-time dialogue interface and recommendation engine 
Interoperability testing between the Real-time Dialogue Interface and the Recommendation 
Engine verifies that conversational interactions are enriched with personalised intelligence. 
The chatbot retrieves user preference data from the Recommendation Engine to contextualise 
responses and generate relevant tool suggestions. Recommendations returned by the engine are 
incorporated into ongoing conversations, ensuring continuity and contextual relevance. 
 
The feedback loop between the two modules ensures that user interactions with chatbot-
recommended tools update the corresponding recommendation profiles, confirming 
bidirectional data flow. Overall integration remains functional, with an average response time 
of approximately 1.8 seconds, including recommendation lookup and response generation. 
 
Tool catalogue and evaluation service 
Interoperability between the Tool Catalogue and the Evaluation Service ensures that evaluation 
outcomes are consistently reflected in tool discovery and browsing workflows. Aggregated 
evaluation scores and user reviews are displayed accurately on tool catalogue pages, and newly 
submitted evaluations propagate to the catalogue within the configured refresh interval of five 
minutes. 
 
Filtering and search operations based on evaluation ratings function correctly, enabling users 
to identify tools according to quality indicators. Occasional cache inconsistencies occur during 
periods of high-volume evaluation submissions, highlighting an area for further optimisation. 
 
Analytics dashboard and multiple backend services 
Interoperability tests for the Analytics Dashboard validate its ability to aggregate and present 
data originating from multiple backend services. The dashboard successfully combines data 
from the Tool Catalogue, Evaluation Service, Chatbot Service, and Training Resource Hub, 
enabling the calculation of cross-module metrics such as tool effectiveness and usage impact. 
 
Scheduled report generation workflows collect and process data from all required services. 
Integration remains functional, with report generation times remaining acceptable for small 
datasets (below 10,000 records). 
 
Training resource hub and progress tracking 
Interoperability between the Training Resource Hub and progress tracking mechanisms 
ensures that learner engagement with training materials is correctly captured and reflected 
across services. User enrolment in training resources is recorded upon content access, and 
completion status is updated based on observed interaction patterns. 
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Certificate generation workflows trigger successfully once completion criteria are met. Minor 
timing issues occur in completion detection for video-based content, indicating a need for 
refinement in event timing or buffering logic. 
 
Authentication service and platform-wide integration 
Interoperability testing of the Authentication Service across all modules confirms consistent 
enforcement of Single Sign-On (SSO) behaviour. Users authenticate once and access all 
platform modules without repeated login prompts, and role-based permissions are enforced 
consistently across services using shared authentication and authorisation data. 
 
User session state is maintained consistently across modules. Occasional session timeout 
inconsistencies occur between services, indicating a need for further alignment of session 
configuration parameters. 
 
6.4. Identified Gaps, Issues and Bottlenecks 

6.4.1. Missing functionalities 
This subsection documents functionality gaps identified during integration and validation 
activities. These gaps do not prevent operation of the platform for the initial pilot phase but 
represent areas where functionality, usability, or compliance can be strengthened in subsequent 
iterations. 
 
One identified gap concerns real-time collaboration features. The platform does not currently 
support synchronous collaboration between educators and students (e.g. shared sessions, live 
co-editing, or real-time guidance). This limitation reduces opportunities for immediate 
interaction and live instructional support. The planned resolution is the introduction of 
WebSocket-based communication to enable real-time collaboration in a future release. This 
functionality is considered a medium priority, as it is not critical for the initial pilot deployment. 
 
The platform also lacks advanced content versioning within the Training Resource Hub. While 
educational content can be updated, there is no comprehensive mechanism to track content 
evolution, manage version histories, or revert problematic updates. This limitation makes long-
term content governance more challenging. The planned mitigation is the introduction of a Git-
based versioning system for content management. This gap is classified as medium priority, as 
manual versioning workarounds remain viable in the short term. 
 
Another identified gap relates to the absence of a bulk operations interface for administrative 
tasks. Currently, administrators must perform user management and content operations 
individually, which becomes inefficient at scale. The planned resolution involves the 
development of batch-processing APIs and a corresponding administrative interface. This 
functionality is assigned a low priority, as manual processes are acceptable for the limited scale 
of the pilot phase. 
 
The platform currently requires continuous internet connectivity and does not offer offline 
functionality. As a result, the platform is not usable in environments with poor or intermittent 
connectivity. The planned resolution is the implementation of Progressive Web App (PWA) 
capabilities in a later project phase, enabling limited offline access and synchronisation. This 
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gap is considered low priority, as offline access is not a requirement for the controlled pilot 
environment. 
 
Multi-language support is another identified gap. At present, the platform interface is available 
only in English, which limits accessibility for non-English-speaking users and restricts broader 
European deployment. The planned resolution is the implementation of an internationalisation 
(i18n) framework to support multiple interface languages. This functionality is assigned a high 
priority, as it is necessary for compliance with European deployment and inclusion objectives. 
 
The platform also provides limited support for advanced analytics export. While basic data 
exports (e.g. CSV) are available, there is insufficient flexibility in export formats and 
configuration options for research or external analysis. The planned resolution involves 
implementing a flexible export API supporting multiple formats and configurable data 
selection. This gap is categorised as medium priority, given that basic export capabilities are 
already in place. 
 
Finally, accessibility support requires further enhancement. While basic accessibility 
considerations are implemented, screen reader support remains incomplete and keyboard 
navigation requires improvement. This limitation affects usability for users with disabilities 
and may impact regulatory compliance. The planned resolution is a comprehensive WCAG 2.1 
AA compliance audit followed by targeted remediation actions. This area is considered high 
priority, as accessibility compliance is mandatory. 
 

6.4.2. Architectural constraints 
The current platform architecture reflects deliberate trade-offs made to support rapid 
development and pilot deployment, while introducing constraints that must be addressed as the 
system evolves beyond the pilot phase. 
 
A key constraint relates to the monolithic database architecture. Although the application 
follows a microservices-based design, all services currently rely on a shared PostgreSQL 
database cluster. This approach simplifies early development and operational management but 
limits scalability and resilience. The shared database represents a potential single point of 
failure and complicates independent service scaling and schema evolution. As platform load 
increases, this constraint introduces risks of database bottlenecks and migration complexity. 
The planned mitigation is the gradual transition toward a database-per-service pattern, which 
is foreseen as part of the post-pilot architectural evolution. 
 
Another constraint concerns synchronous service communication. Most inter-service 
interactions rely on synchronous REST calls. While this simplifies implementation and 
debugging, it increases coupling between services and raises the likelihood of cascading 
failures. Service degradation or unavailability in one component can directly affect dependent 
services, leading to higher latency or partial outages. To mitigate this risk, the architecture 
plans to introduce a more event-driven communication model, using message brokers for 
critical workflows. This enhancement is targeted for Phase 2. 
 
The platform also exhibits a strong dependency on external LLM providers, such as OpenAI 
and Anthropic. This dependency enables access to advanced language models but introduces 
limitations related to cost, rate limits, and external service availability. Disruptions or throttling 
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at provider level directly impact core platform functionality. Mitigation measures include the 
introduction of local model fallbacks, diversification across multiple LLM providers, and 
aggressive caching of frequent requests. These measures are applied progressively as part of 
ongoing optimisation activities. 
 
Session state management presents an additional architectural constraint. Session data is 
currently stored in Redis without persistent backup. While this simplifies session handling, it 
introduces vulnerability to cache failures, potentially resulting in session loss and user 
experience disruption. This approach also limits horizontal scaling flexibility. Planned 
mitigation includes implementing session persistence mechanisms and configuring sticky 
sessions at the load balancer level. These improvements are scheduled before the production 
launch. 
 
The existing file storage architecture represents a critical limitation. Files are stored within 
container volumes rather than a dedicated object storage service. This design does not scale 
effectively, lacks redundancy, and complicates backup and recovery processes. As usage 
grows, this constraint increases the risk of data loss, performance degradation, and operational 
instability. The planned mitigation is migration to managed cloud object storage (e.g. S3-
compatible storage or Azure Blob Storage), which is considered critical and scheduled before 
the production launch. 
 
Finally, the platform currently assumes a single-region deployment model. While adequate for 
pilot activities, this approach provides no geographic redundancy and may introduce higher 
latency for users located farther from the deployment region. In the event of a data centre 
outage, complete service unavailability remains possible. The planned mitigation is the design 
and implementation of a multi-region deployment strategy, which is considered a post-pilot 
enhancement. 
 

6.4.3. Technical limitations 
Several technical limitations are identified in the current platform implementation, primarily 
related to scalability, performance under load, and resource-intensive operations. These 
limitations do not prevent execution of the pilot phase but require targeted mitigation to support 
higher usage volumes and long-term operational stability. 
 
One limitation concerns concurrent user capacity. In the current configuration, platform 
performance begins to degrade beyond approximately 50 concurrent users, with acceptable but 
noticeable degradation observed up to around 100 concurrent users. Pilot activities are 
expected to involve 200–300 concurrent users, exceeding the platform’s current comfort zone. 
The primary bottlenecks include exhaustion of the database connection pool and an insufficient 
number of application server instances. Planned resolution measures include horizontal scaling 
of application servers, optimisation of database connection pooling, and the introduction of 
read replicas to offload read-heavy workloads. 
 
Another limitation affects large file processing, particularly for file uploads exceeding 100 MB. 
Such uploads frequently time out or fail, limiting the platform’s ability to support high-quality 
video-based educational content. This issue stems from synchronous upload handling, 
restrictive timeout configurations, and memory constraints. The planned mitigation involves 
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implementing chunked upload mechanisms, introducing asynchronous processing pipelines for 
large files, and increasing memory allocation where required. 
 
Analytics query performance presents a further constraint. Complex analytical queries require 
more than 10 seconds to complete when operating on realistic data volumes, which negatively 
affects dashboard usability during peak usage periods. This limitation is caused by insufficient 
database indexing and the absence of pre-aggregated analytics structures. Mitigation actions 
include the creation of materialised views for commonly used queries and the introduction of 
a dedicated time-series database for analytics workloads. 
 
The platform also experiences limitations in LLM response latency. During periods of high 
demand, chatbot response times occasionally exceed five seconds, resulting in a degraded user 
experience and increased conversation abandonment. This behaviour is driven by external API 
rate limits, sequential request processing, and the absence of response streaming. Planned 
resolutions include enabling streaming responses, introducing request queuing with 
prioritisation, and optimising response caching strategies. 
 
Search performance within the GenAI tool catalogue is another identified limitation. Full-text 
search operations become noticeably slower when the catalogue exceeds 10,000 tools, 
affecting tool discovery workflows. The primary bottleneck arises from the inherent limitations 
of PostgreSQL full-text search and insufficient indexing strategies. The proposed mitigation is 
the evaluation and potential adoption of a dedicated search engine (e.g. Elasticsearch), 
combined with improved indexing and query optimisation. 
 
Mobile usage highlights additional performance limitations. On mobile devices, the platform 
exhibits higher data usage and slower page load times, leading to a suboptimal user 
experience—particularly significant given that mobile devices represent a primary access 
channel for many students. These issues are attributed to large JavaScript bundle sizes, 
unoptimised media assets, and the absence of lazy-loading mechanisms. Planned 
improvements include code splitting, image optimisation, and progressive loading techniques. 
 
Finally, background job processing through the Celery task queue exhibits limitations under 
high load. When task volumes exceed approximately 50 tasks per minute, queues begin to back 
up, resulting in delayed analytics processing, notification delivery delays, and timeouts in batch 
operations. This limitation is caused by an insufficient number of worker processes and 
inefficient task implementations. Mitigation measures include increasing the worker pool, 
optimising task logic, and introducing task prioritisation to ensure time-critical jobs are 
processed promptly. 
 

6.4.4. Potential risks 
The current platform implementation presents a set of potential risks that span security, 
operational stability, and regulatory compliance. These risks are actively monitored and 
addressed through targeted mitigation measures to ensure platform robustness and readiness 
for pilot and subsequent deployment phases. 
 
Security risks 
One identified security risk relates to data breaches via API exploitation. Inadequate restriction 
of API responses or insufficient input validation may result in exposure of personal or sensitive 



 

 

64 

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not 
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA). 
Neither the European Union nor EACEA can be held responsible for them. 
 

data, with potentially severe GDPR implications and risk of student data leakage. Mitigation 
measures focus on conducting comprehensive security audits, enforcing strict API response 
minimisation, and strengthening input validation mechanisms. A dedicated security audit is 
scheduled for Month 6 to assess and address these risks systematically. 
 
Another security concern involves LLM content safety failures. Responses generated by 
external LLMs may occasionally include inappropriate or unsuitable content for student 
audiences if filtering mechanisms are insufficient. This risk has a high potential impact, 
particularly in educational contexts. Mitigation measures include the application of multi-layer 
content filtering, the introduction of human review processes for flagged content, and the use 
of parental control mechanisms where applicable. Content filtering capabilities are enhanced, 
and continuous monitoring remains in place. 
 
Session hijacking represents an additional security risk, potentially enabling unauthorised 
access to student accounts. JWT-based authentication tokens may be exposed to exploitation 
through cross-site scripting (XSS) vulnerabilities if not adequately protected. Mitigation 
strategies include the use of HttpOnly cookies, CSRF protection mechanisms, and regular 
security testing. Basic protections are currently in place, with penetration testing planned to 
further validate and harden session security. 
 
Operational risks 
A significant operational risk concerns database performance degradation during periods of 
high usage. Insufficient database optimisation and reliance on a shared database architecture 
may cause slowdowns or service unavailability, negatively affecting the user experience. 
Mitigation actions include continuous database performance monitoring, query optimisation, 
and the introduction of read replicas to distribute read-heavy workloads. Monitoring 
mechanisms are already implemented, and optimisation efforts are ongoing. 
 
Another operational risk is LLM provider outage. The platform depends on external LLM 
providers for chatbot functionality, and service disruptions at provider level may result in 
partial or complete unavailability of conversational features. Mitigation measures include 
support for multiple LLM providers, caching of frequent responses, and degraded operation 
modes that preserve limited functionality during outages. Multi-provider support is 
implemented, while further cache optimisation remains ongoing. 
 
The risk of insufficient pilot scaling is also identified. Optimistic performance assumptions or 
incomplete load testing may lead to degraded performance during pilot execution, potentially 
undermining user confidence and project outcomes. Mitigation measures include 
comprehensive load testing, phased pilot rollouts to control demand, and close monitoring with 
rapid response capabilities. Load testing is currently in progress, and a phased rollout approach 
is planned. 
 
Compliance risks 
A critical compliance risk relates to GDPR non-compliance. Incomplete implementation of 
data subject rights or insufficient audit logging may result in legal consequences or jeopardise 
project continuation. Mitigation measures include a formal GDPR compliance audit, legal 
review of data processing activities, and enhancement of logging, documentation, and 
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automated compliance checks. A compliance review is scheduled, and automated checks are 
already implemented. 
 
Another compliance-related risk concerns inadequate consent management, particularly in 
scenarios involving minors and parental consent. Incomplete validation of parental consent 
workflows or gaps in consent withdrawal mechanisms may lead to GDPR violations and 
stakeholder complaints. Mitigation actions include legal review of consent processes and the 
enhancement of consent management functionality. Basic consent mechanisms are operational, 
while a more comprehensive review and refinement are required. 
 

7. Risk Assessment and Mitigation Measures  
Technical risks 
 
Risk: 
System performance degradation, latency, or instability due to increasing user load, complex 
LLM pipelines, or evolving backend integrations. 
 
Mitigation Measures: 

• Adoption of a modular, containerized backend architecture to isolate and scale 
individual services. 

• Use of stateless API services combined with scalable storage and vector retrieval 
components. 

• Continuous monitoring of latency and resource usage across pipeline stages 
(classification, retrieval, response generation). 

• Gradual transition from prototype configurations to production-grade deployments 
following pilot evaluations. 

 
Operational risks 
 
Risk: 

• Disruptions to platform operation due to deployment complexity, service orchestration 
issues, insufficient monitoring, or limited operational capacity during pilot and early 
production phases. 

 
• Operational risks may arise from the coordination of multiple services, background 

jobs, and external dependencies, potentially leading to service downtime, delayed issue 
detection, or slow recovery from failures. 

 
Mitigation Measures: 

• ▫ Adoption of container-based deployment and service orchestration practices to ensure 
consistent environments across development, testing, and deployment stages. 

• ▫ Clear separation between development, pilot, and production configurations to reduce 
operational risk during scaling and feature rollout. 

• ▫ Implementation of centralized logging, monitoring, and alerting to detect service 
failures, performance degradation, or abnormal behaviour at an early stage. 

• ▫ Defined operational procedures for service restarts, incident response, and rollback in 
case of failed deployments or critical issues. 
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• ▫ Gradual pilot rollout with controlled user onboarding to limit operational stress and 
allow corrective actions before wider deployment. 

• ▫ Documentation of operational dependencies and responsibilities across technical 
partners to ensure coordinated response and maintenance. 

 
Interoperability risks 
 
Risk: 
Incompatibilities between platform modules (e.g., chatbot, recommendation engine, training 
hub, community space). 
 
Mitigation Measures: 

• Use of standardized REST/JSON APIs and clearly defined data schemas for inter-
module communication. 

• Versioned API contracts and schema validation to detect breaking changes early. 
• Early integration testing between dependent modules, particularly for recommendation 

workflows and feedback exchange. 
 

Data privacy & compliance risks 
 
Risk: 
Exposure of personal data, unintended retention of sensitive information, or non-compliance 
with GDPR and ethical guidelines, especially in conversational data and community 
interactions. 
 
Mitigation Measures: 

• Data minimization principles applied across all services, storing only strictly necessary 
user identifiers and interaction metadata. 

• Pseudonymization of user data in chatbot conversations and feedback records. 
• Secure authentication and authorization mechanisms (e.g., SSO, JWT-based access 

control). 
• Clear data retention policies and user transparency regarding data usage. 
• Moderation mechanisms and governance procedures for community spaces and chatbot 

interactions, including escalation paths for unsafe or inappropriate content. 
• Review and alignment of technical safeguards following EAB recommendations, with 

mitigation strategies jointly discussed and agreed among technical partners. 
 

LLM accuracy/hallucination risks 
 
Risk: 
LLMs may generate inaccurate, misleading, biased, or inappropriate content, which is 
particularly critical in educational settings. 
 
Mitigation Measures: 

• Restriction of chatbot knowledge sources to curated, project-approved content (no 
unrestricted web access). 
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• Use of retrieval-augmented generation (RAG) to ground responses in validated 
documents. 

• Implementation of guardrails, automated safety classifiers, and toxicity filters. 
• Human-in-the-loop escalation mechanisms for flagged interactions or user feedback. 
• Transparent communication to users regarding the chatbot’s role as an assistive tool, 

not an authoritative source. 
• Continuous evaluation of model behavior and prompt design, informed by pilot 

feedback and EAB guidance. 
 

8. Conclusion  
This deliverable establishes the technical, operational, and interoperability foundations of the 
GenAI4ED platform, providing a comprehensive reference architecture and a coherent set of 
requirements to guide platform implementation and evolution. Through the definition of 
platform-level and module-specific specifications, the document ensures a shared technical 
understanding across project partners and supports coordinated development activities 
throughout the project lifecycle. 

 
The proposed architecture demonstrates how Generative AI technologies can be integrated into 
an educational platform in a modular, scalable, and responsible manner. By adopting service-
oriented design principles, standardised APIs, and clearly defined integration patterns, the 
platform supports flexibility and extensibility while maintaining architectural consistency. This 
approach enables independent evolution of core components such as the real-time dialogue 
interface, recommendation engine, analytics services, feedback mechanisms, and training and 
resource hub. 

 
Security, privacy, and ethical considerations are embedded as cross-cutting concerns 
throughout the architecture. GDPR-aligned data handling, role-based access control, 
anonymisation strategies, and automated compliance checks reinforce a privacy-by-design and 
ethics-by-design approach that is essential in educational contexts involving minors. These 
safeguards ensure that innovation is balanced with accountability, transparency, and regulatory 
compliance. 

 
The document also provides a realistic assessment of the platform’s current maturity. Identified 
gaps, architectural constraints, technical limitations, and potential risks are explicitly 
documented alongside mitigation strategies, supporting informed decision-making and 
prioritisation for subsequent development phases. This forward-looking perspective enables 
the platform to evolve in a controlled and sustainable manner as it transitions from prototype 
implementation to pilot deployment and future scaling. 

 
In conclusion, this deliverable positions GenAI4ED on a solid technical and operational 
footing. It enables the project to proceed confidently toward pilot execution and broader 
adoption, while maintaining a strong commitment to educational value, trustworthy AI, 
interoperability, and long-term sustainability. 
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