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Executive Summary

This deliverable presents the Technical, Operational and Interoperability Specification and
Reference Architecture Design of the GenAI4ED platform. It provides a consolidated and Q
detailed view of the platform’s architectural foundations, core functional components, data a
model management strategies, and cross-cutting security, privacy, and complianc
mechanisms that collectively enable the responsible use of Generative Al in se
education.

The document defines a modular, service-oriented platform architecture that 4 ates real-
time conversational GenAl capabilities, evaluation and recommendatio %ces, public
feedback and rating mechanisms, analytics dashboards, community inte n $paces, and a
publicly accessible training and resource hub. Each component igwdeSigned to operate
independently through well-defined interfaces, while contribztin&o‘a coherent and

interoperable ecosystem that supports diverse educational use ¢ and Stakeholder needs.

principles. GDPR-aligned data flows, role-based ontrol, anonymisation and
pseudonymisation strategies, and LLM-based automfated compliance checks are embedded
directly into the platform architecture. These safeguards ensure that GenAl functionalities are
deployed in a transparent, trustworthy, and leg pliant manner, particularly in contexts

involving minors and sensitive educational das"
The deliverable also documents the reference architecture, early integration activities, and

preliminary validation outcomes, alongsjdé identified gaps, technical constraints, and potential
risks. These findings establish a rdalistic baseline for subsequent development phases and
inform planned mitigation and.gv@lution strategies. Overall, this document provides a robust
technical and operational a ion for GenAI4ED, supporting scalable deployment,
continuous improvem ofig-term sustainability of the platform.

A strong emphasis is placed on privacy-by-design, security-b§-design, and ethics-by-design
:nsxs
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1. Introduction

This document presents the Technical, Operational and Interoperability Specification and
Reference Architecture Design of the GenAI4ED platform. It provides a comprehensive
description of the technical foundations, architectural principles, and operational Q
considerations that underpin the design and implementation of the platform across the proj ec%
lifecycle.

The GenAI4ED platform is conceived as a modular, GenAl-enabled educational envi@nt
that supports safe, transparent, and pedagogically appropriate use of Genetat Al
technologies in secondary education. This document establishes a sh Qﬂnical
understanding among project partners and serves as a guiding reference @V opment,
integration, validation, and future evolution of the platform.

In addition to defining architectural structures and integration mec?-s, the document
addresses cross-cutting concerns such as scalability, interoperabilify, security, data protection,
and regulatory compliance. By doing so, it ensures that techpical thnovation is aligned with
ethical, legal, and operational requirements relevant to educdtiofial contexts.

1.1. Purpose and Scope of the Document &
ne

The purpose of this document is to formally defi e technical architecture, operational
requirements, and interoperability framework_ o @ enAl4ED platform. It translates project
objectives, user needs, and functional requirementsinto concrete technical specifications that

guide system design, development, and integgation activities.

/

Within its scope, the document:
e Specifies platform-level%nodule-speciﬁc requirements for all core components,

including the real-time*dialegue interface, recommendation engine, community space,
public feedback and gating system, analytics dashboard, and training and resource hub.
e Describes the teferénce architecture of the platform, detailing frontend and backend

e Doc ecurity, privacy, and compliance mechanisms, with particular emphasis
O%R-aligned data handling, role-based access control, and LLM-based automated
compliance checks.

esents findings from early integration and validation activities, including identified
Q gaps, architectural constraints, technical limitations, and associated risk mitigation
strategies.

Q“i he document focuses on the technical and operational aspects of the platform. Pedagogical

frameworks, user engagement strategies, and educational impact assessments are addressed in

O complementary project deliverables. The specifications presented herein establish a baseline
architecture that is expected to evolve iteratively as the platform progresses from prototype
development to pilot deployment and wider adoption.
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1.2. Methodology

The preparation of this document follows an iterative, architecture-driven methodology that
combines requirements engineering, modular system design, and early technical validation.

This approach ensures that architectural decisions are grounded in real use cases, stakeholder Q
needs, and practical implementation constraints.

Platform requirements are initially derived from project objectives, stakeholder analysis
user scenarios defined across relevant work packages. These inputs are consolidato
platform-level and module-specific requirements, ensuring consistency and eability
between functional needs and technical design choices. Qs

The reference architecture is developed using a layered and service-orient Qn approach,
separating user interfaces, backend services, data and model managementg’and security and
compliance mechanisms. This separation of concerns supports scalabil ntainability, and
independent evolution of platform components, while enabling pwl velopment activities

among project partners.
Interoperability considerations are addressed through thﬁ&c adoption of standardised

RESTful APIs, shared data models, and versioned imterfaces. This ensures reliable
communication between internal modules and f@tﬁes future integration with external
e

educational platforms, GenAl tools, and third-p ices.

following security-by-design, privacy-by-design, and ethics-by-design principles. GDPR
requirements, risk analysis, and automated/compliance mechanisms are incorporated alongside
technical implementation decisionE ensliring regulatory alignment from the outset.

Security, privacy, and ethical considerati% embedded throughout the design process,

Finally, early integration effértS\and preliminary testing activities provide practical feedback
on architectural assumpti ~$ tified constraints, gaps, and risks are documented and used
to refine the architect Xprioritise mitigation actions, ensuring that the platform design
remains robust, reali % aligned with both pilot and long-term deployment objectives.

—

D Ecosystem Overview
m Vision and Core Capabilities

]. Modular GenAl-enabled educational environment
Th€ GemAI4ED platform is designed as a modular, GenAl-enabled educational environment
t&upports flexible learning, guidance, and evaluation across diverse educational contexts.
platform adopts a modular architecture to enable the independent development,
eployment, and evolution of its functional components, while maintaining coherent user
experiences and consistent governance.

O At its core, the environment integrates GenAl capabilities to support real-time dialogue,
personalised recommendations, access to curated educational resources, and continuous
feedback collection. These capabilities are exposed through interoperable services that interact
via well-defined interfaces, allowing each module to operate autonomously while contributing
to a unified educational ecosystem.
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The modular design enables the platform to accommodate different user roles—students,
educators, parents or guardians, and administrators—each interacting with the system through
role-aware interfaces and tailored functionality. GenAl services adapt their behaviour
according to user role, context, and learning objectives, supporting age-appropriate interaction, Q
pedagogical relevance, and institutional requirements. @

Interoperability between modules is achieved through standardised APIs and shar
models, ensuring that components such as the real-time dialogue interface, recomme
engine, training and resource hub, analytics dashboard, and public feedback
exchange information seamlessly. This approach supports the reuse of services multiple
user journeys and facilitates integration with external educational systems anQnA tools.

The environment is designed to support both real-time and asynehrofmous interactions.
Conversational GenAl services provide immediate guidance and up%while background
processes handle analytics, evaluation, and content manage\v& out impacting user
experience. This separation ensures responsiveness, scalabili bustness under varying

design, privacy-by-design, and ethics-by-design prihciples. Data protection, transparency, and
user trust are embedded at platform level, ens hat GenAl functionalities are deployed
responsibly and in compliance with applicablS ory and ethical frameworks.

usage conditions
Finally, the modular GenAl-enabled environment iw‘&velopeﬂ in alignment with security-by-

2.1.2. Role of LLMs across interactiow, recommendation compliance
Within the GenAI4ED ecosystem, La;g€ Language Models (LLMs) serve as the central
intelligence layer supportmg user, interaction, platform navigation, and personalised
idget will be available across the entire platform,

respond to user queries usimgnts/internal knowledge base and by retrieving information from
platform resources, in%; ¢ uploaded documents in the Training Hub and other structured
d

content. Beyond conversational capabilities, the chatbot will assist users by
recommendmg 1%&&3 GenAl tools, guiding them through platform functionality, and

i6n stupport. It will also be designed to leverage previous conversations and
limited user- ided information (user profile) to improve relevance and coherence. Overall,

the LLM-powered chatbot serves as an integrated support component that enhances usability
and gement across the platform

.2.  Architecture Perspective: Platform Components
; 2.2.1. UI/UX Layer

E The UI/UX layer serves as the primary point of interaction between users and the GenAI4ED
platform. It is responsible for presenting data provided by backend services in a clear,
accessible, and user-friendly manner, while capturing user input and user preferences across
all supported roles.

The frontend is implemented as a modern web application, following a component-based
architecture that enables modularity, reusability, and maintainability. It consumes backend
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functionality exclusively through RESTful APIs and does not embed business logic or data
processing responsibilities.

The UI adapts dynamically based on user roles, ensuring that users are presented only with
functionality and information relevant to their permissions. @Q

Accessibility and usability are treated as first-class concerns. The frontend follo
accessibility-by-design principles aligned with WCAG 2.1 AA guidelines, supporting ke
navigation, screen readers, semantic markup, and sufficient colour contrast.@e
considerations ensure inclusive access for all users and support regulatory compli

Responsive design principles are applied to ensure that the platform re usable and
accessible across a wide range of devices, including desktops, laptops, bile devices,
supporting diverse usage contexts and learning environments.

2.2.2. Backen and Service Layer x §
1 the

The Backend Layer acts as the central orchestration hub for odules and processes of
the platform. It is designed to support a modular GenAl-gn educational environment,
employing a service-based architecture to facilitate securé*data flow, chatbot integration, and
recommendation logic.

The backend is implemented using Django and the Django REST Framework (DRF), utilizing
Docker for containerization to ensure consistcht deployment. The service layer is responsible
for the following core functions:

e Orchestration: The backen man(ges the data flow between the UI/UX layer and the
Data/Model layers. It izes the project into distinct Django apps including
authentication, tools eatalegue, training resource hub, evaluation, analytics and the

’al modules work seamlessly together.
M€ backend integrates key services to ensure consistent delivery.
Real-Time dialogue interface, and the Evaluation and
ngine, along with the Chatbot Service.

o Interopetability: The platform adheres and enforces strict API standards using the

RES %cture. It utilizes API Gateway technologies to integrate the external GenAl
t d Supports RAG systems for educational content.

&curl vy Enforcement: The backend utilizes modern authentication and authorization

chniques, with a Single Sign On implementation, to ensure consistent user access to
Q all services and modules. In addition, OAuth 2.0 and JWT is also implemented to secure
all data flows and to ensure alignment with GDPR requirements.

Q“ 2.2.3. Data and Model Layer
O The Data and Model Layer constitutes the foundational storage and data management layer of

the GenAI4ED platform. It serves as the central organisational unit for the persistence,
structuring, and retrieval of platform data, supporting both operational functionality and
analytical processes. Efficient and reliable data storage and retrieval within this layer are
essential to ensuring platform performance, a consistent user experience, and robust data
security.
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Data persistence within this layer is implemented through a set of interconnected databases,
designed to support the platform’s modular architecture and diverse functional requirements.
The platform relies on a relational database approach to maintain data integrity, enforce
relationships between core entities, and support structured querying across services.

At the core of this layer, the platform uses PostgreSQL as the primary database manageme t@:
system. PostgreSQL is deployed within the Docker-based infrastructure and forms part of thé
internal platform network, enabling secure and reliable access by backend servi
O
S

interactions with the database are mediated through backend APIs, which are respons r
data validation, retrieval, and persistence, ensuring a clear separation between b@ ggic

and data storage.
The Data and Model Layer is structured around a set of well-defined data u@ schemas,
each aligned with specific functional domains of the platform:

e The User model is implemented as a custom user schem the%’ports all required
attributes for different user roles, including students%ca rs, and parents or
guardians. This model enables role-based access comtrol, profile management, and
personalised interactions across the platform. %

e The Tool Catalogue model stores comprehensi etadata related to GenAl tools,
including descriptive attributes, categorisationstags (such as subject area, task type, and
age band), and evaluation metrics derived fi ser feedback and usage patterns. This
model supports tool discovery, evaluatig id recommendation processes.

e The Educational Resources model, managed/through the Training and Resource Hub,
handles structured educational césuch as tutorials, documents, and video
materials. These resources are linked t®& user progress records, enabling the platform to
track completion, engagement, ap(f learning pathways.

e The Analytics model captares usage analytics and performance metrics, storing
engagement data ge cross platform interactions. These datasets support
monitoring, reporti@n personalisation workflows, and are utilised by the

refine and adapt recommendations over time.

recommendatio eh&
2.2.4. Wq %tomation Layer

This layer handles ronous processing, data pipelines and operations to ensure platform

responsiven: d plaintainability.
y;onous task processing: Heavy computational tasks, such as generating

o LAs
Qlélytics reports, processing bulk imports, integrating tools or sending notifications are
offloaded to asynchronous task processing units like celery.
Data Pipelines: The modular architecture and deployment requires data pipelines to
?\ ensure consistent and secure data flow from the modules to the backend orchestration
Q~ system.
e CI/CD Pipelines: development workflows are automated using GitLab CI/CD. This
O includes automated testing, code quality checks, and deployment routines to ensure
rapid and reliable updates.

2.2.5. Security and Privacy Layer
The Security and Privacy layer embeds compliance and protection mechanisms directly into
the architecture, ensuring adherence to GDPR and providing a safe environment for students.
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e Authentication & Access Control:
o The main authentication and authorization system is Keycloak SSO, with the
parallel use of OAuth 2.0 and JWT to ensure that the platform has completely secure

communications and sessions.

o The authentication takes place with a role based access control mechanism to ensure Q
that students, educators, parents and administrators have access to appropriat,
endpoints and data.

e Data Protection and GDPR:
o Encryption: Sensitive data like passwords, and personal data are encrypteg
the storage process.

o Consent Management: Dedicated models manage user consent and pri policies
during the onboarding process

2.3. GenAI4ED Modules as Integrated Functional Componvz

2.3.1. Real-time dialogue interface &

The Real-Time Dialogue Interface is the primary point of int€ractidn between users and the
GenAI4ED platform’s conversational Al services. It pro u%n always-available chatbot
widget embedded across all major modules, enahkw% mooth and context-aware
communication throughout the user journey. Thg’ interface supports natural language
interaction in real time, allowing users to ask quéstiens, request guidance, or navigate the
platform more efficiently. It acts as an orche @ layer that connects the frontend with
backend services, ensuring that responses ‘ ed in a coherent, safe, and personalized
manner.

Key functional characteristics include:
e Document-Aware ResponsesiJt can draw on educational resources stored within the
platform, such as traini material to provide grounded, domain-appropriate

answers.

e Tool and Resourge mendations: When appropriate, the interface can initiate
recommendatio@ ows, helping users identify suitable GenAl tools based on their
expressed .

o Adaptiv gation Support: Users may request help navigating the platform, and the

interf: oyides step-by-step guidance or directs them to the appropriate module.
. Saﬁt%l ed Interaction: The dialogue interface integrates with the platform’s
oderation and safety mechanisms, ensuring compliant and age-appropriate
&nmunication.

3.2. Public feedback and rating system
Public Feedback and Rating System provides a structured mechanism for users to share
eir experiences, evaluate GenAl tools, and contribute suggestions for improvement across
the platform. Integrated throughout the GenAI4ED environment, it enables students, teachers,
O and parents/guardians to submit feedback on tools, learning activities, and platform
functionalities in a transparent and user-friendly manner.
This component includes:
e Tool-Level Ratings: Users can score tools based on usefulness, clarity, relevance, and
overall experience, supporting the identification of high-performing and
underperforming functionalities.

the European Union
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e (Qualitative Feedback and Comments: In addition to numeric ratings, users can provide
short textual feedback to highlight strengths, limitations, or contextual issues
encountered during use.

interaction points (e.g. after tool usage, chatbot responses, or training resourc

e Context-Aware Feedback Collection: Feedback prompts are presented at appropri&@:

completion) to ensure relevance and meaningful input. Q
e Anonymised User Attribution: Feedback is associated with anonymised u lers
and roles, enabling role-specific analysis while preserving priva GDPR

compliance.

e Moderation and Quality Control: Basic moderation me gs support the
identification and handling of inappropriate, duplicate, or low-q@ality submissions to
ensure reliability of collected feedback.

e Continuous Improvement Loop: Collected feedbacktis egated and made available
to project partners and platform administrators t h analytics and reporting tools,
informing iterative refinement of tools, recomsiendations, and platform functionalities.

e Integration with Evaluation and Anal t@gregated feedback data feeds into the
evaluation and recommendation engi d the analytics dashboard, supporting
evidence-based decision-making, trend analysis, and impact assessment.

2.3.3. Data analytics dash oard/
The Data Analytics Dashboard es users with a consolidated and intuitive overview of
platform-related insights the visual summaries and structured content blocks. The
interface presents aggregated ators, trends, and highlighted resources supplied by backend
& nick comprehension and informed navigation.

analytics services, sup%
The dashboard or formation into clearly delineated sections, such as recently accessed
tools, reco edyor new resources, and high-level visual summaries, allowing users to

orient themi s within the platform at a glance. Content visibility and presentation adapt

dynamic sed on user roles, ensuring relevance and appropriate access.
T tend focuses on clarity, responsiveness, and accessibility of analytics-related
i ation, while all data aggregation, computation, and personalisation logic remain the

nsibility of backend services.

Q~ 2.34. Evaluation and Recommendation Engine

The Evaluation and Recommendation Engine serves as a core intelligence component within
the GenAI4ED platform, supporting personalised guidance for students, teachers, and parents.
It operates by analysing user inputs, interaction history, contextual metadata, and predefined
pedagogical rules to suggest the most relevant GenAl tools, resources, and learning pathways.
The evaluation will rely on the evaluation framework defined through the project through a co-
design approach, as described in Deliverable D2.3: The GenAI4ED evaluation framework.
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Key functionalities include:
e Context-Aware Recommendations: The engine processes structured information
extracted from chatbot interactions (via a shared JSON schema) to understand user
needs, goals, and constraints, ensuring recommendations remain aligned with the
educational context. Q
e Integration with User Profiles: Where permitted, the engine incorporates us
preferences, past tool usage, and conversation history to provide more relevant_ an

personalised suggestions.

e Dynamic Clarification Queries: When necessary, the engine can prompt the o
request additional information from the user, ensuring recommendations cclirate
and well-scoped.

e Pedagogically Grounded Decision Logic: Recommendations are gegnegdted based on
validated educational criteria, such as task type, age suitability,it e load, and

curriculum alignment.
Properties that reflect the ability of the user to operate said tog (corhpatibility, operating

system, accessibility parameters) will have strict priority over al¥other criteria.
2.3.5. Training resource hub
The Training Resource Hub serves as a centralised s point for structured learning

materials, including interactive modules, guides, vidgés, and downloadable resources provided
by backend services. The Ul enables users to diseovemand navigate content through search,
filtering mechanisms, and clearly defined contegories.

Training resources are presented using consis ual cards and sections that communicate
key information such as module scope, est1 duration, and progression status, supporting
user orientation and learning flow. User interactions, such as resource selection and navigation
between learning formats, are handled ayf{;: Ul level, while content management and progress
tracking are managed by backend,s
The frontend ensures that thesltaining Resource Hub remains accessible, responsive, and
usable across devices, sup gidiverse learning contexts and user needs.

3. Technicaly” ) Operational and  Interoperability

Requi nts
3.1. &%ﬁal Requirements

3.1,1. latform-level requirements
The ﬁ?MED platform is conceived as a unified, modular, and secure digital infrastructure
t upperts the delivery of GenAl-enabled educational services across diverse user roles and
i&mction contexts. At platform level, the architecture establishes a common foundation that
% es consistent behaviour, interoperability, and compliance across all functional modules.

and administrators, through centrally managed authentication and authorisation mechanisms.
Role-based access control is enforced consistently across all services and interfaces, ensuring
that users interact only with functionalities and data appropriate to their role.

OQ The platform supports multiple user roles, including students, educators, parents or guardians,

Interoperability is a core platform requirement. All platform capabilities are exposed through
well-defined RESTful APIs using standardised data formats, enabling reliable communication
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between internal components and providing a clear integration layer for future external
systems. This approach allows individual services to evolve independently while maintaining
coherent platform operation.

The platform supports both real-time and asynchronous interaction patterns. Real-time Q
capabilities enable conversational GenAl interactions and responsive user experiences, whil
asynchronous processing underpins analytics, feedback aggregation, and backgroun
operations. This separation ensures that computationally intensive tasks do not compromi

responsiveness of user-facing components.

scale horizontally, supporting increased user loads and expanded func ity without
architectural restructuring. Modular service design and container-base ment enable
independent updates, controlled rollout of new features, and long-terrn?al‘ inability.

rinei

Scalability and extensibility are fundamental design requirements. The platformeis d€signed to
loa

Operational reliability is addressed through fault-tolerant desj%a iples. The platform
incorporates mechanisms for service isolation and gracefifl . degsadation, allowing core
functionalities to remain available even when individual co ents or external dependencies
experience disruptions. \K

Security and privacy are embedded as cross-cutting\platform requirements. The platform
implements secure authentication, encrypted da smission and storage, audit logging, and

protection against unauthorised access or nfi rivacy-by-design principles guide data
handling across the platform, ensuring tha al data is processed lawfully, transparently,

and proportionately. /

Compliance with GDPR and relevant data protection regulations is ensured through platform-
level mechanisms for conse nagement, data minimisation, anonymisation or
pseudonymisation for anal d enforcement of retention and deletion policies. These
controls apply consisten es§ all modules, supporting regulatory compliance and user trust.

Finally, the pla iss/designed to remain provider-agnostic with respect to GenAl
d integration interfaces enable the use of multiple external or locally
de

t

technologies. Stan:
deployed G @ Is and support future substitution or extension without disrupting
platform _ functtedality. This flexibility supports long-term sustainability, regulatory
adap% Jand cost-effective operation.

3,1.20 Module-specific requirements
Real-Time Dialogue Interface requirements (Chatbot)

%sage Handling & Conversation Management
Q~ e Ability to send, receive, and display user messages in real time.
e Maintain conversation history per user/session.
O e Support role-based prompts depending on user type (student/teacher/parent).
o Intent Classification & Routing
e Automatically detect whether a user request is informational, or recommendation-
related.

e Route classified requests to the appropriate backend component (RAG,
recommendation engine, etc.).
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o Context Retrieval using Retrieval Augmented Generation (RAG)

e Retrieve relevant documents, guidelines, or resources from the platform’s vector
database.

e Integrate contextual snippets into LLM response generation.

o Generation of Al Responses Q
e Produce safe, accurate, and context-aware responses. @
e Stream responses to the Ul to improve user experience. A

o Personalisation Capabilities @

) or

e Use available profile data, previous interactions, and learning preference
responses.

Community Space requirements Q
The Community Space allows users to interact and communicate tth a user-friendly
multilingual environment.
Role-Based Access Management

e Support restricted channels, private groups, and ated discussion spaces
depending on user type.
Integration with Platform Identity System
Enable SSO and consistent user access across the z?kAMED platform.
Safety & Moderation Tools
Provide mechanisms for reporting, @ra ton workflows, and channel-level

permissions.

Content Organisation $
e Maintain a clear channel structure aligned with platform modules (teaching resources,
tool discussions, support, etc.). /

Recommendation Engine req I%-ts
Schema-Based Data Excha
e Support a prede shared JSON schema for transmitting user needs, task
descriptions, a cwant metadata.

e C(Clarification*ho

Detect nformation and trigger clarifying questions through the chatbot
inter necessary.
e Reco dation Retrieval

. he recommendation engine API and receive suggested tools, resources, or
athways.

liver structured recommendation results back to the chatbot for contextualisation.
Compliance Filtering

?‘0 Ensure that recommendations respect age restrictions, licensing rules, and institutional
Q. constraints before being presented.

Q Public Feedback and Rating system
Feedback Capture

e Allow users to evaluate Al responses, tools, and recommendations.

e Aggregation & Analysis

e Store and aggregate feedback for later analysis by educators, administrators, and system
developers.
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Data Analytics Dashboard requirements
Metrics Visualisation
e Present aggregated usage, engagement, feedback, and performance metrics in an Q

intuitive dashboard interface.
e Support visualisations such as charts, summaries, and indicators based on backen -@
provided data.

Backend-Driven Analytics O
e Rely exclusively on backend services for metric calculation and aggregati@

e Consume only validated, pre-processed datasets through secure APIs.

Filtering and Exploration Q
e Support filtering, sorting, and navigation across time periodv oles, tools, and

resources.
e Enable efficient exploration of analytics results without iMipagting system performance.

administrator).

Role-Based Access
e Restrict visibility of analytics views and datasets based on user role (e.g. educator,
e Ensure compliance with data minimisatioﬁt

ivacy requirements.

Training and Resource Hub requireme
Content Access and Organisation
e Provide public access to educational resources without requiring user authentication.
e Organise content into clear teggizes and modules to support discoverability and reuse.

Metadata and Search
e Associate each res%n ith structured metadata (topic, target audience, language,

educational lev€l, licénce).
e Support se a Itering based on metadata attributes.

Redirect-Bas

e Enab
appleable.

&early inform users when transitioning to third-party platforms.

egration
less redirection to external resources or embedded environments where

Ethical and Legal Considerations

?0 Ensure transparency regarding content provenance, licensing, and intended educational
use.

02 e Limit tracking to aggregated, non-identifying usage metrics.
3.2. Technical Requirements

The platform requires scalable computational resources to handle users, processes like data
analytics, AI model operations and the large number of concurrent APl communications
between modules.
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e CPU resources: Multi-core processors (minimum 8 cores) for handling Django
application servers, database operations, and general backend processing. Horizontal
scaling capability to accommodate increasing user loads.

e Memory: Minimum 16GB RAM per application instance, with scalability to 32GB+
for production environments handling multiple concurrent sessions and data processing @Q

tasks.

Compute (CPU/GPU) Q
The GenAI4ED platform must support both pilot-scale operation and during-/posct
public usage, ensuring reliability, scalability, and acceptable performance u ying

workloads. The following technical requirements are derived from expected pilotusage and
the architectural design of the platform modules, with particular focus on the me dialogue
interface.

Expected Usage and Load Y
e Pilot phase: Approximately 600-700 registered users ovﬁ:ri d of three months.

e Concurrency assumption: User activity is not expgCted to®be fully concurrent; a
conservative estimate assumes 5-10% peak con: , corresponding to 40-75
concurrent users.

e Post-launch phase: The platform should be scalable to accommodate a growing number

of users with unpredictable access patte
The GenAI4ED platform backend is designed rQlte efficiently under moderate concurrent
load during the pilot phase and to scale for -project usage.

/

pilot-scale deployment.
orchestration, authentication, request routing, conversation
al, and communication with external Al services.

CPU:
e 4-8 vCPUs are sufficien

e CPU resources suppQ
management, vectQr

GPU:
e Notrequi @* pilot or production deployment when LLM inference and embeddings
are pr. dWwia external APIs (e.g., OpenAl).

e GPU%e es were used during prototyping for local inference (via Ollama) but are
n datory in the reference architecture.
o £ Optional GPU support may be considered for future hybrid or on-premises
loyments.
ge

he platform requires persistent and scalable storage to support conversational data, user
interactions, feedback, and training resources.
O Structured storage:
Relational or lightweight databases (e.g., SQLite during prototyping, scalable Relational
Database in production) for chat histories, user metadata, feedback and ratings.

Vector storage:
A vector database (e.g., ChromaDB) for storing embeddings of Training Hub documents,

Platform metadata, Contextual knowledge for RAG-based chatbot responses.
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Estimated capacity:
e Storage requirements scale linearly with the number of users and uploaded resources.
e Pilot-scale storage needs are modest and can be accommodated by standard cloud Q

volumes. @
Primary Database Storage:

PostgreSQL database requiring minimum 100GB storage, expandable based on user gre
and data retention policies. SSD-based storage recommended for optimal query perfo @

File Storage:
Dedicated storage for educational resources, user uploads, and media @ Minimum
500GB with expansion capability. Implementation through cloud object s @ e (&.g., AWS S3,
Azure Blob Storage) or network-attached storage. ?‘

Backup Storage: xﬂ

Automated backup system requiring storage equivalent to 1509 of primary database size, with
retention policies aligned with GDPR requirements. 3

Cache Layer:
Redis or similar in-memory data store with 4-8GB algcation for session management, API

response caching, and real-time data operations

Networking and bandwidth
Reliable and low-latency networking is required to support real-time interaction and integration
with external services. /“
Outbound connectivity is requir communication with:
e External LLM and e ing APIs
Bandwidth considerations:

e Chatbot interacti N primarily text-based and have low bandwidth requirements,
especially Whe%pressed (e.g. in HTTP messages).
e RAG ope olve local vector retrieval, minimising external data transfer.

. Strean@ onses from LLM APIs require stable but moderate bandwidth.

Latency sensi
o Lowlatency connections improve perceived responsiveness of the chatbot and
recommendation workflows.
Q’ o0 hard real-time constraints are imposed.
al Network:

igh-speed internal networking between Docker containers and services. Minimum 1Gbps for
Q‘mter—service communication.
External Bandwidth:
Minimum 100Mbps symmetric connection for production deployment. Bandwidth scaling
based on concurrent user estimates (approximately 1-2Mbps per 100 concurrent users).

CDN Integration:

Content Delivery Network implementation for static assets, educational resources, and media
content to reduce latency and bandwidth consumption on origin servers.
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API Rate Limiting:
Network-level traffic management to prevent abuse and ensure fair resource allocation across
users.

3.2.1. Model serving (LLM/local/hybrid) :
The GenAI4ED platform follows a flexible model-serving strategy to balance performaQ

cost, and compliance. O
External model serving (primary approach):
e LLM inference and embedding generation are performed via trusted ext; roviders.

e This reduces infrastructure complexity and allows rapid scaling.
Local model serving (prototype / optional): ?
e Local inference (e.g., via Ollama) has been validated dun&ave opment.

e Enables testing, experimentation, and potential foffline® or privacy-preserving

deployments. 3
Hybrid deployment readiness:
e The chatbot pipeline is modular and pro ostic.

e Supports switching between externa and local models without architectural
changes.

e Allows future compliance-driven or ¢@st-optimised deployment strategies.

nts/
ment

3.3. Operational Require
3.3.1. Deployment eg %ﬂ
The GenAI4ED platform bai designed to operate within a lightweight, container-based

deployment environme N ¢ virtual machine or container host is sufficient for pilot-scale
deployment.

The deploymentemfironment hosts the following services:
e AF -based chatbot service handling user interactions and orchestration of the
cbg%p eline.
e #A relational database (SQLite during prototyping; PostgreSQL or equivalent
commended for production).
Q A'vector database (ChromaDB) using a persistent local volume for embedding storage.
Optional local embedding service (e.g., via Ollama) for experimentation or hybrid
?\ deployments.

Q. e Containerization: Docker-based deployment architecture ensuring consistency across
development, staging, and production environments.
e Orchestration: Docker Compose for development and testing environments.
Kubernetes or Docker Swarm recommended for production deployment to enable
automated scaling and service management.
e Environment Configuration: Separate configuration profiles for development, staging,

and production environments with environment-specific variables for database
connections, API keys, and service endpoints.
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External LLM APIs (e.g., OpenAl) are used for large language model inference, reducing local
compute requirements.

3.3.2. CI/CD pipelines Q
Continuous Integration and Continuous Deployment (CI/CD) pipelines are essential fo
ensuring reliability, traceability, and rapid iteration.

Recommended tooling: O
e GitHub Actions (or equivalent CI/CD platform). Q.

Core pipeline stages include: Q
e Code linting and automated testing.
e Container image build and versioning. ?‘

e Unit (e.g. module, function) testing.
e Automated deployment to the target environment.

Additional automated checks include contract (integrati@ for API compatibility
between:

e Frontend and chatbot services.
e Chatbot and recommendation engine (J SOWma validation).

Version Control:

e GitLab-based repository managem: ith*protected branches for production code.
Automated Testing: I/
e Integration of unit tests, imtegration tests, and end-to-end tests in the CI pipeline.
Minimum 80% code co equirement for backend services.
Build Automation:

e Automated Do \muge building and tagging for each commit to main branches.

Deployment Au :
e Automdt loyment to staging environments upon successful test completion
e Manual oval gate for production deployments.

3&2 Logging and monitoring
(inti | monitoring is required to ensure performance, reliability, and cost control.

% cation-level logging:

e Request latency per chatbot pipeline stage (classification, schema filling, retrieval, final
Q. response).

e Error tracking for external API calls, including retry counts and rate-limit events.

e Conversation throughput (requests per minute).

e C(Centralized logging system collecting logs from all Django applications and services.
e Structured logging format (JSON) for efficient parsing and analysis.

Data and retrieval monitoring:
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e Vector database query latency.
e Retrieval success rates.

Cost and usage monitoring:

e Tracking usage of external LLM APIs via provider usage endpoints. @Q

Monitoring tools:
e Metrics can be exposed to external monitoring systems (e.g., Grafana) for visualizatio
and alerting.

Performance Monitoring:

e Application Performance Monitoring (APM) tools tracking respo Qes, database
query performance, and resource utilization. Q

Health Endpoints: ;

e Specialized endpoints for docker containers health chec
These logging and monitoring systems will be centralized i min page.

3.3.4. Maintenance and update cycles
The platform supports ongoing maintenance and ev&)n throughout and beyond the project

e Ability to switch or upgrade model pteviders based on performance, cost, or regulatory
considerations.
e Regular evaluation of mod outpés for quality and compliance.

lifecycle. O
Model lifecycle management: . é

System updates:
e Updates to chatbotpipelines, system prompts, and orchestration logic.
Is and inter-service communication.

e Schema updat
e Feature extq s driven by pilot feedback.

Knowledge bafe mamtenance:
e Emb efresh procedures triggered by changes in the Training Resource Hub.
0&1 for incremental updates when new documents or resources are added.
lar

pdates:
RQ Regular maintenance windows for applying security patches, dependency updates, and
minor feature releases.

QQ Database Maintenance:

e Regular automated database optimization including index rebuilding, statistics updates,
and cleanup operations.

Backup Verification:
e Regular restoration tests to verify backup integrity and recovery procedures.
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This operational approach ensures the GenAI4ED platform remains adaptable, compliant, and
sustainable over time.

3.4. Interoperability Requirements

34.1. API standards (REST/JSON, xAPI, metadata schemas) Q
mleQ
d

The GenAI4ED platform adopts widely used, interoperable API standards to ensure sea
communication across platform components and compatibility with external systems.

All services follow RESTful architecture principles, using resource-based URLs a

HTTP methods (GET, POST, PUT, DELETE, PATCH), together with appro TTP
status codes. JSON is used as the primary data exchange format for all equests and
responses, supported by strict schema validation to ensure data consistenc obustness.

To support platform evolution and long-term maintainability, API v ning is applied
through versioned endpoints (e.g., /api/vl/), ensuring backward tibility as new

functionalities are introduced.

Standardised JSON schemas are defined for core data excha@uding:

e User profiles and onboarding data
e Communication between the chatbot, recommeéndation engine, and feedback
components &

Where relevant, metadata structures are alig
practices (e.g., topic, target audience, educati
description and improved interoperability.
The architecture is also designed to be cempatible with Experience API (xAPI) standards,
enabling future integration with le§in analytics tools and external Learning Record Stores

@ ith established educational metadata
&vel, language), enabling consistent content

(LRS) for activity tracking and experience monitoring, if required.

3.4.2. Internal intgrpergpility between modules
Internal interoperabili & core design principle of the GenAI4ED platform, ensuring
coherent operation c@unctional components while allowing each module to evolve
independently. Q~

documen dpoints, data contracts, and consistent use of JSON schemas. This enables
reliabl€ and transparent interaction between core components, including the Real-time
i Interface (chatbot), Recommendation Engine, Feedback System, Training Resource
{and Analytics Dashboard.

All platf% dules communicate through well-defined, service-based REST APIs, with

ppropriate, enabling non-blocking operations and loosely coupled integration between

Q§E he platform supports an event-driven architecture for asynchronous communication where
services (e.g., triggering analytics updates or feedback processing without interrupting user
interactions).

To ensure data consistency, the platform adopts shared data models and schemas for core
entities (e.g., User, Tool, Resource), while maintaining modular boundaries that allow
individual services to be extended or replaced with minimal impact on the overall system.
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The chatbot acts as a lightweight orchestration layer, coordinating interactions with:
e The Training Resource Hub for contextual content retrieval
e The Recommendation Engine for personalised learning suggestions

Internal service communication is managed via a centralised API Gateway, which handles Q
routing, authentication, access control, and rate limiting, contributing to platform securi&@

scalability, and maintainability.

3.4.3. External interoperability (training hub/community space redirect, LMSO
integration potential)

The GenAI4ED platform is designed to interoperate seamlessly with e al “systems,
educational environments, and third-party tools, supporting flexible @3 loyament within

existing digital learning ecosystems. ‘i
Training Hub and Community Space integration: &

The platform supports redirect-based and embedded intggrations with external training
platforms and community spaces through standardised @king mechanisms. Where
applicable, single sign-on (SSO) is supported to str ne User access. Navigation and
redirection mechanisms are designed to preserve usewContext'and session continuity, ensuring
a coherent learning experience across environment&

Learning Management System (LMS) integratintlal:
The architecture supports future integration major LMS platforms (e.g., Moodle, Canvas,
Blackboard), leveraging established Leam&ls Interoperability (LTI) standards.
Indicative use cases include: /

e Single sign-on (SSO) between systems

e Activity and learning expe e tracking

e Embedding GenAl4 @ iting modules within existing educational workflows

External GenAl and ﬂ@m tools:

The platform foll teof-agnostic integration approach, enabling the inclusion of multiple
external GenAlpa d-party tools via standardised API connectors. Authentication and
authorisatio isms (e.g., OAuth 2.0) are used where required, while respecting each
tool’s sp%A

, usage policies, and licensing constraints.
Dat&;t and portability:
pport data portability, transparency, and GDPR compliance, the platform provides

stafidardised data export capabilities in commonly used formats (e.g., CSV, JSON, XML),
E e

ing authorised stakeholders to extract user-related and activity data for analysis or transfer
xternal systems.

O 3.5. Security, Privacy, and Compliance Requirements

3.5.1. Threat model baseline
The security design of the GenAI4ED platform is grounded in a structured threat-model
baseline that identifies and mitigates the most relevant risks associated with web-based, API-
driven, and data-intensive educational platforms. The threat model focuses on protecting user

the European Union

Funded by Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA).

Neither the European Union nor EACEA can be held responsible for them.




~JGenAl4ED

data, safeguarding platform services, and ensuring reliable system operation under both normal
and adverse conditions.

A primary threat category addressed is unauthorised access. The platform is designed to
prevent unauthorised entry to user accounts, administrative interfaces, and sensitive system Q
components through a combination of layered authentication and authorisation mechanism @
Access privileges are defined according to user roles, ensuring that users and administre%
can only access functionalities and data necessary for their responsibilities.

Q

The platform also addresses risks related to data breaches and data exfiltratio ve
measures are implemented to safeguard personal and operational data through itecycle,
including encryption of data in transit and at rest, strict access control pol% and secure
network configurations. These measures reduce the likelihood of unauth: a disclosure
and limit the potential impact of security incidents.

Injection-based attacks, such as SQL injection and cross-site sgfipting {XSS), are mitigated
through systematic input validation, sanitisation of user-géipplicd data, and the use of
parameterised queries and secure coding practices. These @4 aim to prevent malicious
code execution and preserve the integrity of platform datab%s nd services.

Finally, the threat model considers risks related to @se and service disruption, including
denial-of-service attacks and resource exha $, he platform incorporates request

validation, rate limiting, and monitoring me pas to detect and mitigate abnormal usage
patterns, ensuring service availability and ing shared computational resources.
3.5.2. Authentication and autho%ation

The GenAI4ED platform implement
both backend infrastructure and

0
access control, data protecti d

From a backend perspegtivey authentication is centrally managed through Keycloak Single
Sign-On (SSO), % nified identity management across all platform modules. Secure

a coherent security and privacy framework that spans
d user interfaces, ensuring consistent enforcement of
DPR-aligned user rights throughout the system.

authorisation a cesS delegation are supported via the OAuth 2.0 framework, enabling
ntication for internal services and third-party integrations without exposing
user credentrals\User sessions and service-to-service communication rely on JSON Web
), allowing stateless authentication with configurable expiration times and

Tokens, (J
refr&echanisms that balance security with usability.

Ac€ess to platform functionalities is governed by Role-Based Access Control (RBAC),

ing granular permissions for distinct user roles such as Students, Educators, Parents, and

dministrators. This ensures that users can only access data and actions appropriate to their

role, in line with the principle of least privilege. For high-risk scenarios, the platform supports

O multi-factor authentication (MFA) for administrative accounts and sensitive operations,
providing an additional layer of protection against credential compromise.

From a frontend perspective, these security and privacy requirements are reflected through
role-aware navigation and conditional rendering of interface elements. The user interface
dynamically adapts based on authenticated roles and permissions received from the backend,
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preventing unauthorised access not only at the API level but also at the presentation layer.
Authentication states are securely managed using tokens issued by the backend authentication
infrastructure, without exposing sensitive credentials on the client side.

The frontend is designed to ensure minimal data exposure, displaying only the information Q
necessary for each user interaction and avoiding persistent storage of sensitive personal dat

within the client environment. Where temporary client-side state is required to support usabili

(e.g., active sessions or short-lived interaction context), data is intended to be store

ephemeral mechanisms (such as session-based storage) and cleared automatically af

periods of inactivity.

User consent, privacy notices, and transparency mechanisms are 1ntegrated onboarding
and account management interfaces, enabling users to review, grant, or consent in
accordance with GDPR requirements. These interfaces support 1nform dec1sron making
regarding data processing activities and provide visibility 1nto | data is handled
within the platform.

Cookie usage and consent management are foreseen f the platform’s GDPR
compliance strategy and will be 1mplemented in ali ent” with applicable regulatory

proportionate, purpose-limited, and easily revocabl€ bthe user.
Together, these backend and frontend measurelis an end-to-end security and privacy

posture, embedding data protection, access o, and user rights directly into both the
technical architecture and the user experieéhe GenAI4ED platform.

3.5.3. GDPR-aligned data ﬂow/
The GenAI4ED platform is designed in accordance with GDPR principles, embedding data
protection and user rights ma directly into its technical and organisational processes.
In line with the principle o minimisation, the platform limits the collection of personal
or the delivery of its educational services. Each data element

data to what is strrctly n c
is associated with a eﬁned processing purpose, ensuring that personal data is not
collected or proce d its intended and justified use.

requirements. The design approach aims to ensx\tl‘lat ny client-side data storage is

User conse tredted as a core component of lawful data processing. The platform
1ncorpora% 1t consent mechanisms during onboarding and within account management
interfages, allewing users to make informed choices regarding the collection and processing of
thel&onal data. Consent options are designed to be granular, enabling users to selectively

nt, or withdraw consent for specific processing activities at any time, without negatively

affécting access to core platform functionalities where consent is not legally required.
E 0

uphold the right of access, the platform provides automated data export functionality,

OQ allowing users to retrieve their personal data in a structured, commonly used, and machine-

readable format. This functionality enhances transparency and supports user awareness of how
their data is processed within the system.

The right to erasure (“right to be forgotten™) is supported through automated data deletion
workflows. When erasure is requested and legally permissible, personal data is systematically

Funded by Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not

necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA).

the EuroPean Union Neither the European Union nor EACEA can be held responsible for them.




~JGenAl4ED

removed across all relevant platform modules, including cascading deletions where data is
replicated or referenced, ensuring that no residual personal data remains unnecessarily stored.

The platform also enforces data retention policies aligned with GDPR requirements and
applicable educational data regulations. Retention periods are defined according to the purpose

of processing and legal obligations, with automated mechanisms triggering data anonymisation Q
or deletion once retention thresholds are reached. @

Finally, the platform’s technical architecture supports the implementation of data pchE;
e

agreements (DPAs), clearly reflecting data controller and data processor roles e
arrangements ensure that personal data processing responsibilities are transpare d
and technically enforced across all involved parties and systems. Q

3.54. LLM-based automated compliance checks

The GenAI4ED platform incorporates LLM-based automated complidnce checks as a
supporting mechanism to enhance governance, safety, and regulato a%ent across GenAl-
enabled interactions and recommendations. These checks oper&a istive control layers
within the backend pipelines and are designed to complement, sdther than replace, deterministic
rules, human oversight, and formal compliance procedures.
ithint

recommendation workflows, and content interaction, pipelines. Their role is to analyse
generated outputs, user interactions, and contes @ etadata against predefined compliance

dimensions, including age appropriateness, educational suitability, ethical safeguards, and data
protection constraints.

At runtime, LLM-generated responses /aﬁd recommendation outputs are evaluated against
structured compliance prompts anglassiﬁcation templates. These prompts are designed to

LLM-based compliance checks are integrated prim:?'gw the real-time dialogue interface,

identify potential risks such a riate language, unsafe guidance, bias, or misalignment
with pedagogical objective@e e risks are detected, the system can trigger mitigation
actions, including res eneration with stricter constraints, content filtering, or
escalation to moderati%r flows.

Automated ch
outputs for t
detect patte

k@?ﬁ' support GDPR-aligned safeguards by monitoring conversational
inténded inclusion of personal or sensitive data. The system is designed to

may indicate privacy risks, such as the disclosure of identifiable information
exceed the intended scope of data processing. When such cases are identified,

or requests
res s are constrained, anonymised, or redirected to safer alternatives.
In

commendation workflows, LLM-based compliance checks are applied to ensure that

ested tools and resources respect age restrictions, licensing conditions, accessibility

quirements, and institutional constraints. These checks operate in conjunction with rule-

based validation implemented within the Recommendation Engine, providing an additional

O semantic layer capable of detecting contextual mismatches that static rules alone may not
capture.

The outputs of automated compliance checks are logged and made available to analytics and
monitoring services. This supports traceability, auditability, and continuous improvement of
compliance mechanisms over time. Aggregated insights from these checks can inform updates
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to prompts, evaluation criteria, moderation rules, and governance policies, ensuring adaptive
alignment with evolving regulatory and ethical expectations.

mechanisms. Final enforcement actions—such as content removal, tool exclusion, or user-level
restrictions—tremain governed by deterministic backend logic and, where appropriate, huma
review by authorised platform administrators. This hybrid approach reinforces trus
accountability, and transparency in the deployment of GenAl within educational c
while maintaining flexibility and scalability across the platform

3.5.5. Privacy-by-design constraints on architecture Q}Q
S

The GenAI4ED platform incorporates technical and organisational m ensure the

confidentiality, integrity, and protection of personal and sensitive data ghroughout its lifecycle.

Sensitive data, including user credentials, personal information, an% us munications, are
th.

Importantly, LLM-based compliance checks are explicitly designed as decision-support Q

protected through encryption at rest using industry-standar ptographic mechanisms.
Encryption ensures that stored data remains unreadable to ised parties, even in the
event of infrastructure compromise, and complements %ontrol and authentication
safeguards implemented at the application level. i

For analytics, monitoring, and research purposes, tHe platform applies data anonymisation and
pseudonymisation techniques to minimise the png of directly identifiable personal data.
Where full anonymisation is not feasible du functional requirements, personal identifiers
are replaced with pseudonymous referenceécing re-identification risks while preserving
analytical value. /

In addition, the platform enforces the principle of minimal data exposure across all service
interfaces. API responses are de to return only the data elements required for a specific
operation or user interactiot aidin

g unnecessary disclosure of personal information. This
approach reduces attac &\ S and limits the potential impact of unauthorised access or
misuse.

4. Fun al Components and Prototype Elements
Int ed into the GenAI4ED Platform

I-time Dialogue Interface

4.

Pretotype features
ctional prototype of the real-time dialogue interface has been developed, centred on an
anced chatbot that supports interactive and contextual user engagement. Key features

conversations.

o Context-aware responses supported by retrieval of relevant information from platform-
related documents (via a vector-based retrieval mechanism).

e Intelligent request handling, distinguishing between general user queries and
recommendation-related requests.

clude:
: e Persistent conversation management, allowing users to create, revisit, and continue past

the European Union
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e Support for structured interaction with the Recommendation Engine through predefined
data schemas.

e Streaming responses to ensure a smooth, real-time conversational experience.
e Exposure of all chatbot functionality through a dedicated backend service, designed for
seamless integration with the GenAI4ED frontend.

e Demonstration of the interaction flow using a prototype user interface.
Integration dependencies Q
The real-time dialogue interface depends on close integration with other platform coms,
including:

e The GenAI4ED frontend, which must provide validated user and convgfSatien data.

e The Recommendation Engine, with agreed API contracts and schemas for

bidirectional communication.
e The Training Resource Hub, which supplies content for contex ieval.

e Deployment and hosting decisions affecting where servi€es, databases, and vector
stores are operated.
Final integration will require schema finalization, endpoint ent, and joint testing across
components.

Data flows «
At a high level, data flows follow this sequence:

e Users authenticate on the platform and i ¢t with the chatbot interface.
e User messages trigger backend pro updating conversation history and invoking
the chatbot pipeline.

e Relevant contextual information ?/retrieved to support response generation.
When applicable, structure@, dafa is exchanged with the Recommendation Engine to
generate personalized su ns.

Responses are strea Dack to the user and stored for future reference.

User Interface - Frontend

conversation_id User Profile Info

— ——— )
» Get Conversaion JSON User Input

v ¥

4 User » Chatbot Widget »Get Conversations: ! » PostMessages -{ "‘LF eb‘:"d

§ Figure 1 Frontend Interaction Flow for the Real-time Dialogue Interface

This figure illustrates the frontend-level interaction flow between the user and the real-time dialogue

interface. Users authenticate on the GenAI4ED platform and receive a unique user identifier. Upon
Q accessing the chatbot widget, the frontend retrieves existing conversation summaries associated with the

user. When a user selects a previous conversation, the corresponding conversation history is fetched

using a conversation identifier. For new interactions, a new conversation record is created. Each user

message is then sent to the backend chatbot service together with the user and conversation identifiers

and relevant profile information, triggering the chatbot processing pipeline.
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Backend Pipeline

> General Query |

| Conversation
History

JSON User Input

Classiy Request |
™ um

Figure 2 Backend Chatbot Pipeline and Data Processing Flow
This figure presents the backend processing pipeline executed after a use ge is submitted. The
incoming message updates the corresponding conversation record in perSistent storage. Using the
conversation history and user profile context, an LLM-based classi&zrmmes whether the query is
a general information request or a recommendation-related rgQuest. Ror general queries, relevant
contextual information is retrieved via a retrieval-augmen negation (RAG) mechanism using
embedded documents stored in a vector database. This context.itogéther with the conversation history, is
passed to a response-generation LLM, which streams the reply t@ the user and stores the final response.
For recommendation-related queries, a predefined reg@mmendation schema is initialized or updated and
populated using an LLM-based schema-filling component. The structured request is forwarded to the
Recommendation Engine, which returns tool suggestions and, when needed, clarifying questions. These
outputs are combined with retrieved context a rsation history to generate a streamed response to
the user, which is subsequently stored for erence.

Performance expectations /
The interface is designed to provi
e Responsive user inte

acknowledging that @c
al service availability.

inference, and exte%
e Smooth converSati experience with streamed responses.
o Effective @m for platform navigation, resource discovery, and tool

with acceptable latency for conversational use,
e times may vary depending on system load, model

recom

m
Perfoma@%ation will be further addressed during deployment and scaling phases.

Currvpé prototype limitations
Thé curtent prototype represents a proof of concept and has the following limitations:
e Backend components are currently hosted locally and will require migration to

production-ready environments.

Latency optimisation and scalability have not yet been fully addressed.

Integration with the final frontend and the live Recommendation Engine is pending.
Training materials for contextual retrieval are still under finalisation.

Navigation guidance and recommendation explanations are not yet fully implemented.
Ethical safeguards (e.g., anonymisation, moderation, hallucination mitigation) require
further implementation and validation.

e Multilingual behaviour requires systematic testing and evaluation.
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These limitations are expected at this stage and are planned to be addressed in subsequent
development iterations.

4.2. Public Feedback and Rating System Q

Feedback capture mechanisms
Feedback will be captured through:
e Structured rating forms embedded in the platform, focusing on predefined evalu
dimensions such as effectiveness, usability, and educational relevance.
o Context-aware feedback prompts, triggered after tool usage or interactio@ ed

by the platform.

e Tool identifiers and metadata (e.g., tool category, version).
e Anonymized user identifiers and role information (e.g., tedcher, student).

e Quantitative ratings aligned with agreed evaluation c@

Data models
Feedback data will be represented using standardized and extensible dita dels, including:

capture, processing, and integration of feedback data:
e A Feedback Management Service resp@e or receiving, validating, and storing
structured ratings and contextual feed missions from the platform interfaces.
e A User Anonymisation and Identity%ng Service to associate feedback entries with
anonymised user identifiers and rolesy ensuring privacy while preserving analytical
value.

e A Tool Metadata Service providing authoritative information on tool identifiers,
versions, and catego nsure consistent feedback attribution across modules.

Required backend services ﬁk
The feedback and rating system relies on the foli&g backend services to ensure secure

e o A Feedback Aggregation and Processing Service that computes aggregated metrics
(e.g., averages, ' Ons, trends) from raw feedback data for downstream analytics

components;
hm\it&

Interoperability with analytics
Th &)ack and rating system is tightly coupled with the platform’s analytics components.
I icular:

Aggregated feedback data will be made available to the Data Analytics Dashboard to

exposing feedback and aggregated metrics to authorised platform
including the analytics services, with appropriate access control and rate

support usage monitoring and impact assessment.
Q“ e Feedback metrics will inform trend analysis, comparative tool evaluation, and
O longitudinal insights.

4.3. Data Analytics Dashboard

The platform includes a dedicated Data Analytics Dashboard designed to present insights
generated by backend analytics services in a clear, intuitive, and accessible manner. The
dashboard provides visibility into a defined set of metrics, including platform usage indicators,
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user engagement statistics, feedback and rating aggregates, and longitudinal trends related to
tool adoption and educational impact. These metrics are selected to support monitoring,
evaluation, and evidence-based decision-making by authorised stakeholders.

All analytical data displayed in the dashboard is supplied through a structured data ingestion Q
pipeline. Raw events, interaction logs, and feedback inputs generated by platform modules ar

collected and processed by backend services, where validation, aggregation, an
transformation are performed. This pipeline ensures that analytics outputs are congi

traceable, and aligned with agreed data models, while maintaining separation betw@ta
processing and data presentation layers.

Processed analytics data is stored using appropriate storage mechanisms that%o efficient
querying, aggregation, and historical analysis. Storage solutions are sele 0 accommodate
both near-real-time metrics and longitudinal data, enabling trend analysiSiand comparative
evaluation over time, while respecting data retention and privacyrﬁ‘%ts.

The dashboard focuses exclusively on visualisation and lotation, rendering charts,
summaries, and key indicators based on backend-provide sgts. All metric computation
and aggregation logic is handled server-side, ensuring a-d%e ource of truth and consistent
analytical results across the platform.

The user interface supports interactive explorarough filtering, sorting, and contextual
navigation, allowing users to tailor analytic xs’ according to their role and information
needs. The dashboard is designed to be r%ve and accessible across devices, ensuring
consistent usability for all user roles and Supporting an inclusive, user-centred analytics
experience.

4.4. Recommendatioy %normalisation, scoring, and ranking
As described in Section 1igure 2), when the LLM-based classifier identifies a user
query as recommen xlated, the system either initialises or updates a predefined
Recommendation d%For new recommendation requests, a new schema instance is
commendation dialogues, the existing schema is updated. The
ema is subsequently forwarded to the Recommendation Engine using a
resentation.

structured J

The Recommendation Schema includes user profile parameters and a set of specification
p &s reflecting the user’s needs as expressed through the chat interaction. Indicative
p eters include:
Grade
Subjects (i.e. Physics, History etc.)
agent_types (i.e. tutor, quiz generator)
O platforms (i.e. web, Android etc.)
device profile (i.e. 1-1 device to student, 1 device per class, etc.)
connectivity requirements
price_category
licensing_model (i.e. individual, classroom etc.)
languages supported

Funded by Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not

necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA).

the EuroPean Union Neither the European Union nor EACEA can be held responsible for them.




\ Future of Education
~JGenAl4ED

learning_goals

time budget

privacy_sensitivity level

instructional approach (i.e. inquiry, drill/pracice etc.)

accessibility features @Q

Where relevant, additional parameters such as age suitability and curriculum allgnmen
included to ensure pedagogically appropriate and role-aware recommendations. In ag
the evaluation and recommendation engine incorporates the evaluation criteria alread
for different user groups (e.g. students, educators, parents/guardians). These crite 4@& fluence
the ranking and filtering of recommended tools, ensuring that recommendatipfi§yréflect role-
specific priorities such as pedagogical effectiveness, classroom appli ity, ease of
supervision, or learner autonomy, as defined in the platform’s evaluation ework.

normalised into a set of intrinsic representations suitable for ithmic processing. This
normalisation step may be supported by an LLM-based m. chanism that translates
user-expressed requirements into controlled parameter valugs, ing users to express needs
naturally without requiring predefined terminology or hnical explicitness. Normalised
inputs are subsequently validated against predefinedéSchemas and processed by deterministic
recommendation logic.

Upon receipt by the Recommendation Engine, the values of the Rgeommiendation Schema are
é%r
g

The recommendation process applies strict con -based filtering as an initial step, ensuring
compliance with technical compatibility, ac lity requirements, age restrictions, licensing
conditions, and institutional constraint;?nly tools and resources that satisfy all mandatory
constraints are considered eligible. Eligible items are then evaluated using a rule-based scoring
mechanism to produce a ranked i recommendations.

The highest-ranked resul bsequently contextualised through a large language model
(LLM) to generate a % g recommendation message expressed in natural language.
Where recommendati%n 1dence is insufficient, or where available information does not
allow reliable ra ¢ system issues a follow-up request for additional clarification,
thereby supporti n iterative recommendation process mediated through the chatbot

interface
In par. leAntralised tool database is maintained to store metadata and performance-related
att for each tool. This database includes satisfaction parameters that are continuously
\l%ed based on aggregated public feedback and, where permitted, user interaction history.
tisfaction parameters are categorised into public indicators, derived from the Public
eedback and Rating System, and private indicators, derived from prior user interactions with
e platform. These indicators contribute to the scoring and ranking process over time, enabling
adaptive improvement of recommendation quality while respecting privacy-by-design
principles through data minimisation and pseudonymisation mechanisms.

4.5. Training Resource Hub

The Training Resource Hub serves as a publicly accessible entry point for educational and
training materials provided by the GenAI4ED platform. The hub is designed to be accessible
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without requiring user authentication, enabling open access to learning resources and
supporting broad dissemination and reuse in line with open education principles.

Content within the hub is organised into clearly defined categories and modules, allowing users
to browse, search, and access resources efficiently. These categories may include structured Q
training materials, guidance documents, methodological resources, and examples of be t@
practice relevant to the platform’s objectives. Content is presented using consistent structureé

and navigation patterns to support discoverability and ease of use across different r@

types.

In addition to hosting project-developed materials, the Training Resource H vides the
primary technical interface for the dissemination and reuse of training outputs loped under
Task 6.3. Training frameworks, educational modules, guidance docum afd supporting
materials produced through GenAI4ED clustering activities, workshops, afd teacher training
programmes are made available through the hub in a structured and op%?ccessible manner.
This linkage ensures that capacity-building activities carried ou&f 63 are supported by a
sustainable digital infrastructure, enabling long-term access, @ d adaptation of training
P

resources beyond the lifetime of individual events or natioK i mentations.

The hub supports the inclusion and handling of Open Bducational Resources (OERs) alongside
project-developed materials. OERs are clearly identified and accompanied by transparent

licensing information, enabling users to unders use rights, attribution requirements, and
any applicable limitations. Licensing condi enforced at the backend level, while
licensing metadata and usage notes are cle municated to users.

All resources are described using struytﬁred metadata, supporting indexing, filtering, and
search functionalities across the hub\Metadata fields may include title, topic, educational level,
target audience, language, con e, and licence type. This metadata-driven approach
enhances resource discov: and supports interoperability with other platform
components, such as rec ndation and analytics services.

=9

Where learning mat€tial hosted on external platforms, the Training Resource Hub supports
redirect-based iptegration through seamless and transparent navigation flows. Users are clearly
informed w % itioning to third-party environments, ensuring awareness of context
changes whi fhtaining continuity in the learning experience.

Alt@he Training Resource Hub is publicly accessible, security and ethical considerations
bédded in its design. No personal data is required to access content, and tracking is
limited to aggregated, non-identifying usage metrics where applicable. Clear user messaging
?ﬂﬂransparency indicators are used to inform users about external links, content provenance,
nd licensing terms. Backend services ensure compliance with licensing conditions,

OQ responsible content management, and alignment with data protection and ethical requirements.

S. Initial Reference Architecture Design
5.1.  Architecture Design Principles

Modularity
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The GenAI4ED platform follows a modular architecture, where each functional component

(e.g., real-time dialogue interface, feedback system, analytics dashboard, recommendation

engine, training resource hub) is developed as an independent, loosely coupled module.

Each module exposes well-defined APIs and data contracts, allowing components to be
developed, tested, updated, or replaced independently without affecting the overall system. Q
This modularity supports parallel development across work packages (notably WP3 and WP4

and facilitates future extensibility.

Scalability Q

LLM-based functionalities are designed to support flexible deployment strategies 1, -
based, or hybrid), allowing computational resources to scale according to de ateless
service design, asynchronous processing where appropriate, and externaliz odel serving
enable efficient handling of peak usage scenarios.

Interoperability 2 ~

Interoperability is a core design principle of the GenAI4ED refégence ‘architecture. Internal
interoperability is ensured through standardized RESTful , shared data schemas, and
consistent metadata models ross modules.
External interoperability is supported by adopting ope ndatds and widely used formats
(e.g., JSON, metadata schemas aligned with educatigsial standards), enabling integration with
external GenAl tools, learning management sys&(LMS), and third-party educational
resources. This approach ensures portability, re aw d long-term sustainability.

Privacy and security by design %

Key measures include data minimization, role-based access control, encrypted data storage and
communication, and separation of pe}K)nal data from analytical and model-processing
workflows.
The architecture supports GDPRS¢ompliance, including consent management, anonymization
or pseudonymization of i '0 data, and controlled data retention policies. Security

considerations are appli d\ stently across all modules and interfaces.
LLM-augmented %

e
LLMs are inte %strated services within controlled pipelines, combining structured
data, retriev @a ional content, and predefined evaluation criteria. This design enables
transparegl&x inability, and human oversight, while allowing flexibility in selecting and
updating m providers.

¢ architecture supports multiple LLM deployment modes (local, cloud-based, or hybrid),
enSuring adaptability to evolving technical, regulatory, and cost constraints.

%E 5.2. High-level System Architecture
O 5.2.1.

Project Architecture
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Description of main layers and components &d
The GenAI4ED platform is structured around aslaye
ensure modularity, scalability, security, and_c eparation of concerns. The architecture
consists of four primary layers, each servi . ct functional role while remaining tightly
integrated with the others. The following sections describe each layer and its key components,
as illustrated in the reference architecture/diagram.

Layer 1: User Interface Layer

The User Interface Layer repre e primary interaction point between end-users and the
GenAI4ED platform. It enc s all user-facing components as well as the API Gateway
that mediates communicatio backend services. This layer is responsible for delivering a
consistent, accessible, % g-aware user experience across devices.

reference architecture designed to

Role-specific int
To accommodate diverse needs of platform stakeholders, GenAI4ED provides four role-
specific inteﬁ s#8ach tailored to the permissions, responsibilities, and usage patterns of its

intended

The Stident Interface focuses on personalised learning support and exploration. It provides a
nalised dashboard with recommended GenAl tools and learning resources, an interactive
t for real-time guidance, progress tracking and learning analytics visualisations,
eedback and evaluation submission features, and access to training and educational content.
he Educator Interface is designed to support teaching, oversight, and evaluation activities. It
includes a comprehensive catalogue of GenAl tools with advanced filtering and search
capabilities, classroom management features for monitoring learner progress, analytics
dashboards showing engagement and performance metrics, tools for content creation and
curation, and configurable evaluation and assessment criteria.

The Administrator Interface enables system-wide governance and oversight. It provides
functionality for platform configuration, user and role management, analytics and reporting,
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content moderation and quality assurance, and system monitoring, including health status and
operational indicators.

The Parent Interface supports transparency and engagement in a learner’s educational journey.
It offers an overview of the child’s learning activities and tool usage, progress and achievement Q
tracking, access to educational guidance materials, communication features for interaction wit

educators, and privacy and consent management controls.

API Gateway: Q

Positioned within the User Interface Layer, the API Gateway acts as the single e omt’for
all client-to-server communication. It plays a critical role in enforcing securi ensuring
efficient request handling by routing incoming requests to the appropriate nd services,
validating authentication tokens (JWTs), and enforcing rate limiting poli@ event abuse.

In addition, the API Gateway supports response aggregation for com%ent requests that

require data from multiple services, handles protocol and data f&rm dardisation, and

distributes incoming traffic across backend service instances to/€nsure ‘optimal performance
and scalability. @
Layer characteristics: *

e

This layer is implemented using the React framework, enablihg dynamic and responsive user
iples to support maintainability and

devices, and adheres to WCAG 2.1 AA acegt ity standards. All communication with
backend services is performed exclusively Tful APIs using JSON.

Layer 2: Backend Service Layer
The Backend Service Layer fo

encapsulates all business logi
implemented as a collectio i
functional domain. \
Evaluation and Re %ation Engine:

The EvaluatiOE%n ccommendation Engine combines two tightly coupled capabilities. The
n

the functional core of the GenAI4ED platform. It
processing, and orchestration mechanisms and is
alised microservices, each responsible for a well-defined

evaluation t processes GenAl tool assessments based on predefined criteria,
aggregate{snﬁn and feedback from multiple user roles, computes composite scores across
multip sions, and validates tool compliance with safety and appropriateness
requ%:ﬁ.
e fec endation component builds on these evaluations by analysing user profiles,
leafning histories, preferences, and goals to generate personalised tool and resource
mmendations. It incorporates collaborative filtering techniques based on community usage
atterns and continuously refines recommendations using feedback and engagement signals.

O Authentication Service:

The Authentication Service implements all authentication and authorisation mechanisms. It
integrates with Keycloak to provide Single Sign-On (SSO), manages user credentials and JWT
tokens, supports OAuth 2.0 flows for third-party integrations, enforces role-based access
control (RBAC), manages sessions and token refresh workflows, and provides optional multi-
factor authentication for sensitive accounts.
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Chatbot Service:
The Chatbot Service delivers real-time conversational capabilities by interfacing with external
large language model (LLM) APIs. It manages dialogue context and conversation history, Q

applies content filtering and safety checks, provides fallback mechanisms when LLM services
are unavailable, caches frequent queries to optimise performance and cost, and trac
conversation quality metrics to support continuous improvement.

Evaluation Service: Q

The Evaluation Service manages the evaluation framework and assessment wor S ss
the platform. It defines and maintains evaluation criteria, orchestrates multi-s valuation
processes, collects and validates assessment data from different user groups chs integrity
rules, generates evaluation reports and insights, and supports experime@o uch as A/B

testing of evaluation methodologies. ﬁ

collects usage telemetry from all platform components, pr d aggregates engagement
metrics, generates real-time and historical dashboards, dictive analytics for usage
forecasting, and exposes custom query interfaces to ;Qort résearch and evaluation activities.

Analytics Service: &
The Analytics Service provides comprehensive data analytics”and feporting functionality. It
S
rts pre

Training Resource Hub:

The Training Resource Hub service manages ational content and learning materials. It
supports storage and organisation of tutorf@l$yguides, videos, and other resources, metadata
management and categorisation, content discowery and search, content versioning and updates,
and tracking of learner interaction with r,e(ources where applicable.

GenAlI Tool Catalogue Servicg:,

This service maintains the afithoritative catalogue of GenAl tools available on the platform. It
stores detailed tool met Ssupports hierarchical categorisation, enables advanced filtering
and search, manages ycle states, tracks usage and popularity metrics, and facilitates
intelligent discove

Service integrati aracteristics:
All backend i¢ts expose RESTful APIs documented via OpenAPI/Swagger, communicate
synchrgnou for time-critical operations, and use asynchronous messaging for non-blocking

workflews. Services are independently scalable, employ circuit-breaker patterns to prevent
caScadin® failures, and maintain their own data schemas within shared infrastructure.

r 3: Data and Model Layer
he Data and Model Layer provides the persistence, caching, and AI model-serving

2 infrastructure required by backend services. It ensures efficient data storage, retrieval, and
processing across the platform.

A PostgreSQL database cluster serves as the primary persistent storage, with logical separation
across user, tool, content, feedback, analytics, and recommendation datasets. The database
infrastructure supports ACID compliance, replication for high availability, automated backups,
full-text search, and flexible JSON-based schemas.

Funded by Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA).
Neither the European Union nor EACEA can be held responsible for them.

the European Union




\ Future of Education
~JGenAl4ED

An LLM API Gateway manages all interactions with external LLM providers, handling
provider abstraction, request queuing, retry logic, usage and cost tracking, response caching,

streaming support, and quality and latency monitoring. Q

The Model Serving Service hosts locally deployed machine learning models, supports multipl
frameworks, enables A/B testing of model versions, manages inference pipelines, monitor:

performance, and supports rollback in case of degraded behaviour.

A Redis-based cache layer provides high-performance in-memory caching Q)n
management, frequently accessed data, real-time counters, pub-sub messaging istributed
locking.

All components in this layer are containerised using Docker, isolated cetwork level, use
encrypted connections, and are monitored for health, performan%d ility.

Layer 4: Security and Privacy Layer
The Security and Privacy Layer is a cross-cutting layer t @rces security controls and
privacy protections across all architectural layers. lﬁ%u s GDPR compliance, data
protection, and secure access throughout the platformdifecycle.

Centralised authentication is provided via a Sin—On (SSO) service built on Keycloak,
supporting multiple authentication methods\identity federation, institutional SSO, social
logins, and comprehensive security feature%as brute-force protection and audit logging.

A Data Encryption Service manages ey(ryption at rest and in transit, including AES-256
encryption, TLS 1.3, mutual TLS fog internal services, and centralised key management with
rotation policies.

The Data Anonymisatio implements privacy-preserving techniques such as masking,
pseudonymisation, k- ity, and differential privacy, while enforcing data minimisation
and retention rule

A dedicated @ ompliance Service supports consent management, data subject rights
(access, erasurcwfectification, restriction), compliance monitoring, breach detection, and

regula&ys mentation.

Eially, Security Operations provide continuous monitoring, RBAC enforcement, audit
logging, threat detection, and incident response, following a zero-trust and defence-in-depth
:?ploach.

The diagram below presents the main components of the GenAI4ED platform and their
interactions. The architecture illustrates a real-time conversational Al platform that enables
secure, authenticated user interactions with large language models, while integrating
knowledge retrieval, recommendations, and collaborative community features. Users access
the system either through a web-based frontend client (dashboard) or via a collaborative chat
environment, represented by the Zulip chat application.

02 5.2.2. Deployment Diagram
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All incoming user requests are first handled by the platform’s backend services, which are
responsible for coordinating access and enforcing security policies. Authentication and identity
management are delegated to a dedicated identity service integrated with the dashboard

backend that verifies user credentials and issues JSON Web Tokens (JWTs). These tokens are Q
then used to authenticate subsequent service-to-service communication, ensuring that onl @
authorized requests reach the conversational system. By separating identity management fr}o&

conversational logic, the platform achieves a clean separation of concerns and i
security. Tb
At the core of the system lies the real-time dialogue subsystem, which trates all
conversational interactions. The ChatBot API server acts as the central i ation point,

receiving authenticated requests from the platform backend and managifig théslow of data
between the large language model (LLM), persistent storage, and auxili ervices. The large
language model is responsible for generating natural-language res or%ﬁ\ real time, while
the ChatBot API ensures that requests are enriched with conte&er entity, and relevant
user profile information before responses are returned to the user,

To support conversational continuity and personalizatiakle ystem maintains a dedicated
conversation database. This database stores dialogue Mistory, Session metadata, and contextual
signals that allow the chatbot to maintain coheren Iti-turn interactions across time. The
persistent storage of conversational data a a ables future analysis, auditing, and

performance monitoring of the dialogue systes:
In addition to pure language generation, the platform incorporates a retrieval-augmented

generation (RAG) mechanism to ground }éponses in domain-specific knowledge. A document
embeddings store contains vector representations of curated documents, enabling semantic
search and retrieval during con ns. The curated documents are maintained through the
“training hub” and a docufment}inigestion pipeline is responsible for ingesting documents,

U g the vector index. During a dialogue, the ChatBot API can

preprocessing content, andwpe
query this embedding% o retrieve relevant information, which is then provided to the
language model topted ore accurate and context-aware responses.

The archite further integrates a recommendation engine that operates alongside the
conversatfggk flow. This component analyzes conversational context and user signals to
generate perSenalized or context-specific recommendations about the available Al tools, which
are &ck into the ChatBot API and then back to the user frontend. By combining generative
r se®with explicit recommendations, the system enhances user engagement and supports
de@ision-making scenarios.

inally, the platform extends beyond one-to-one interactions by supporting a community-

oriented collaboration layer. Through integration with the Zulip chat application, users

O can participate in persistent channels and discussions where multiple bots and human

participants coexist. Automated bots can join these channels to moderate discussions, or trigger

chatbot interactions, creating a hybrid environment that blends conversational Al with
collaborative communication.
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Overall, the architecture is designed to be modular, secure, and extensible. The clear separation
between identity management, conversational orchestration, knowledge retrieval, and
community interaction allows individual components to evolve independently while

supporting real-time, trustworthy, and context-aware conversational experiences. Q

O
K

14 Platform backend Real-time Dialogue \

b of i
User
JWT
B
Training Hub

é

Community Space

discussions

Figure 4 Deployment
5.3. Componert- Architecture
5.3.1. Fr ramework

The frontend 40f,the GenAI4ED platform is implemented using a modern React-based

framework d to support modular development, scalability, and long-term

maintainability. The framework enables the decomposition of the user interface into reusable,

self-cghtained components, facilitating parallel development, easier testing, and iterative

enbancément of the platform’s functionality. The architecture primarily relies on client-side

répdCring (CSR) to deliver highly responsive and interactive user experiences, particularly for

ime features such as conversational interfaces, dynamic dashboards, and interactive

Q xploration of content and analytics. This approach supports efficient state management on the
s

lient side and allows the platform to respond quickly to user interactions without excessive
erver round-trips.

At the same time, the selected framework retains the flexibility to support server-side rendering
(SSR) or static site generation (SSG) should future project requirements demand it, for example
to improve initial load performance, search engine discoverability, or public content
dissemination. By not hard-coding the platform into a single rendering strategy, the architecture
remains adaptable to evolving technical, operational, or dissemination needs.

the European Union
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Overall, this frontend design balances performance, extensibility, and architectural simplicity.
It provides a robust foundation for current platform requirements while preserving the ability
to evolve without imposing unnecessary constraints or premature optimisation decisions at this Q

stage of the project lifecycle.
5.3.2. Backend microservices &
The GenAI4ED platform backend is implemented as a set of specialised application segwi

each responsible for a clearly defined functional domain and collectively suppo @ e
platform’s core capabilities.

The Authentication Service is implemented as a Keycloak-based compon@at provides
centralised user authentication, secure session management, and Si Sign-On (SSO)
functionality across all platform modules. This service ensures consistent idéntity handling and
enforces authentication policies at platform level.

User-related data and operations are managed by the User M %—nt Service, implemented
as a Django application. This service is responsible for maintdining user profiles, managing
role assignments and permissions, and supporting all \ﬁﬂ% ed create, read, update, and
delete (CRUD) operations in accordance with role-based access control policies.

The Tool Catalogue Service, also implemented jango, manages the metadata of GenAl
tools available on the platform. It supports isation, indexing, and advanced search
functionality, enabling efficient discovery cycle management of tools across different

educational contexts.

Educational content and learning materials are handled by the Training Resource Hub Service,
a Django-based service respon Of managing content metadata, organising resources, and
es where applicable. This service supports consistent

enforcing access and licen§
ng materials across the platform.

presentation and retriev;? b&
The Evaluation cesdthplements the platform’s evaluation framework and assessment

Sefi
workflows. It %! evaluation criteria, orchestrates assessment processes, validates
submitted ey, on data, and stores and exposes evaluation results for analytics and reporting
purposes.

i mented as a Django application that collects telemetry data, processes and aggregates
usdge metrics, and serves analytics outputs to dashboards and reporting components.
Zo

Usag&onitoring and performance insights are provided by the Analytics Service,

nversational functionality is delivered through a dedicated Chatbot Service, which integrates

with external Large Language Model (LLM) APIs to provide real-time dialogue capabilities.

O This service manages conversation context, applies safety controls, and ensures reliable
interaction with third-party Al providers.

Personalisation and discovery are supported by the Recommendation Service, a Django-based
component that implements recommendation algorithms based on user profiles, engagement
data, and evaluation outcomes, enabling tailored tool and resource suggestions.
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Finally, the Notification Service operates as an asynchronous backend service responsible for
managing system-generated communications. It supports the delivery of email, in-app, and
system notifications, ensuring timely and reliable dissemination of platform events and user Q

alerts.
5.3.3. Orchestration engine }@

Given the number of services involved and the need to support asynchronous and backgie
operations, the GenAI4ED platform incorporates dedicated orchestration and me @r g
components to ensure reliable operation, scalability, and a consistent user experie

A central API Gateway, implemented using the Django REST Framework, aQs the unified
entry point for all client and service requests. The gateway is responsible uting incoming
requests to the appropriate backend microservices, enforcing authentigatiotiand authorisation
checks, and applying rate-limiting policies to protect the platform fi or&%’se and ensure fair
resource allocation.

To support high availability and performance under variabl , adLoad Balancer is employed
to distribute incoming requests across multiple instanc backend services. This approach
improves fault tolerance and enables horizontal scalh&ise ices as platform usage grows.

Asynchronous and long-running operations are l@(dt ough a task queue mechanism based
on Celery. This component supports the exe background jobs, scheduled tasks, and
computationally intensive processes wi%locking user-facing interactions, thereby
improving responsiveness and overall system $tability.

Underlying asynchronous communieation between services is facilitated by a message broker,
such as RabbitMQ or Redis. ge broker enables reliable message delivery, decouples
services, and supports event; n'‘workflows across the platform, ensuring that services can
i #tight coupling or synchronous dependencies.

communicate efficientl
Together, these @:Qon components provide the operational backbone required to
1

manage compl interactions, support scalability, and deliver a smooth and reliable
user expe@

5.34. atabases (user data, feedback, analytics, profile engine)

ee&MED platform relies on a set of logically separated yet interoperable databases to
support persistence, performance, and data governance across its core functional domains. All
ases are implemented using PostgreSQL, ensuring robustness, transactional integrity, and

Q~ pport for both structured and semi-structured data.

O The User Database stores all user-related information, including user accounts, profile details,
authentication data, and role assignments. Sensitive fields within this database are protected
through encryption mechanisms, ensuring confidentiality of personal and security-critical
information. This database underpins identity management, role-based access control, and

consent handling across the platform.
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The Feedback Database manages data related to user feedback and evaluation activities,
including ratings, reviews, and public commentary submitted through the platform. It supports
moderation workflows through the use of status indicators and flags, enabling responsible
handling of user-generated content and ensuring the integrity of evaluation processes.

The Analytics Database is dedicated to the storage of usage telemetry, performance indicator: @:
and engagement statistics generated by platform interactions. It supports both near-real-tim:
monitoring and historical analysis by storing aggregated analytics data that can be eff@

queried by analytics and reporting services.

Database, which maintains user preference profiles, learning histories, and ‘desived features
used as input for recommendation and profiling algorithms. Thi ation allows
personalisation logic to evolve independently while respecting data miai tion and purpose
limitation principles.

Personalisation and recommendation functionalities are supported by the ¢ Engine
a

Finally, the Content Database manages educational resour s&AI tool metadata, and
associated descriptive information. It supports advanced di %and retrieval through full-
text search capabilities, enabling efficient indexing and qua&

Resource Hub and tool catalogue services. &

ing '0f content across the Training

support both external and locally hosted Is in a controlled, scalable, and cost-aware

manncr. /

The LLM API Gateway operates %a proxy service managing all interactions with external

5.3.5. Model-serving infrastructure
The GenAI4ED platform incorporates a dedic;:s del access and inference infrastructure to

Large Language Model (LLM),p s, such as OpenAl and Anthropic. It abstracts provider-

specific APIs behind a unifig prface and is responsible for request queuing, retry logic, and
failure handling, ensuri efice in the presence of transient provider errors or rate limits.
In addition, the gatewa ks usage and associated costs per provider and request type,

supporting monit(% eting, and informed decision-making regarding model usage.
1

Complemen @ al model access, the platform supports a Local Model Server, developed
and operat\e&?/ RTH, for hosting and serving locally deployed machine learning models.
This compotent enables the execution of specialised or project-specific models where local
infe&is preferred, for example due to performance, data protection, or experimental

requirements. The Local Model Server allows the platform to reduce dependency on external
Si Er iders and supports controlled experimentation with alternative model architectures.

central Model Registry maintains authoritative records of all available models, including

2 versioning information, deployment configurations, and performance indicators. The registry
enables traceability across model lifecycles, supports controlled rollout of new model versions,

and facilitates rollback in case of degraded performance or unexpected behaviour.
Model execution is standardised through a shared Inference Pipeline, which defines consistent

steps for input preprocessing, inference execution, and output postprocessing. This pipeline
ensures that data is transformed, validated, and interpreted in a uniform manner regardless of
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the underlying model or provider, improving reliability, comparability of outputs, and ease of
integration with downstream services such as the chatbot, recommendation engine, and
analytics components.

5.4. Deployment Architecture Q
54.1. Cloud environment @
The GenAI4ED platform is designed to operate within a flexible cloud environmentﬁh&
supports scalability, resilience, and compllance with European data protection requl
Deployment can be hosted on a major cloud provider, such as Hetzner, or on eq

premises infrastructure offering comparable capabilities in terms of comp

networking, and security controls. This approach ensures deployment fi ‘
avoiding dependency on a single infrastructure model. Q

rage,
4. y while

The architecture supports multi-region deployment, enabling geog?)s edundancy and
improved service availability. By distributing workloads across tipléyregions, the platform
can reduce latency for European users and maintain continuity Of service in the event of
regional outages or infrastructure failures. %

including application servers, database servers, a ache layers. This separation supports
predictable performance and allows each co scale independently. Auto-scaling
mechanisms are employed where appropriate ically adjust resource allocation based
on demand, ensuring efficient use of infr re while maintaining responsiveness during
peak usage periods.

Platform resources are provisioned through dedicated &O instances for core components,
t

To reduce operational complexity4and maintenance overhead, the platform leverages cloud-
managed services where suitabl%ged databases, load balancers, and storage services are
utilised to provide built-in hi bility, automated backups, monitoring, and maintenance,
allowing the project tea % s on application-level functionality rather than low-level

infrastructure manage

5.4.2. C@»Aqatlon (Docker)
The GenAl4 tferm adopts a container-based deployment approach to ensure consistency,
portability, icient management of its microservice architecture. Each backend
componefitvig packaged as a separate Docker image, allowing services to be built, deployed,
and @nindependently. Docker images are optimised for minimal size and efficient layer
caghinghimproving build times and reducing resource consumption across environments.

sure consistency and security, services are built on standardised base images, primarily

sing Python and Node.js runtimes. These base images are hardened according to security best

Q‘practices and are regularly updated to incorporate security patches and dependency updates,
O reducing exposure to known vulnerabilities.

Multi-stage Docker builds are used to clearly separate build-time and runtime dependencies.
This approach minimises the final image size by excluding unnecessary tooling from runtime
containers, resulting in faster deployments, lower attack surfaces, and more efficient resource
utilisation.
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All container images are stored and versioned in a private container registry, which serves as
the authoritative source for deployment artefacts. The registry supports image versioning,
access control, and automated vulnerability scanning, enabling early detection of security
issues before deployment to production environments.

For development and testing purposes, Docker Compose is used to orchestrate local mult'%:
container environments. This enables developers to replicate the full platform stack on locaﬁ
machines, supporting consistent testing, debugging, and integration validation across b

prior to deployment.

5.4.3. Networking
The networking architecture of the GenAI4ED platform is designed to suppor@lre, reliable,
and scalable communication between services, while clearly separating access from

internal service interactions.
Internal communication between platform components is enable&)vug DNS-based service
discovery, allowing services to dynamically locate and commufiicatewith one another without

hard-coded network configurations. This approach s sgflexible scaling, service
redeployment, and resilience in a distributed microsewie&&ir nment.

Network traffic is tightly controlled using network” sceurity groups and firewall rules, which
restrict communication to only the ports, protoc d service pairs that are strictly required.
This principle-of-least-access approach redu latform’s attack surface and limits the
potential impact of compromised compon¢

All external access to the platform is meﬁ{ated through a single API Gateway, which serves as
the external-facing entry point. The, gateway handles TLS termination, ensuring encrypted
communication with clients, and'y s request routing to the appropriate backend services.
This design centralises sec @ orcement, simplifies exposure of services, and supports
consistent access control ahd‘metitoring.

ices. This enables horizontal scaling, improves fault tolerance, and

instances of bagke
ensures stab, ance under varying load conditions, while keeping internal service
endpoints isolatédfrom direct external access.

S%\ Load balancing and scaling
¢ GenAI4ED platform incorporates load balancing and scaling mechanisms designed to
Si enSure high availability, performance stability, and efficient resource utilisation under varying

Within the private internal load balancers are used to distribute traffic across multiple
S
i

¢ conditions.

enabling intelligent request routing based on application-level information. The load balancer
performs continuous health checks on service instances, supports session affinity where
required, and distributes incoming traffic across available instances to maintain responsiveness
and fault tolerance.

OQ At the application layer, an Application Load Balancer provides Layer 7 traffic management,
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The platform supports horizontal scaling of application services through automated scaling
policies. These policies dynamically adjust the number of service instances based on monitored
metrics such as CPU utilisation, memory consumption, and request rates. Configurable
thresholds allow scaling behaviour to be tuned according to service-specific characteristics and Q

operational requirements.
To support scalable data access, the database layer implements primary—replica replicationa@

with read replicas used to distribute read-heavy workloads and improve query perfo
This approach enhances scalability while preserving data consistency and reliability f@te
operations.

Caching infrastructure is also designed for scalability through a Redis clust@n 1guration,
enabling distributed caching and shared session management across nodes. This
configuration improves performance for frequently accessed data orts horizontal
scaling of application services without loss of session continuity. a%”

Finally, the platform employs well-defined scaling policies th %e reactive and proactive
approaches. In addition to real-time scaling based on curre ,predictive scaling strategies
are informed by historical usage patterns, while sch% scaling can be applied for
anticipated peak periods (e.g., pilot activities ortraining campaigns). Together, these
mechanisms ensure that the platform remains rgngsive, resilient, and cost-efficient as
demand evolves.

5.5. Data Architecture %

5.5.1. Data models
The data architecture of the Ge I4E€platf0rm is based on a set of well-defined and
interoperable data models t port core platform functionalities, including user
management, tool discovery aihg delivery, evaluation, analytics, and personalisation. Each
data model is designed galaiice functional richness with data minimisation principles,
ensuring consistency, ibility, and compliance with data protection requirements.

The User Data l‘@l—epresents all information related to platform users and underpins
identity, acc ntrol, and personalisation. It includes authentication credentials, profile
attributes, ro ignments, user preferences, and consent records. This model enables role-
based ac ailored user experiences, and lawful processing of personal data in line with
GDPRrequirements.

1%001 Data Model captures structured metadata for GenAl tools available on the platform.
includes descriptive attributes such as title, description, URL, category tags, age band, and

ubject area, as well as dynamic attributes such as evaluation scores and usage statistics. This
Q‘model supports tool discovery, evaluation, comparison, and recommendation workflows across
O the platform.

Educational content is represented through the Resource Data Model, which defines the
structure of learning and training materials. It includes information on content type and format,
descriptive metadata, associations with relevant GenAl tools, difficulty level, and completion
or interaction tracking where applicable. This model supports consistent organisation, retrieval,
and reuse of educational resources within the Training Resource Hub.
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User-generated evaluations and comments are captured through the Feedback Data Model.

This model includes quantitative ratings, qualitative reviews, timestamps, anonymised user
references, links to associated tools or resources, and moderation status indicators. It enables
structured evaluation processes while supporting moderation, transparency, and responsible Q
handling of public feedback. @

engagement metrics generated across the platform. It includes session-level data, @ e
interaction events, time spent, completion rates, and aggregated statistics used for S,
reporting, and impact assessment. This model is optimised for aggregation arQ analysis

The Analytics Data Model supports monitoring and evaluation by representing us
Ul
poard

rather than individual profiling.

Finally, personalisation and discovery functionalities are supported hc®Recommendation
Data Model. This model maintains user preference profiles, ecb(%dation histories,
interaction feedback, and algorithm-specific parameters. It enabt%(:}n nuous refinement of
recommendation logic while maintaining separation from co@ ntity data.

5.5.2. Data ingestion flows *
The GenAI4ED platform implements structured and’reliablé data ingestion mechanisms to
support real-time interaction handling, analytics &ﬁon, content updates, and continuous
improvement of Al-driven services. 6

User input ingestion is handled through K%APIS implemented using the Django REST
Framework. User interactions, form submissions, and feedback are captured in real time, with

all incoming data subject to validation ay( sanitisation to ensure data quality, consistency, and
protection against malformed or malicious inputs. This ingestion flow supports core platform
functionalities such as evaluati back collection, and user-driven configuration actions.

performance. Interact ts, telemetry data, and performance indicators are collected
asynchronously, ei ough event-streaming mechanisms or batch-based processing
acl decouples analytics collection from user-facing operations, ensuring
d_ measurement activities do not impact platform responsiveness.

In parallel, the platfo Xﬂ rts analytics event ingestion for monitoring usage and
%

The platfo so incorporates external data ingestion pipelines to support periodic updates of
eduﬁnal resources and GenAl tool metadata. These pipelines follow extract—transform—
lodd (ETR) patterns, enabling controlled import of third-party content, validation of incoming
datasets, and alignment with internal data models before integration into the Training Resource
i?& or tool catalogue.

including prompts, generated responses, and associated metadata such as timestamps, model
identifiers, and usage context. This data is stored in a structured manner to support analytics,
quality monitoring, and iterative improvement of Al-driven features, while respecting data
protection and anonymisation requirements.

O Finally, LLM response ingestion captures interactions with large language model services,

5.5.3. Data storage tiers
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The GenAI4ED platform adopts a tiered data storage strategy to balance performance,
scalability, cost efficiency, and compliance requirements across different types of data and
access patterns. Each storage tier is aligned with the expected frequency of access and the
operational importance of the data it hosts.

accessed, operational data required for real-time platform functionality. This includes use
interactions, current evaluations, active tool metadata, and other latency-sensitive informa

Hot storage relies on SSD-backed infrastructure to ensure low-latency access and co @@ﬁu t
performance for user-facing services.

Hot storage is implemented using the primary PostgreSQL database and is dedicated to activelﬁ@:

Warm storage is used for historical data that remains relevant for analysis bu@ccessed less
frequently. This tier may be implemented using archival tables within PostgreSQBb or dedicated
time-series databases optimised for analytical workloads. Warm storage supports longitudinal
analytics, trend analysis, and reporting use cases, with data retained %Jctured form and
accessed periodically rather than continuously. &

for compliance, auditing, or recovery purposes. This i mpliance records, historical
backups, and long-term logs. Cold storage is imple ing cloud-based object storage
solutions, prioritising durability and cost efficiency‘over access speed.

Cold storage provides long-term archival for data that is r. acgessed but must be retained
nohﬁes
nted

performance, in-memory storage for frequ cessed data, session information, and real-
time operational needs. The cache layer reducés load on primary databases, improves response
times, and supports scalable session mal}zéement across distributed services.

To complement persistent storage tiers, ag layer based on Redis provides high-

5.54. GDPR-aligned daWN dling
The GenAI4ED platform @ ents GDPR-aligned data handling practices through a

combination of technic 1\% ols, automated processes, and governance mechanisms that
ensure lawful, transpa@ accountable processing of personal data throughout its lifecycle.

All data mana platform is subject to systematic data classification, whereby each
data elemen gocd as personal data, sensitive personal data, or non-personal data. These
classification ine how data is stored, accessed, processed, and retained, and are used to

Aiate handling rules, security measures, and access restrictions across services.

enforcg app
&\1 accountability and traceability, the platform maintains comprehensive access
logging for personal data. All access events are logged with relevant contextual information,
%ding the accessing user or service identity, timestamp, purpose of access, and the
ategories of data involved. These logs support auditing, incident investigation, and
compliance reporting requirements.

: The platform supports data portability and the right of access through automated export
mechanisms that allow users to retrieve their personal data in structured, commonly used, and
machine-readable formats. This functionality enhances transparency and empowers users to
understand and control how their data is processed.
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For analytics, monitoring, and research purposes, the platform applies automated
anonymisation and pseudonymisation processes. Where feasible, personal identifiers are
removed entirely; where full anonymisation is not compatible with functional requirements,
pseudonymisation techniques are applied to minimise re-identification risks while preserving Q

analytical value.

Data retention management is enforced through automated lifecycle controls. Retentio @
periods are defined based on processing purpose, legal obligations, and user consent

Once retention thresholds are reached, data is automatically deleted or anonymised, g

that personal data is not retained longer than necessary. %

Finally, the platform incorporates technical controls for cross-border data tr@‘rs, ensuring
compliance with data residency requirements and applicable safeguards tetnational data
flows. These controls support lawful transfers within and outside the E ean Economic Area,
where applicable, through appropriate technical and organisatio% :

5.6. API Architecture

5.6.1. Internal module APIs
Internal communication within the GenAI4ED platfoun is ehabled through a structured set of
service-to-service APIs that support reliable, scala&nd maintainable interaction between
backend microservices. These APIs are imple d llowing RESTful design principles,

using consistent endpoint patterns, standard pethods, and JSON-based data formats to
ensure interoperability and ease of integrati 0SS services.

The platform distinguishes between syn?(onous and asynchronous API interactions based on
operational requirements. Synchrenous” REST APIs are used for real-time operations that
require immediate responses, % user authentication, retrieval of core data entities,
submission of evaluations, gnd\e¢Xecution of user-initiated updates. These interactions are
designed to be determiniserformant, supporting responsive user-facing functionality.

For operations that quire immediate feedback, the platform employs asynchronous,
message-based ese are used for background processing tasks such as analytics
updates, notifiCatiomydispatch, logging, and other non-blocking workflows. Asynchronous
communicat§ ouples services, improves resilience, and ensures that long-running or

resource- ive operations do not negatively impact user experience.

Allintetnal APIs are governed by formal API contracts, documented using OpenAPI/Swagger
spe€ifications. These contracts define endpoints, request and response schemas, validation
y and expected behaviours, providing a shared reference for development, testing, and
aintenance. This contract-first approach reduces integration errors and supports independent

evolution of services.

O Interaction between the UI/UX layer and backend services is also based exclusively on
RESTful JSON APIs. The frontend remains stateless with respect to core business logic and
delegates responsibilities such as authentication, data access, evaluation processing, and
analytics retrieval to backend services, ensuring a clear separation of concerns.
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To support robustness and usability, the frontend is designed to handle asynchronous data flows
in a consistent manner. Standardised handling of loading states, error conditions, and empty
results ensures predictable behaviour and a stable user experience, even in the presence of
network delays or partial service unavailability.

5.6.2. External APIs @:

The GenAI4ED platform exposes and consumes a set of external APIs designed to suppo
secure interoperability with third-party systems, Al service providers, and external tool
maintaining control over access, performance, and reliability.

enable authorised third-party integrations. These endpoints are document d governed
through clear access policies, incorporating authentication requiremen e Mimiting, and
request validation to ensure secure and predictable usage. The Public teway acts as the
single integration point for external consumers, simplifying gOVch monitoring while

A Public API Gateway provides a controlled set of external-facing REST A@ oints that

protecting internal services from direct exposure.

APIs, accessed via a standardised adapter pattern. Th traCtion layer enables seamless

Integration with external large language model providers i naged through LLM Provider
&QX' S

interaction with providers such as OpenAl and Anthrepic, while decoupling the platform from

provider-specific implementations. The adapter “approach supports flexibility, allowing

providers to be switched or combined based on @ bility, performance, cost, or compliance

considerations without impacting upstream se? 5

The platform also supports integration with%third-party GenAl tools through a connector
framework that interfaces with external 3961 APIs. These integrations are secured using OAuth
2.0 authentication, enabling delegated access without sharing user credentials. The connector
framework ensures consiste g of authentication, authorisation scopes, and error
tern

management across differ al tools, supporting a tool-agnostic and extensible
integration strategy.

To enable event-dui %operability, the platform provides webhook support for receiving

notifications a %ﬁpdates from external systems. Webhook endpoints allow external

services to p @ (e.g., content updates, processing completion signals, or status changes)

to the platﬁ' near real time, enabling timely synchronisation and reactive workflows

With% 1 on continuous polling.

5,6.3 Authentication tokens

The, GenAI4ED platform uses JSON Web Tokens (JWTs) as the primary mechanism for

%senting authentication state and authorisation context across services. JWTs provide a

ompact, self-contained format for securely conveying user identity and access rights between
the authentication service, backend APIs, and authorised clients.

: Each JWT contains a structured set of claims that include the authenticated user’s identity,
assigned roles and permissions, and token expiration information. Tokens are
cryptographically signed to ensure integrity and authenticity, preventing tampering or forgery
during transmission or storage.
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The platform implements a well-defined token lifecycle management strategy that
distinguishes between short-lived access tokens and longer-lived refresh tokens. Access tokens

are issued with limited validity periods (typically 15-30 minutes) to reduce exposure in case

of compromise, while refresh tokens are used to obtain new access tokens without requiring

repeated user authentication. Secure rotation mechanisms are applied to refresh tokens to Q
further mitigate replay and misuse risks. @

These checks verify the token’s cryptographic signature, expiration time, and require
(such as role or permission scopes) before granting access to requested resources.
consistent enforcement of authentication and authorisation policies across servi

All protected backend endpoints enforce token validation through middleware-based
o
chstres

To support rapid response to security incidents and user-initiated logout, the platform includes
a token revocation mechanism. Revoked tokens are tracked via a tokemblacklisting approach,
enabling immediate invalidation of active tokens when required (e,g. %ﬁal compromise,
role changes, or session termination), even before their natural e&io ,

5.6.4. Error handling and rate limiting
The GenAI4ED platform incorporates consistent error hm%g nd resilience mechanisms to
ensure predictable API behaviour, protect system stability, and provide clear feedback to both
internal and external API consumers. &

appropriate HTTP status code, a platform- error code, a human-readable message, and
optional diagnostic details where relevant.%This consistent format simplifies client-side
handling of error conditions and supy(rts effective debugging and monitoring without
exposing sensitive implementation dgtails.

All APIs return standardised error responses ?;Qag a common structure that includes the

Errors are categorised into ed error classes, such as validation errors, authentication
failures, authorisation V' ps, resource-not-found conditions, and internal server errors.
Each category is map(%E e appropriate HTTP status codes, ensuring that error semantics
are clear and alig 1 STful best practices.

To protect s m abuse and excessive load, the platform applies rate limiting policies
using a to@ et approach. Limits are enforced per user or API key and can be configured
differeptly oss endpoint categories, allowing fine-grained control over resource
con&ﬁon while supporting legitimate usage patterns.

n rate limits are exceeded, APIs return standard 429 Too Many Requests responses. These
%onses include Retry-After headers that indicate when clients may resume requests,
Q~ nabling well-behaved clients to implement backoff strategies and reducing unnecessary retry

traffic.

: In addition, the platform employs circuit breaker patterns to protect against cascading failures,
particularly when interacting with external services such as LLM providers or third-party tools.
Circuit breakers monitor failure rates and latency, temporarily halting calls to unstable services
and activating fallback mechanisms where available. This approach improves overall system
resilience and ensures that localized failures do not propagate across the platform.
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6. Early Integration and Prototype Assembly

6.1. Integration Readiness Assessment

Technical compatibility @Q

The GenAI4ED platform components are designed to be technically compatible throuélg

service-oriented architecture based on RESTful APIs and containerized deployments. Cor
modules—including the real-time dialogue interface, recommendation engine, a 1
services, and training hub—are implemented using widely adopted technologies g
interoperability across heterogeneous environments.

The chatbot backend has been developed to operate independently of the front
services, enabling flexible deployment and straightforward integra @
components as they become available. Early prototype testing confi compatibility at the
API and data exchange levels, with performance and scalability n;%ons incorporated
into the backend design. &

Interface definitions
Initial interface definitions between modules have bee&}z shed using structured JSON
schemas and versioned API endpoints. These interfag€s cover key interaction flows such as:

e User—chatbot communication and conversa &anagement,

e Chatbot-recommendation engine exchar tool and resource suggestions,

e Feedback and interaction data forwar o*dnalytics services.

While the core interfaces are already operagional in the prototype, some schemas—particularly
those related to recommendation QutputS, role-based access, and community interactions—
remain subject to refinement. I e validation and contract testing are planned to ensure
robustness as integration pro

Module maturity mappi
The maturity of Gen@) modules varies across components, reflecting their different
development tim :

validated “in isolation. Integration with frontend and recommendation services is
simulated and ready for real-world testing.
ecommendation Engine:
Functional prototype available, with interface-level integration ongoing and schema
alignment in progress.

QQQ e Training Hub and Knowledge Resources:

e Real-tipfe Dialogue Interface (Chatbot):
Adv ototype stage, with a complete interaction pipeline implemented and
artia

Structurally available, with ongoing curation of educational content and documentation

to support LLM grounding and recommendations.
e Analytics and Feedback Components:

Early to mid-stage development, with data models and collection mechanisms defined
and integration planned for subsequent prototype iterations.
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Overall, the platform demonstrates a sufficient level of readiness to support early integration,
while maintaining flexibility to incorporate refinements identified during pilot deployments
and EAB-driven reviews.

6.2. GenAI4ED Module Integration Mapping Q

Real-time dialogue interface — Platform engine

The real-time dialogue interface is integrated with the platform engine through a dedi
backend service that manages user interactions, conversation history, and request routi a e
platform engine provides user authentication and contextual information (e.g., rQ gssion

identifiers), which are used by the dialogue interface to personalize response force
access controls.

Communication occurs via RESTful APIs, enabling the chatbot to opesdte as a modular
component that can be embedded across the platform. This integration s seamless user
interaction while maintaining clear separation between user i@c logic and Al-driven

processing.
Public feedback & rating system — Feedback Database ;@
th

The public feedback and rating system is integrated with the, GenAI4ED platform through a
wﬁg

dedicated feedback management workflow that intesfages directly with the Feedback Database.
Frontend components embedded within the togl*ee ue, training resources, and chatbot
interaction flows allow users to submit structured ratings and qualitative feedback related to
GenAl tools, Al responses, and education rces. Feedback submissions are transmitted
via RESTful APIs to the backend feedbackyservice, where validation, anonymisation, and
moderation rules are applied before ?!sistence. The Feedback Database stores ratings,
reviews, timestamps, anonymised sger feferences, and associated tool or resource identifiers,
ensuring consistency and tracea%cross platform modules. Aggregated feedback metrics
are exposed through contr I endpoints to downstream components, notably the
evaluation and recommenda gine and the analytics pipeline. This integration supports a
continuous feedback n\uabling community-driven quality assessment, evidence-based
refinement of reco ons, and transparent presentation of evaluation outcomes without
i \Q‘e logic to user-facing components.

pipe%‘tilr:t collects, processes, and aggregates data generated by all core modules, including
thefreal®ime dialogue interface, feedback system, tool catalogue, and training resource hub.
interactions and system events are captured via asynchronous ingestion mechanisms and
itted to the analytics service without impacting real-time user experience. Backend
nalytics services perform validation, aggregation, and transformation of raw events into
Q~l1igher-level metrics, which are stored in the Analytics Database and exposed to the dashboard
O via RESTful APIs. The dashboard consumes only pre-processed and aggregated datasets,
ensuring that all computation and analytical logic remain server-side and that the dashboard
acts purely as a visualisation and exploration layer. Role-based filtering and access control are
applied to analytics endpoints, allowing different user groups (e.g. educators, administrators)
to access appropriate insights while respecting data minimisation and privacy constraints. This
integration enables near-real-time monitoring, longitudinal trend analysis, and evidence

generation in support of platform evaluation and impact assessment.

the European Union
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Evaluation and recommendation engine — Recommendation endpoints

The evaluation and recommendation engine interfaces with other platform components via
well-defined recommendation endpoints. These endpoints allow the real-time dialogue

interface and other modules to submit structured requests and receive personalized @Q

recommendations or clarifying prompts.

This integration ensures that recommendation logic remains decoupled from user inte ‘103
components, allowing independent evolution of algorithms, evaluation criteria, and z@)

logic without disrupting the overall platform flow. %
Training and resource hub — Resource hub interface
The training and resource hub is integrated with the GenAI4ED platfo a dedicated

hub operates as a publicly accessible component, requiring no user, aut ation, and serves
as an open entry point for structured learning materials, gui& cuments, and Open
Educational Resources (OERs).

resource hub interface that exposes educational content and metadata??ﬂc STful APIs. The

Frontend components interact with the resource hub in%c to retrieve content listings,
metadata, and search results, while backend servi€es marage content storage, metadata
indexing, licensing enforcement, and versioning. &ﬁtured metadata associated with each

'nc uding contextual retrieval by the real-
prting within the analytics pipeline.

resource enables interoperability with other mod
time dialogue interface and aggregated usage e

Where resources are hosted externally, redireét-based integration is supported through clearly
signposted navigation flows that infory/users when transitioning to third-party platforms.
Although the hub is publicly accssible, ethical and security considerations are enforced
through backend controls licence compliance, provenance transparency, and
restriction of tracking to ag , non-identifying usage metrics. This integration ensures
broad accessibility whi !?\ n1ng consistency, accountability, and alignment with open

education principles.

6.3. Pre ry Integration Testing
The prelimi %egratlon testing phase focuses on validating the technical readiness of
individua orm components and their ability to operate cohesively as an integrated system.
This ghase is conducted during the early prototype assembly stage and aims to identify
ingérfacéumismatches, configuration issues, and dependency-related failures before progressing
%l scale deployment and advanced testing activities.

through their defined interfaces, in accordance with the reference architecture and API
specifications. These tests cover authentication flows, internal service interactions, and
external API integrations.

6 3.1. API connectivity tests
:: API connectivity tests verify that all platform components can successfully communicate
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Authentication API tests

Authentication-related tests validate the correct functioning of identity, access management,

and security enforcement mechanisms across the platform. In particular, testing focuses on

verifying that the Single Sign-On (SSO) infrastructure and token-based authentication flows Q

operate consistently across services
These tests include verification that the authentication service correctly generates Vahd JW E@
tokens following successful user authentication, and that the API Gateway rehably

tokens, rejecting invalid, expired, or malformed credentials. End-to-end OA

authorisation flows are tested to ensure secure third-party integrations, inclu ect
handling of access scopes and token exchanges. Session management is al idated by
testing session creation, renewal, and termination across platform services. applicable,
multi-factor authentication (MFA) flows are tested to confirm successfu 10n with the
SSO service and correct enforcement for protected operations. ﬁ

Service-to-service API tests &l
Service-to-service connectivity tests ensure that backend cefmponénts can interact reliably
using their defined REST APIs and data contracts. T @sts validate that internal
dependencies are correctly configured and that service«u%o d as expected under normal
operating conditions.

Key scenarios include verifying that bac
Recommendation Engine and receive valid re
is correctly transmitted to the Analytics S¢ r processing and aggregation. Connectivity
between the real-time dialogue interface and the LLM API Gateway is tested to confirm that
chatbot requests are correctly routed eyf responses are returned. Additional tests validate
search and retrieval operations agatast the Tool Catalogue Service, as well as content access
and metadata queries from th Resource Hub.

services can successfully query the
dation responses, and that telemetry data

External API tests

External API 1ntegrat1% focus on validating connectivity, resilience, and error handling
when interacting -party services. This includes verifying successful connections to
external LLM CQT! such as OpenAl and Anthropic using test queries, ensuring correct
request fo ipg, authentication, and response handling.

Fallb esilience mechanisms are tested by simulating provider unavailability or
performance, confirming that automatic failover mechanisms are triggered as
expected¥Rate limiting behaviour is also validated to ensure that outbound API calls comply
external provider constraints. Fmally, error handling scenarios are tested to confirm

eful degradation when external services return errors, timeouts, or unexpected responses.

6.3.2. Data flow checks
O Data flow checks validate that information moves correctly and consistently through the
GenAI4ED platform, from initial input through processing and storage to subsequent retrieval
and use. These checks focus on ensuring data integrity, correct sequencing of operations, and
proper interaction between services across the full data lifecycle.
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User registration and authentication flow

Data flow validation begins with the user registration and authentication process. User-

provided registration data is first validated at the API Gateway level to ensure correctness and
completeness before any persistence operations are performed. Passwords are securely
encrypted prior to storage in the User Database, ensuring that sensitive credentials are never @Q

stored in plaintext.

tables, establishing the necessary links between authentication data, profile attributes, @ le
assignments. Default roles (e.g. student or educator) are assigned automati duting
registration, in accordance with platform configuration rules. In parallel@ consent

Following successful validation, user profile records are created across all relevant

records are created and associated with the user account, ensuring that nt ‘status is
consistently tracked from the point of registration.

Tool evaluation and recommendation flow E g

Data flow checks also cover the evaluation and recommendatio&li , validating the end-
to-end handling of user-submitted assessments. Evaluatiop§ submitted through the user
interface are transmitted via the APl Gateway to the E @‘ Service, where they are
validated and processed. {

The Evaluation Service aggregates individual ratings and computes composite scores based on
predefined criteria. Processed evaluation data 1 %m ersisted in the Feedback Database with

the appropriate user and tool associations. ission of new evaluation data triggers
recalculation processes within the Recom n Engine, ensuring that updated evaluations
are reflected in personalised recommendations® As part of this process, user preference profiles

are updated to capture evolving interests/etﬁd behaviour patterns.

Analvtics and reporting flow

Analytics-related data ﬂowaEidated to ensure reliable monitoring and reporting across
the platform. Usage ev : rated by frontend interactions and backend operations are
captured consistently % smitted to the Analytics Service. These events are processed
asynchronously t h Celery task queue, ensuring that analytics processing does not
block user-faci@%ﬂons.

Raw events regated into meaningful metrics by the Analytics Service and stored in the
Analytics base. Data flow checks verify that dashboard queries return up-to-date
n&te

ag d results within acceptable latency thresholds (e.g. under two seconds). Historical
ime®series data is also validated to ensure correct partitioning and accessibility for
Jongitudinal analysis and reporting.

Eiontent management flow

Finally, data flow checks cover the management of educational content within the Training
O Resource Hub. Content uploads are validated to ensure that resources and associated metadata

are correctly ingested. Larger files are processed asynchronously, with progress tracking

mechanisms ensuring visibility into long-running operations.

Once content processing is complete, metadata is indexed to update full-text search
capabilities. Role-based access rules are validated to confirm that content visibility is enforced
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correctly according to platform configuration. For learner-facing resources, progress tracking
data is recorded as users interact with content and is verified to be retrievable for analytics,
reporting, and user feedback purposes.

6.3.3. Module interoperability tests Q
Module interoperability tests assess whether individual platform modules interact seamlessl @

exchange data correctly, and collectively support end-to-end workflows as defined in_th:
system architecture. These tests focus on validating cross-module dependencie
propagation, and functional coherence under realistic usage conditions.

Interoperability testing between the Real-time Dialogue Interface and the endation
Engine verifies that conversational interactions are enriched with persoflalisedvintelligence.
The chatbot retrieves user preference data from the Recommendation e to contextualise
responses and generate relevant tool suggestions. Recommendationi re%ﬂ by the engine are

Real-time dialogue interface and recommendation engine %

incorporated into ongoing conversations, ensuring continuity andg/€ontextual relevance.

recommended tools update the corresponding re endation profiles, confirming
bidirectional data flow. Overall integration remains fuhctional, with an average response time
of approximately 1.8 seconds, including recommendatign lookup and response generation.

The feedback loop between the two modules ensures ths eryinteractions with chatbot-

Tool catalogue and evaluation service

Interoperability between the Tool Catalogu@xe Evaluation Service ensures that evaluation
outcomes are consistently reflected in tool discovery and browsing workflows. Aggregated
evaluation scores and user reviews are di;ﬂayed accurately on tool catalogue pages, and newly
submitted evaluations propagate to the catalogue within the configured refresh interval of five
minutes.

to identify tools accor uality indicators. Occasional cache inconsistencies occur during
periods of high-vo

Filtering and search opgga\@sed on evaluation ratings function correctly, enabling users

uation submissions, highlighting an area for further optimisation.

e
Analytics das%fd nd multiple backend services

Interoperabil s for the Analytics Dashboard validate its ability to aggregate and present
data originatimg from multiple backend services. The dashboard successfully combines data
from&};ool Catalogue, Evaluation Service, Chatbot Service, and Training Resource Hub,
emabling ‘the calculation of cross-module metrics such as tool effectiveness and usage impact.

?ﬁduled report generation workflows collect and process data from all required services.
tegration remains functional, with report generation times remaining acceptable for small

02 datasets (below 10,000 records).

Training resource hub and progress tracking

Interoperability between the Training Resource Hub and progress tracking mechanisms
ensures that learner engagement with training materials is correctly captured and reflected
across services. User enrolment in training resources is recorded upon content access, and
completion status is updated based on observed interaction patterns.
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Certificate generation workflows trigger successfully once completion criteria are met. Minor
timing issues occur in completion detection for video-based content, indicating a need for
refinement in event timing or buffering logic.

Authentication service and platform-wide integration @:
Interoperability testing of the Authentication Service across all modules confirms consisten}
enforcement of Single Sign-On (SSO) behaviour. Users authenticate once and a

d

platform modules without repeated login prompts, and role-based permissions are ehforce
consistently across services using shared authentication and authorisation data.

User session state is maintained consistently across modules. Occasionalion timeout
inconsistencies occur between services, indicating a need for further @ cnt of session

configuration parameters. ‘
6.4. Identified Gaps, Issues and Bottlenecks &

6.4.1. Missing functionalities %
This subsection documents functionality gaps identiﬁ% integration and validation
activities. These gaps do not prevent operation of the plat for the initial pilot phase but
represent areas where functionality, usability, or con&lce can be strengthened in subsequent
iterations.

One identified gap concerns real-time coll jon features. The platform does not currently
support synchronous collaboration between &ducators and students (e.g. shared sessions, live
co-editing, or real-time guidance). Thig? limitation reduces opportunities for immediate
interaction and live instructional up(gr't. The planned resolution is the introduction of
WebSocket-based communicati%nable real-time collaboration in a future release. This
functionality is considered a iuha priority, as it is not critical for the initial pilot deployment.

The platform also lac ed content versioning within the Training Resource Hub. While
educational conten k%updated, there is no comprehensive mechanism to track content
evolution, mana ion histories, or revert problematic updates. This limitation makes long-
term content ce more challenging. The planned mitigation is the introduction of a Git-

based versioni tem for content management. This gap is classified as medium priority, as
manual iohing workarounds remain viable in the short term.

. Currently, administrators must perform user management and content operations

idually, which becomes inefficient at scale. The planned resolution involves the

evelopment of batch-processing APIs and a corresponding administrative interface. This
::Q~lunctionality is assigned a low priority, as manual processes are acceptable for the limited scale

é%fhe identified gap relates to the absence of a bulk operations interface for administrative
t

of the pilot phase.

The platform currently requires continuous internet connectivity and does not offer offline
functionality. As a result, the platform is not usable in environments with poor or intermittent
connectivity. The planned resolution is the implementation of Progressive Web App (PWA)
capabilities in a later project phase, enabling limited offline access and synchronisation. This
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gap is considered low priority, as offline access is not a requirement for the controlled pilot
environment.

only in English, which limits accessibility for non-English-speaking users and restricts broader
European deployment. The planned resolution is the implementation of an internationalisatio
(118n) framework to support multiple interface languages. This functionality is assigned a hig
priority, as it is necessary for compliance with European deployment and inclusion obj Q
siewdata

Multi-language support is another identified gap. At present, the platform interface is available Q

The platform also provides limited support for advanced analytics export. Whi
exports (e.g. CSV) are available, there is insufficient flexibility in expo
configuration options for research or external analysis. The planned res on ‘involves
implementing a flexible export API supporting multiple formats a nfigurable data
selection. This gap is categorised as medium priority, given that basi capabilities are

already in place.

Finally, accessibility support requires further enhance t.&xile basic accessibility
considerations are implemented, screen reader support r nggincomplete and keyboard
navigation requires improvement. This limitation affect&u&al\al ty for users with disabilities
and may impact regulatory compliance. The planne(%tlutio is a comprehensive WCAG 2.1

AA compliance audit followed by targeted remediation actions. This area is considered high
priority, as accessibility compliance is mandato

6.4.2. Architectural constraints %
The current platform architecture reflects Ndeliberate trade-offs made to support rapid
development and pilot deployment, whilyfntroducing constraints that must be addressed as the
system evolves beyond the pilot phase.

A key constraint relates to nonolithic database architecture. Although the application
follows a microservice design, all services currently rely on a shared PostgreSQL
database cluster. This % simplifies early development and operational management but
limits scalability nce. The shared database represents a potential single point of
failure and co Qe?’ndependent service scaling and schema evolution. As platform load
increases, t @r int introduces risks of database bottlenecks and migration complexity.
The planned tion is the gradual transition toward a database-per-service pattern, which
is fo%n rt of the post-pilot architectural evolution.

other %constraint concerns synchronous service communication. Most inter-service

int€tactions rely on synchronous REST calls. While this simplifies implementation and

?&dgging, it increases coupling between services and raises the likelihood of cascading

ilures. Service degradation or unavailability in one component can directly affect dependent

services, leading to higher latency or partial outages. To mitigate this risk, the architecture

O plans to introduce a more event-driven communication model, using message brokers for
critical workflows. This enhancement is targeted for Phase 2.

The platform also exhibits a strong dependency on external LLM providers, such as OpenAl
and Anthropic. This dependency enables access to advanced language models but introduces
limitations related to cost, rate limits, and external service availability. Disruptions or throttling
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at provider level directly impact core platform functionality. Mitigation measures include the
introduction of local model fallbacks, diversification across multiple LLM providers, and
aggressive caching of frequent requests. These measures are applied progressively as part of

ongoing optimisation activities. Q
Session state management presents an additional architectural constraint. Session data i

currently stored in Redis without persistent backup. While this simplifies session handling, 1
introduces vulnerability to cache failures, potentially resulting in session loss anded
experience disruption. This approach also limits horizontal scaling flexibility. d
mitigation includes implementing session persistence mechanisms and confi y
sessions at the load balancer level. These improvements are scheduled before@ roduction
launch.

The existing file storage architecture represents a critical limitation. &ileS\are stored within
container volumes rather than a dedicated object storage service. Thi en does not scale
effectively, lacks redundancy, and complicates backup and rgé@very "processes. As usage
grows, this constraint increases the risk of data loss, performanCe degsadation, and operational
instability. The planned mitigation is migration to mana %'d object storage (e.g. S3-
compatible storage or Azure Blob Storage), which is com&e critical and scheduled before
the production launch.

Finally, the platform currently assumes a single deployment model. While adequate for
pilot activities, this approach provides no gebgraphic redundancy and may introduce higher
latency for users located farther from the%ment region. In the event of a data centre
outage, complete service unavailability remainis possible. The planned mitigation is the design
and implementation of a multi-region (;ﬁﬁloyment strategy, which is considered a post-pilot

enhancement. ;\.‘

6.4.3. Technical 1i1 S
Several technical limita ' dentified in the current platform implementation, primarily
related to scalability,@ ance under load, and resource-intensive operations. These
limitations do not e ecution of the pilot phase but require targeted mitigation to support
higher usage v d long-term operational stability.

One limi% cerns concurrent user capacity. In the current configuration, platform
performancéegins to degrade beyond approximately 50 concurrent users, with acceptable but
notio%Ie degradation observed up to around 100 concurrent users. Pilot activities are
expectedto involve 200-300 concurrent users, exceeding the platform’s current comfort zone.
Theé,primary bottlenecks include exhaustion of the database connection pool and an insufficient
er of application server instances. Planned resolution measures include horizontal scaling
f application servers, optimisation of database connection pooling, and the introduction of
read replicas to offload read-heavy workloads.

: Another limitation affects large file processing, particularly for file uploads exceeding 100 MB.
Such uploads frequently time out or fail, limiting the platform’s ability to support high-quality
video-based educational content. This issue stems from synchronous upload handling,
restrictive timeout configurations, and memory constraints. The planned mitigation involves
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implementing chunked upload mechanisms, introducing asynchronous processing pipelines for
large files, and increasing memory allocation where required.

Analytics query performance presents a further constraint. Complex analytical queries require

more than 10 seconds to complete when operating on realistic data volumes, which negatively Q
affects dashboard usability during peak usage periods. This limitation is caused by insufficie t@
database indexing and the absence of pre-aggregated analytics structures. Mitigation acti0n§

include the creation of materialised views for commonly used queries and the introducti

a dedicated time-series database for analytics workloads.

demand, chatbot response times occasionally exceed five seconds, resulting i raded user
experience and increased conversation abandonment. This behaviour is d ' byexternal API
rate limits, sequential request processing, and the absence of respo caming. Planned
resolutions include enabling streaming responses, introdu%%at queuing with

The platform also experiences limitations in LLM response latency. Durin%% s of high
g

prioritisation, and optimising response caching strategies.

Search performance within the GenAl tool catalogue is an 1dentified limitation. Full-text
search operations become noticeably slower when th%ta gue exceeds 10,000 tools,
affecting tool discovery workflows. The primary bottleheck arises from the inherent limitations
of PostgreSQL full-text search and insufficient indeé%trategies. The proposed mitigation is
e

the evaluation and potential adoption of a e% search engine (e.g. Elasticsearch),
combined with improved indexing and querys misation.

Mobile usage highlights additional performartee limitations. On mobile devices, the platform
exhibits higher data usage and slowg/ page load times, leading to a suboptimal user
experience—particularly significantgiven that mobile devices represent a primary access
channel for many students. ues are attributed to large JavaScript bundle sizes,
unoptimised media assets the absence of lazy-loading mechanisms. Planned
fting, image optimisation, and progressive loading techniques.

improvements include cod
Finally, backgrou@%cessing through the Celery task queue exhibits limitations under
\%

high load. Whewta mes exceed approximately 50 tasks per minute, queues begin to back
up, resulting j ay€d analytics processing, notification delivery delays, and timeouts in batch
operations. ThisMimitation is caused by an insufficient number of worker processes and
inefficient implementations. Mitigation measures include increasing the worker pool,
optid@; task logic, and introducing task prioritisation to ensure time-critical jobs are
procgssed promptly.

4.4. Potential risks
he current platform implementation presents a set of potential risks that span security,
operational stability, and regulatory compliance. These risks are actively monitored and
O addressed through targeted mitigation measures to ensure platform robustness and readiness
for pilot and subsequent deployment phases.

Security risks
One identified security risk relates to data breaches via API exploitation. Inadequate restriction

of API responses or insufficient input validation may result in exposure of personal or sensitive
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data, with potentially severe GDPR implications and risk of student data leakage. Mitigation
measures focus on conducting comprehensive security audits, enforcing strict API response
minimisation, and strengthening input validation mechanisms. A dedicated security audit is
scheduled for Month 6 to assess and address these risks systematically.

Another security concern involves LLM content safety failures. Responses generated b %:
external LLMs may occasionally include inappropriate or unsuitable content for studens
audiences if filtering mechanisms are insufficient. This risk has a high potential impa

particularly in educational contexts. Mitigation measures include the application of mur

content filtering, the introduction of human review processes for flagged content e'lise

of parental control mechanisms where applicable. Content filtering capabilitie nhanced,

and continuous monitoring remains in place.

access to student accounts. JWT-based authentication tokens may be expoSed to exploitation
through cross-site scripting (XSS) vulnerabilities if not adeq&y rotected. Mitigation
strategies include the use of HttpOnly cookies, CSRF protg€tion maechanisms, and regular
security testing. Basic protections are currently in place, S%etration testing planned to

Session hijacking represents an additional security risk, potentially%ng unauthorised

further validate and harden session security.

Operational risks
A significant operational risk concerns databas @ ormance degradation during periods of
high usage. Insufficient database optimisatiOE d s€liance on a shared database architecture

may cause slowdowns or service unavail@bihty, negatively affecting the user experience.
Mitigation actions include continuous databaSe performance monitoring, query optimisation,
and the introduction of read replicaﬁ/to distribute read-heavy workloads. Monitoring
mechanisms are already implement&d, and optimisation efforts are ongoing.

Another operational risk is ovider outage. The platform depends on external LLM
providers for chatbot fi X y, and service disruptions at provider level may result in
partial or complete u% ility of conversational features. Mitigation measures include
support for multi LM#providers, caching of frequent responses, and degraded operation
modes that pgeségfc limited functionality during outages. Multi-provider support is
rther cache optimisation remains ongoing.

inc ete load testing may lead to degraded performance during pilot execution, potentially
iming user confidence and project outcomes. Mitigation measures include
comiprehensive load testing, phased pilot rollouts to control demand, and close monitoring with
id response capabilities. Load testing is currently in progress, and a phased rollout approach

Q~ planned.

implemente:E
Theﬂ;ﬁ fficient pilot scaling is also identified. Optimistic performance assumptions or

Compliance risks

A critical compliance risk relates to GDPR non-compliance. Incomplete implementation of
data subject rights or insufficient audit logging may result in legal consequences or jeopardise
project continuation. Mitigation measures include a formal GDPR compliance audit, legal
review of data processing activities, and enhancement of logging, documentation, and

the European Union
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automated compliance checks. A compliance review is scheduled, and automated checks are
already implemented.

scenarios involving minors and parental consent. Incomplete validation of parental consent
workflows or gaps in consent withdrawal mechanisms may lead to GDPR violations an
stakeholder complaints. Mitigation actions include legal review of consent processes and th:
enhancement of consent management functionality. Basic consent mechanisms are ope@

Another compliance-related risk concerns inadequate consent management, particularly in Q

while a more comprehensive review and refinement are required.

7. Risk Assessment and Mitigation Measures QQ

Technical risks Q
Risk:

System performance degradation, latency, or instability due to i easig user load, complex
LLM pipelines, or evolving backend integrations.

individual services.

e Use of stateless API services combine
components.

e Continuous monitoring of laten
(classification, retrieval, response ge

e QGradual transition from protot}y configurations to production-grade deployments

following pilot evaluations.s
Operational risks O

Mitigation Measures: s
e Adoption of a modular, containerized b%c architecture to isolate and scale

=

alable storage and vector retrieval

resource usage across pipeline stages

Risk:
e Disruption rm operation due to deployment complexity, service orchestration
issues, s t monitoring, or limited operational capacity during pilot and early
produ@ ses.

. Oﬁa&nal risks may arise from the coordination of multiple services, background
&ES’ and external dependencies, potentially leading to service downtime, delayed issue
ection, or slow recovery from failures.

?N ation Measures:
e = Adoption of container-based deployment and service orchestration practices to ensure
consistent environments across development, testing, and deployment stages.
e o (Clear separation between development, pilot, and production configurations to reduce
operational risk during scaling and feature rollout.
e = Implementation of centralized logging, monitoring, and alerting to detect service
failures, performance degradation, or abnormal behaviour at an early stage.
e o Defined operational procedures for service restarts, incident response, and rollback in
case of failed deployments or critical issues.
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e o Gradual pilot rollout with controlled user onboarding to limit operational stress and
allow corrective actions before wider deployment.

e = Documentation of operational dependencies and responsibilities across technical
partners to ensure coordinated response and maintenance.

Interoperability risks Q@:

Risk:
Incompatibilities between platform modules (e.g., chatbot, recommendation engine g

hub, community space). Q~

Mitigation Measures:
e Use of standardized REST/JSON APIs and clearly defined dat emas for inter-
module communication.
Versioned API contracts and schema validation to detect brgaking changes early.
e Early integration testing between dependent modules, p &uly for recommendation
workflows and feedback exchange.

Data privacy & compliance risks A
Risk: &

Exposure of personal data, unintended retentio ensitive information, or non-compliance
with GDPR and ethical guidelines, especia conversational data and community
interactions.

Mitigation Measures:
e Data minimization principles s
user identifiers and in bon metadata.
e Pseudonymization,of data in chatbot conversations and feedback records.
e Secure authenti€ation and authorization mechanisms (e.g., SSO, JWT-based access

control).

o C(Clear datn policies and user transparency regarding data usage.

e Moderati echanisms and governance procedures for community spaces and chatbot
interacti@ngf including escalation paths for unsafe or inappropriate content.

e Recwew and alignment of technical safeguards following EAB recommendations, with

Qtigation strategies jointly discussed and agreed among technical partners.

L accuracy/hallucination risks

<E %isk:
LMs may generate inaccurate, misleading, biased, or inappropriate content, which is

Q particularly critical in educational settings.

Mitigation Measures:
e Restriction of chatbot knowledge sources to curated, project-approved content (no
unrestricted web access).
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e Use of retrieval-augmented generation (RAG) to ground responses in validated
documents.

e Implementation of guardrails, automated safety classifiers, and toxicity filters.
Human-in-the-loop escalation mechanisms for flagged interactions or user feedback.

e Transparent communication to users regarding the chatbot’s role as an assistive tool, Q
not an authoritative source. @

e Continuous evaluation of model behavior and prompt design, informed by NQ
feedback and EAB guidance.

8. Conclusion %
tions of the

This deliverable establishes the technical, operational, and interoperability f@‘
GenAI4ED platform, providing a comprehensive reference architecture erent set of
requirements to guide platform implementation and evolution. Throughfthe definition of
platform-level and module-specific specifications, the document ens%ﬁ shared technical
understanding across project partners and supports coordinafed déwvelopment activities

throughout the project lifecycle. %
The proposed architecture demonstrates how GenerativeA,)%j logies can be integrated into

an educational platform in a modular, scalable, and rgsponsible manner. By adopting service-
oriented design principles, standardised APIs, an&lrly defined integration patterns, the
platform supports flexibility and extensibility w paintaining architectural consistency. This
approach enables independent evolution of % ponents such as the real-time dialogue
interface, recommendation engine, analytiéces, feedback mechanisms, and training and

resource hub.

throughout the architecture. aligned data handling, role-based access control,
anonymisation strategies, a @@ ted compliance checks reinforce a privacy-by-design and
ethics-by-design approac § essential in educational contexts involving minors. These
safeguards ensure that ion is balanced with accountability, transparency, and regulatory

compliance. %
The documen@ vides a realistic assessment of the platform’s current maturity. Identified

gaps, archit constraints, technical limitations, and potential risks are explicitly
dOCI;rr{m ongside mitigation strategies, supporting informed decision-making and
at

Security, privacy, and ethical %si(éltions are embedded as cross-cutting concerns

priogfisation for subsequent development phases. This forward-looking perspective enables
the’p to evolve in a controlled and sustainable manner as it transitions from prototype
implementation to pilot deployment and future scaling.

conclusion, this deliverable positions GenAI4ED on a solid technical and operational

footing. It enables the project to proceed confidently toward pilot execution and broader

O adoption, while maintaining a strong commitment to educational value, trustworthy Al,
interoperability, and long-term sustainability.
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